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MockoBcko# 001acTh «SAXPOMCKHI KOJIIEIK»


http://www.abbyy.com
http://www.abbyy.com

COJIEPKAHUE

1. OBIIASI XAPAKTEPUCTHKA ITPUMEPHOH PAFOYEH ITPOIPAMMBI
IIPOD®ECCHOHA/IBHOI'O MOAYJIA

2. CTPYKTYPA H COAEPKAHUE ITPO®ECCHOHAJIBHOI'O MOAYJIA

3. CHHEIIHAJbHBIE YCIOBHUA PEATH3AIIHHU TTPUMEPHOH ITPOTPAMMBI
ITPO®ECCHOHAJIBHOI' O MOAYJIA

4. KOHTPO./Ib y/4 OIIEHKA PE3Y/IbTATOB OCBOEHUA
IIPO®ECCHOHA/IBHOI' O MOAYJIA



http://www.abbyy.com
http://www.abbyy.com

1. OBHLAS XAPAKTEPHUCTHKA IIPUMEPHOW PAFOYEH ITPOT PAMMBbI
IIPO®ECCHOHA/IBHOI' O MOAYJIA
IIM .03 DKCILIVATAIIHA OB bEKTOB CETEBOH HH®PACTPYKTYPbI

1.1. Ob6aacTh NpuMeHeHHs IPUMEPHOii padoueii mMporpaMMbl

[TpumepHass pabouass mporpamma mnpodeccuonaabHoro Mmoayias IIM.03 DxkcrutyaTamms
00BEKTOB CETEBOH MH(PPACTPYKTYPHI SBIISETCA YaCThIO OCHOBHOM 00pa30BaTeIbLHON MPOrpaMMBbI B
coorBerctBUHE ¢ @DI'OC CIIO mno crnemmampHoctd 09.02.06 CereBoe ©  CHCTEMHOE
aIMUHHUCTPUPOBAHUE.

[TpumepHas mporpamma afanTUpoBaHa AJisi 00y4eHHs] HHBAJIUAOB U JIUI C OTPAaHUYEHHBIMU
BO3MOXHOCTSIMH  3JIOPOBBSI C Y4eTOM OCOOCHHOCTEH WX TICHXOJIOTHYECKOTO Pa3BUTHS,
UHIUBUAYaJIbHBIX BO3MOXKHOCTEM M TMpH HEOOXOJUMOCTH oOecreyuBaronias KOPpPEKIHIo
Hap}/IHeHI/Iﬁ paBBI/ITI/ISI nu COIII/IaJH)HYIO aJgalrTalnuro YKaSaHHI)IX JINII.

1.2. MecTo AMCHMIUIAHBI B CTPYKTYpPe OCHOBHOW TNPo()ecCHOHAILHOW MPOrpaMMbl:
npodecCHOHANBHBIN ITUKIT

1.3. Heab u niiaHupyemblie pe3yJibTAThbl 0CBOEHHS MPO(PeCCHOHAIBLHOT0 MOIYJIsl

B pesynbprate n3ydeHus npodeCCHOHATBLHOTO0 MOAYIS 00YYarOIIUicsS OCBAaUBAET OCHOBHOM
BU/JI JESITENBHOCTH DKCIUTyaTausi 0ObEKTOB CETeBOW MH(PPACTPYKTYPHl U COOTBETCTBYIOILIUE EMY
00III1e KOMITIETEHIIUU ¥ MPO(eCcCHOHATbHBIC KOMITETCHIUH:

1.4.1. IlepeyeHb 0OIIMX KOMIIeTEHIMIi

Kon HauMmenoBanue o0ux KoMIeTeH NI

OK 1. Breibupate  cmocoObl  pemieHHs  3amad  OpoeCCHOHAIbHOW  JIeATENbHOCTH,
MPUMEHHUTEIHHO K Pa3IMYHbIM KOHTEKCTaM

OK 2. OcyuiecTBIATh MOKUCK, aHAIU3 U UHTEPIPETALNI0 HHPOPMAIUHY, HEOOXOAUMON AJIst
BBITIOJTHEHHMSI 33]71a4 PO (HEeCCHOHAITBHOM JIEATETbHOCTH

OK 3. [InanupoBaTh W peaqn30BBIBATH COOCTBEHHOE MPO(ECCHOHATHHOE U JTUMYHOCTHOE
pa3BuUTHE.

OK 4. PaboTaTh B KOJIEKTHBE U KOMaH[e, YPPEKTHBHO B3aUMOJICHCTBOBATD C KOJUIETaMH,
PYKOBOJCTBOM, KIMEHTAMHU.

OK 5. OCYH_IGCTBJISITB YCTHYIO W THCbMCHHYIO KOMMYHUKAIIUIO Ha TroCyaapCTBCHHOM
SI3BIKE C YYETOM OCOOEHHOCTEH COIUATBHOTO U KYJIbTYPHOTO KOHTEKCTA.

OK 6. IIposiBnsATH TPaXIaHCKO-IATPUOTHYECKYIO ITO3ULIUIO, JEMOHCTPHUPOBATH
OCO3HAHHOE MOBEJICHHE Ha OCHOBE OOIICUEIOBEYECKUX [IEHHOCTEH.

OK 7. COﬂeﬁCTBOBaTLV COXPAHEHUIO Oszmcanmeﬁ cpenbl, pecypcocOepexeHulo,
7 hEeKTUBHO ACHCTBOBATH B UYPE3BBIYAMHBIX CUTYAIUSX.
Hcnonb3oBath cpeAcTBa (PU3MUECKON KYIbTYpBI ISl COXpPAaHEHUS M YKPEIUICHUS

OK 8. 3M0pOBbS B TMpolecce MNpoPecCUOHANbHON MEATENbHOCTH U MOJJCpKAHUE
HE00X0IMMOT0 YPOBHS (pr3HUECKOl MOATOTOBIEHHOCTH.

OK 9. Vcnonb3oBath HHGOPMaIIMOHHBIE TEXHOJOTUHU B MPO(heCCHOHAIbHON AeSITETbHOCTU

OK 10. [Tonp30BaTbest MPOGECCHOHAIBHON JTOKYMEHTallueld Ha TOCYJapCTBEHHOM |
WHOCTPAHHOM SI3bIKE.

OK 11. | [InanupoBaTh NpeaPUHUMATEILCKYIO JEATEILHOCT B TPO(eccHOHabHOM chepe

1.4.2. llepeuens npogeccHOHAIbHBIX KOMIIETeH Ui

Kona HaumeHnoBaHue BUIOB JeSITEJILHOCTH U l'[pO(i)eCCI/IOHaJ'[I)HbIX KOMIIeTeHIInii

B 3. [Oxcnayamayusa 06vekmos cemegou un@pacmpyKmypbl
'Y cTaHaBiMBaTh, HACTPAUBATh, YIKCIUTYaTUPOBATH M 0OCITY)KUBATh TEXHUICCKUE U
[POrPaMMHO-AIIAPATHBIE CPEACTBA KOMITBIOTEPHBIX CETEH.

K 3.1
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IIK 3.2
pabouyuX CTaHLUSAX.

[TpoBOUTH MpO(UIaKTHYECKHE PAOOThI HA 0OBEKTaX CETEBOM MHPPACTPYKTYPHI U

IIK 3.3.
KOH(UTYpaIHH.

'Y cTaHaBIUBATh, HAaCTpanBaTh, SKCILNIYaTUPOBATh U OGCJ’IY)KI/IBB.TL CCTCBLIC

Y4acTBOBaTh B pa3pabOTKe CXeMbl OCIEaBAPUIHOTO BOCCTAHOBIICHUS
IIK 3.4. [paboTocrnocoOHOCTH KOMITBIOTEPHOM CETH, BHITIOIHITH BOCCTAHOBIIEHUE U PE3EPBHOE
KOIMpPOBaHKE NHPOpMAIUH.

IIK 3.5.

Opranu3oBbIBaTh HHBEHTAPU3ALUIO TEXHUYECKUX CPEJICTB CETEBOU HH(PACTPYKTYPHI,
OCYILIECTBIISATH KOHTPOJIb 000PYAOBaHUSA [TOCIIE €r0 PEMOHTA.

BBITOTHATE 3aMEHY pacXOAHBIX MATEPHAIIOB U MEITKUA PEMOHT HEpU(PEPHITHOTO
IIK 3.6. [06opymoBaHusi, ONIPEACIATh YCTapeBIlee 000pyI0BaHNE U MPOTPAMMHBIE CPEICTBA
ceTeBOU MHQPACTPYKTYPBHI.

B pesynbraTe ocBoeHuUs Mpo(ecCHOHATBHOTO MOIYIIS CTYACHT JOJDKEH:

HNMmerh npakTH4YecKUil ONBIT B

yMeTh

3HAThb

OOCITy>)KUBaHUHM CETEBOH WHQPACTPYKTYPHI, BOCCTAHOBIICHHH
paboTOCIIOCOOHOCTH CETH MOCIe cO0S;

YAAJICHHOM AIMUHUCTPUPOBAHUN )41 BOCCTaHOBJICHUHN
paboTOCIOCOOHOCTH CeTeBON MH(PPACTPYKTYPHI;

MOJUICPXKKE TIOJIb30BATENICH CETH, HACTPOWKE ammapaTHOTO H
MIPOTPAMMHOTO 00eCTIeUeHHsI CETeBON MH(PPACTPYKTYPHI
BBITIOJTHATh MOHHTOPUHT U aHAIHU3 PabOTHI JIOKAJTHHON CETH C
TIOMOIIBIO TIPOTPAMMHO-AMIAPATHBIX CPEJICTB,;

OCYIIECTBIATh JHArHOCTHKY M TIOUCK HEUCTIPABHOCTEH BCEX
KOMIIOHEHTOB CETH;

BBITOJIHATH AEHCTBUS MO YCTPAHEHUIO HEUCITPABHOCTEM
apXUTEKTYpy © (QYHKIUHM CHUCTEM YIPABJICHUS CETSAMH,
CTaHAApPThEI CUCTEM ynpaBneHI/m;

CpeACTBa MOHUTOPHHTA U aHAIU3a JIOKAIbHBIX CETEH;

MCTOAbI YCTPAHCHUS HeHCHpaBHOCTCfI B TCXHUYCCKUX CPCACTBAX

1.5. KosinuecTBO 4acoB, 0TBOAUMOE HA OCBOeHHE NMPO(eCcCHOHATBLHOT0 MOYJIsl

Bcero waco 635

N3 uux Ha ocsoenne MJIK. 03.01 228
Ha ocBoenne MJIK. 03.02_113
Ha MPaKTHKH, B TOM uncie yueOHyto _ 108  u mpousBoacrtBennyro__ 180
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2. CTpyKTYypa ¥ cojiep:KaHue MPo(dhecCHOHATILHOIr0 MOTY.Ist .
2.1. Pexomennyemas cTpykTypa npogeccuonaibnoro moayssi IIM.03 OKCIIVIYATALIMSI OFBbEKTOB CETEBOU HH®PACTPYKTYPbI

O0beM npodeccHOHATBHOr0 MOAYJIS, Yac.

Koo HaumenoBanus CyMMapHblii o iR 777 o
mpoieccnonais | BEEE e Tatopatopinas | Kypeoms — et
061X KoMIeTenuil Moayast aac. Bcero | u mpakTHueckux pador VueGnas | TIPOM3BOACTBeHHAs

3aHATHI (npoeKTOB)

OK 01-11 Paszpen 1. DxcruyaTtanust 8
IIK 3.1-3.6 00BEKTOB CETEBOM 228 214 100 -

HHPPACTPYKTYPhI
OK 01-11 Paznen 2. besonacHocTh 113 111 28 20
IK 3.1-3.6 KOMITBIOTEPHBIX CeTei
OK 01-11 Vuebnas npakruka (1o 108 108
IK 3.1-3.6 npodhuIo

CIeNHUANBHOCTH), YaCOB

(ecnm mpexycMoTpeHa

HUTOTrOBast

(KOHIICHTPHPOBAHHAS)

HPAKTHKA)
OK 01-11 TIpousBoacTBeHHAs 180 180
IK 3.1-3.6 npakThKa (1o npoduo

CIICUANBHOCTH), YaCOB

(ecnu mpexycMoTpeHa

HTOrOBast

(KOHIICHTPHPOBAHHAs)

MPAKTHKA)

Bcezo: 629 325 128 20 108 180 18
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2.2. TeMaTH4eCKHii I1aH U cofep:Kanue mpodeccHonanbHoro Moxyas «[IM.03 IKCIIIVATALIHA Ob'bEKTOB CETEBOH

HHDOPACTPYKTYPbI»
HaumenoBanue
PasieIon 1 Tem CopepikaHue y4eOHOro MaTepuaja, "
NpOQeccHORAILHOro JlabopaTopHbie padoThI H MPAKTUYECKHe 3aHATHS, CAMOCTOSATEIbHas y4eOHasi padoTa 00y4aroumXxcs, Obném &
mozys (M), KypcoBasi paéora (IPOeKT) (eciu npedycmompenot) Hacax
MEKIHCHUTITHHAPHBIX
kypcos (MJK)
Pa3gen 1.9kcniyaTanusi 00beKTOB ceTeBOii HHPpPacTPyKTyphl
MK 03.013xkcrutyaranusi 00beKTOB CeTeBON HH(PACTPYKTYphI 228
Tema 1.1. Oxciutyarauus | Codepaicanue 70
TEXHHYCCKHUX CPEJICTB 1. ®usnyeckre acekThl SKcIuTyarau. Ou3nueckoe BMEIATebCTBO B HHPPACTPYKTYPY CETH.
ceTeBOM 2. AKTHBHOE M TTACCHBHOE CETEBOE 000pyJ0BaHKE: KaOeIbHbIC KaHaNbl, KaOellb, MaTY-MaHeNd, PO3ETKH.
MHQPACTPyKTYPBI 3. [onoca mpornyckanusl, Hapa3uTHasi Harpy3Ka.
4. PacimpsieMocTh ceTd. MacimrabupyeMocts ceTd. JJ00aBieHne OTAeIbHBIX JIEMEHTOB CETH (MOJIB30BATEICH,
KOMITBIOTEPOB, TIPHUIIOKEHHH, CITYKO).
5. HapamuBanue JUIMHBI CETMEHTOB CETH; 3aMEHA CYLIECTBYIOLICH anmnapaTypsl.
6. YBenuueHue KOJMYECTBa y3JI0B CETH; YBEIMUCHHE MPOTSDKEHHOCTH CBsI3eH MEKAY 0OBEKTAMH CETH.
7. TexHuueckas ¥ MPOEKTHas JOKyMeHTalwsl. [lacnopT TeXHUUECKUX YCTPOWCTB.
8. du3nueckas KapTa BCeil CeTH; JIOTHYecKast TOMOJIOTUsI KOMIIBIOTEPHOM CETH.
9. Knnaccugukanus periaMeHToB TEXHUYECKHX OCMOTPOB, TEXHUYECKHE OCMOTPBI 00BEKTOB CETEBOM
HH(PACTPYKTYPBHI.
10. ITpoBepka 00BEKTOB ceTeBOW MHGPACTPYKTYPHI U MPOQUITAKTHUECKUE PabOThI
11. IpoBeaenwue perynspHoro peseppupoBanus. O0cayxuBanue GpU3NIECKNX KOMIIOHEHTOB; KOHTPOIIb
COCTOSIHHSI AIIIaPaTHOTO 00ECTIeUCHH S, OpPraHu3alysl YIAICHHOTO OMOBEIICHHS O HEMOJIaIKaXx.
12. TIporpammHOe 00ecrieueHHe MOHUTOPHHTa KOMIIBIOTEPHBIX CETEH U CETEBBIX YCTPOUCTB.
13. ITporokon SNMP, ero xapakrepuctuku, Gpopmat cooOiieHHit, HAOOp YCIyT.
14. 3amaun ynpaBieHus: aHAJIU3 TPOM3BOIUTEIBHOCTH U HAJIG)KHOCTHU CETH.
15. O6opynoBanue 11t AMATHOCTUKH U CEPTUGUKALMU KaOeNbHBIX cucTeM. CeTeBble MOHUTOPBI, TPUOOPHI Vst
cepruduKaly KaOeIbHBIX CHCTEM, KabeIbHbIe CKAHEPhI H TECTEPHI.
B mom uucne npakmuyeckux 3anamuii u 1a60pamopubvlx paoom
1. OkoHoBKa Kabest BUTas mapa 66

2. 3azenxa kabes BUTast Iapa B PO3ETKY
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. KpOCCPIpOBaHI/IC W MOHTaXX IIaT4Y-IIaHCIIN B KOMMYI'B.I_[I/IOHHLII‘/'I IHKa(b, Ha CTCHY

. TectupoBanue kades

. [Tonneprkka moap3oBatesiell CeTu.

. BelnonHeHue feiicTBUI 0 YyCTPAaHEHUIO HEUCIIPABHOCTEH

. BeinoniHeHue MOHHUTOPHHIA U aHAJIN3a pa60TLI JIOKAJIbHOM CETH C TOMOIIbIO IIpOrpaMMHBIX CPEJCTB.

3
4
5
6. DKcIuTyaTanus TEXHUIECKUX CPEJICTB CETeBOH HH(PACTPYKTyphl (IPUHTEPBI, KOMIIBIOTEPHI, CEPBEPHI)
7
8
9

. OdopmiieHre TEXHUYECKOH TOKYMEHTALUH, ITPaBHia 0(OpMIICHHS TOKYMEHTOB

10. IMportokou ynpasiernust SNMP

11. OcHoBHbIe XapakTepucTuku nporokoaa SNMP

12. Ha6op ycayr (PDU) nporokosia SNMP

13. ®opmar coobuiennii SNMP

14. 33.[[21'—11/1 YHOpPaBJICHHUS. aHAJIM3 NPOXU3BOJAUTECIBHOCTH CETH

15. 3agaun ynpaBieHus: aHaIU3 HAISKHOCTH CETH

16. Ynpasnienue 6€301MaCHOCTHIO B CETH.

17. Vuer Tpaduka B cetn

18. CpencTBa MOHHTOPHHIa KOMIIBIOTEPHBIX CETEH

19. CpCHCTBa aHaJIM3a CETH C MOMOIILI0 KOMaH T CETEBOM OHepaLIPIOHHOP’I CHUCTCMBI

20. duHaIbHAS KOMIUIEKCHAs! paKTHUecKast paboTa 110 HKCIUTyaTallii 00bEKTOB CeTEeBOM HH(PPACTPYKTYpEI

Tema 1.2.
JKCnJIyaTanus cucreM
IP-Tesiehonun

Cooepicanue

1. Hactpoiika H.323. Omucanue H.323 u o61uue pekomeraanmu. OyHKIIHOHATBHbIE KOMIOHSHTHI
H.323.YcranoBka u noanepkka coemunenust H.323. Coenunenus 6e3 u ¢ ucrnons3oannem GateKeeper.
CoeanHEHHs ¢ UCTIOJIb30BaHHEM Heckoubkux GateKeeper. MHOTromnosp30BaTebCKie KOH(EPESHINH.
ObecneueHne 0TKa30yCTOHUHBOCTH.

2. Hacrpoiika SIP. Onucanue u obume pekomenaanuu. Texxonorust SIP u cBsi3aHHbIE C Hell CTaHIAPTHI.
OynkunonansHbie kKomnoHeHThl SIP. Coobuenus SIP. Anpecanust SIP. Monens ycTaHOBIICHHS COSTMHEHHS.
TlnaHupoBaHKE OTKA30YCTONYMBOCTH.

3. YcTaHOBKA U MHCTALAIHS IPOrPaAMMHOT0 KOMMyTaTopa. MoHTaXHEIe Iponeypsl. [Ipomexypst
MHCTAJULAIMY. YTIpaBJIeHUEe alllapaTHBIMU CPEACTBAMH U nopTamu. [IpoToxonsr ynpasnenus MGCP, H.248.
Co3laHne aHaJIoroBbIX a0OHEHTOB. BHYTpUCTaHIIMOHHAS MapIIPYTU3aLUsL.

4. YpasieHue nporpaMMHbBIM KOMMYTaTopoM. Mapiupyrusanus. ['pynmnsl cOeIMHUTENbHBIX JINHUH.
Toaxmoyenue cranuuii ¢ TDM (abonentckuii goctyn TDM). Curnanusanus SIP, SIP-T, H.323 u SIGTRAN.
IP

-a00HeHTHI. I'pynnel a00HEHTOB. JIONOIHUTENIbHBIE A00HEHTCKUE YCITYTH.

30
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5. Opranuzanus sxciutyatanuu cucreM |P-tenedonnnu. Texaudeckoe 00CIyKHBaHNE, ITTAHOBBIH TEKyIIUH
PEMOHT, IUIAHOBBIN KAaIIUTAIbHBIA PEMOHT, BHEIUIAHOBBIH PEMOHT.

6. BoccranoBnenue paboTsl cetH nociie aBapuu. CXxeMbl [ocIeaBapHiHOTO BOCCTAHOBIICHUS
paboTOCIOCOGHOCTH CETH, TEXHUYECKask M IIPOSKTHAsI JOKYMEHTAIMSI, CIIOCOOBI PE3EPBHOTO KOTTHPOBAHHS
JIAHHBIX, IPUHIMIIBI paGOTHI XPAHIIHII TaHHBIX;

B mom uucne npakmuyeckux sanamuii u 1a60pamopuwvlx padom

1. Hactpoiika annapatHsix IP-tenedonos

. Hacrpoiika nporpammubix |P-tenedoHoB, dakcos

. PasseprriBanue ceru ¢ ucnonn3oBarrem VLAN s IP-renedonnn

Hacrpoiika mmro3a

YcraHoBKa, MOJKIIIOUEHHE U IIEPBOHAYAIbHbIC HACTPOHKH I'0JI0COBOI0 MapIIPyTH3aTOpa

Hactpoiika Tabnuibl M0Ibp30BaTENEH B TOJOCOBOM MapUIPYTH3aTOPE

HacTtpoiika rpymnm B rolocoBOM MapIIpyTH3aTOpe

HaCTpOfIKa Ta6J'II/ILII>I MapuIpyTu3any BbI30BOB B I'0JIOCOBOM MapLIpyTHU3aTOpEC

©|o|~|o|os wln

. Hacrpoiika roocoBbIX cO0ONICHUH B MapIIpyTH3aTope

-
o

. Hacrpoiika nporpammuo-anmnapatsoii IP-ATC

[
[

. VcraHoBKa 1 HacTpoiika nmporpammHoii IP-ATC (nampumep, Asterisk)

=
N

. TeCTHpOBaHI/Ie KOJICKOB. I/ICCJ’IGHOBaHI/Ie IapaMeTpoB KaueCTBa O6CJ'Iy)KI/IBaHI/I$I

=
w

. MOHI/ITOPI/IHF n aHaJiu3 COCI{HHCHI/IP’I 110 pa3JIM4YHBIM IIPOTOKOJIAM

=
~

. MOHMTOPHHT BBI30BOB B IPOrpaMMHOM KOMMYTaTope

[N
(8]

. Co3jianue pe3epBHBIX KoMK 0a3 TaHHBIX

=
(o2}

. JIMarHOCTUKA M yCTpaHEHHE HeucnpaBHocTel B cucreMax IP-renedonun

17. ®uHanbHas KOMIUIEKCHAs TIpakTHYecKasi paboTa 1o SKCIuTyaTanuu cucteM IP-renedonnu

28

MJIK.03.02. be3omacHOCTh

KOMIBIOTEPHBIX CeTeH

113

Tema 2.1. BezomacHocTh

Cooepicanue

KOMITBIOTEPHBIX CETel

1 dyHngamMeHTAIbHbIe IPUHIUIIBI 0€3011ACHOM ceTH
CoBpeMeHHbIE Yrpo3bl ceTeBoH Oe30nacHOCTH. BUpyCHl, 4epBH M TPOSHCKHE KOHU. METObI aTax.

2 Be3onacHocth CeteBbix ycrpoiicte OSI
Besomnacuslit focTyn K ycTpoiicTBaM. HaszHauenne aiMHUHUCTPATUBHBIX posield. MOHUTOPHHT 1

yrpasjeHue yctporictBamu. Mcnosp3oBanne QyHKIMs aBTOMATH3HPOBAHHOW HACTPOIKH 0E30MacCHOCTH.

3 ABTopH3auus, ayreHTHPUKaANUs U yuer goctyna (AAA)
CaoiictBa AAA. Jlokansnast AAA ayrentudukanus. Server-based AAA

4 Peajiu3zanus TexHoJoruii 6panamayipa

83
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ACL. Texnonorus Opanamayspa. Korrekcrasiii koutpois gocryna (CBAC). Monunruku Gpanamayspa
OCHOBAHHBIE Ha 30HAX.

Peasu3anusi TeXHOJIOTHIA MPeIOTBPALLEHHS] BTOPKEHUS
IPS texnonoruu. IPS curnatypsi. Peamuzanus IPS. ITpoBepka u monutopusr IPS

be3onacHoCTb JIOKAJbLHOM ceTH

ObecrnieueHne 0€30MaCHOCTH IOJIb30BATENBCKIX KOMIBIOTEPOB. CoOoOpaskeHNs 110 6e3011acHOCTH
BTOporo yposHs (Layer-2). Korduryparus 6e30macHOCTH BTOpOro ypoBHs. besomacHocTs
6ecnpoBosiHbIxX cereit, VOIP u SAN

Kpunrorpaguyeckne cucremMbl
Kpunrorpaduueckue cepBuch. bazoBas eIOCTHOCTD M ayTeHTHYHOCTh. KOH(pUIEHINAIBHOCTS.
Kpunrorpadust OTKpPBITHIX KIIIOUEH.

Peanu3amus rexnoJiornii VPN

VPN. GRE VPN. KomnonenTs! u pynkiponuposanue |PSec VPN. Peanusarus Site-to-sitelPSec VPN ¢

ucnonb3oBanuem CLI. Peanuzauus Site-to-sitelPSec VPN ¢ ucnonszoannem CCP. Peanusanus
Remote-access VPN

‘Ynpasiienue 0e30nacHoii ceTb10

IMpuHuns! 6e3011aCHOCTH CETEBOTO Au3aiiHa. be3onacHas apxurekrypa. YpapieHHe IPOLECCaMH U
6e3onacHocTh. TecTupoBanue ceTu Ha ys3BUMOCTU. HenpepbIBHOCTE OM3HECA, IIIAHUPOBAHHE
BOCCTaHOBJICHHUS aBapUHHBIX cuTyaruil. JKn3HEeHHBII UK ceTH M IaHupoBanue. Pa3paboTka
PErjIaMCeHTOB KOMIIAHUU U NOJIMTUK 0E30IaCHOCTH.

10

Cisco ASA

Beenenne B AnantuBHoe ycrpoiictBo 6e3omacuoct ASA. Konburyparus danpsona Ha 6asze ASA ¢
ucnosb3oBanueM rpadudgeckoro unrepdeiica ASDM. Kondurypanus VPN Ha 6a3e ASA ¢
HCIOJIb30BaHNEM Tpaduyeckoro nHTepdeiica ASDM.

mom qucjiie npaKkmu4ecKux 3auamuil u ﬂaﬁopamopubtxpaéom

CornnanpHasi HH)KEHEpHUs

HCCHCZ{OB&HHC CETEBBIX aTaK U MHCTPYMCHTOB IPOBEPKHU 3AIUTHI CETH

Hactpoiika 6e30I1acCHOT0 JOCTyIIa K MapUIpyTH3aTopy

Obecneuenne aamuHrcTparuBHoro gocryna AAA u cepsepa Radius

Hacrpoiika nonmmtrkn 6€30macHOCTH OpaHIMay3pOB

Hacrpoiika crctemsl pegoTBpaieHus Bropskernii (IPS)

HaCTpOﬁKa 0e30MacHOCTH Ha BTOPOM YPOBHE Ha KOMMYyTaTOpax

B
1
2
3
4
5
6
7
8

VccnenoBanue MeToioB mindpoBaHuUs
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9 Hacrpoiika Site-to-SiteVPN ncrosbs3yst naTepdeiic KOMaHIHON CTPOKH

10 BazoBas HacTpoiika nutro3a 6e3onacHoct ASA 1 HacTpoiika OpaHIMayspOB HCIONB3Ysl HHTepderic
KOMaH/IHOM CTPOKH

11 ba3zoBas HacTpoiika nuo3a 6e3onacHoctd ASA u HacTpoiika OpanaMayd’poB ucnosb3ysi ASDM

12 Hacrpoiika Site-to-SiteVPN ¢ 0aHO# CTOpOHBI Ha MapLIPYTH3aTOPE UCIONB3Ys HHTEp(hEiic KOMaHIHON
CTPOKH M C JIPYrOl CTOPOHBI UCIIOJIB3Ys 1UT03 O6e3onacHoct ASA nocpencteom ASDM

13 HacrpoiikaClientless Remote Access SSL VPNS ucrionissys ASDM

14 Hactpoiika AnyConnect Remote Access SSL VPN ucnons3ys ASDM

15 DuHanpHasg KOMILIEKCHast JlabopaTopHast paboTa 1o 6€301acHOCTH

Y4yeOHas MpaKkTHKA

nepeyenb padoT:

Hactpoiixa npas nocryna.

OdopmieHre TeXHUUeCKO! TOKyMEHTAIMH, TIpaBuiIa 0(hOPMIICHHUS TOKYMEHTOB.
Hacrpoiika anmapaTHOro u IpPOrPaMMHOTO 00ECIICUCHHUST CETH.

Hacrpoiika ceTeBoi KapThl, HMsI KOMIIBIOTEpa, paboyasi IpyIia, BBEACHHE KoMmbioTepa B domain.
[IporpamMHas 1MarHOCTUKA HEUCTIPABHOCTEH.

ArnmnapaTHasi AMarHOCTHKa HEUCIIPaBHOCTEH.

INouck HencHpaBHOCTEH TEXHUYECKUX CPEICTB.

BrinonHeHue AeHCTBHIA IO YCTPAaHEHUIO HEHCIIPABHOCTEMH.

Hcnonp30BaHne aKTUBHOTO, TACCUBHOTO 000PYI0BaHHSI CETH.

0.  VYcrpaHeHue mapasuTHPYIOLICH HATPY3KH B CETH.

11.  ToctpoeHue pusndecKoil KapThl JIOKATHHON CETH.

HBoeoNooOA~wNE

108

IIpou3BoaCTBeHHAsI MPAKTHKA pa3jesia

nepevyenb padoT:

. YcraHoBKa Ha cepBepbl M pabovne CTAHIMU: OMEPALOHHBIC CHCTEMbI i HEOOX0UMOE IJIsl pabOTHI TPOrpaMMHOE 00eCTIeUeHHE.

. OcyecTBiieHHe KOHGUTYPUPOBAHHUS MPOrPAMMHOT0 00ecTieyeH s Ha cepBepax U pabodynX CTaHIHUSX.

. [lonnepxka B pabOTOCIIOCOOHOM COCTOSTHUH IIPOTPAaMMHOE 00eCIIeYeHHEe CEPBEPOB U PabOYMX CTAHIIHIL.

. Peructpanus nosp3oBaTeneii JIOKaIbHOM CETH U OYTOBOTO CepBepa, Ha3HAYAeT HACHTU(GUKATOPHI M APOJIH.

VcTaHOBKA NPaB AOCTYNA U KOHTPOJIb HCIIOJIb30BAHUS CETEBBIX PECYPCOB.

. ObecrieueHne CBOCBPEMEHHOTO KOTIMPOBAHUSI, ApXUBHUPOBAHKS M PE3CPBUPOBAHKUS JaHHBIX.

. [Ipunsitie Mep Mo BOCCTaHOBJICHHIO pabOTOCIIOCOOHOCTH JIOKAILHO# CeTH Mpu cOO0SX MIIH BBIXOJE M3 CTPOSI CETEBOTO 000PYI0BaAHHS.
. BeisiBnenue ommOoK nosp30BaTesel 1 NporpaMMHOI0 00eCIeYeHUs U IPUHATHE MEp 10 UX HCHPABICHUIO.

. [IpoBeieHre MOHUTOPUHTA CETH, pa3pabaThIBaTh MPEIUIOKEHHUS 110 Pa3BUTHIO HHPACTPYKTYPHI CETH.

10. OGecmeyeHne ceTeBoil 6E30MACHOCTH (3alUTY OT HECAHKIIMOHUPOBAHHOTO JOCTYIA K HH(POPMAIINH, IPOCMOTPA HIIH H3MEHEHHS
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CUCTECMHBIX q)aﬁJIOB n L[aHHLIX), 0€301aCHOCTh MEKCETEBOTO B3aUMOJICHCTBUS.

11. OcymiecTBieHne aHTUBUPYCHON 3aIUThI JIOKATLHOW BEIYMCIIUTENILHOM CETH, CEPBEPOB U pabOUUX CTAHIUH.
12. JIokyMeHTHpOBaHHUE BCEX IPOU3BEICHHBIX A€HCTBUI.

HpOMe)KyTO'lHaﬂ arrecranus

Bceero

18
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3. CIEIIUAJIBHBIE YCJIOBUSA PEAJIM3AIIAN TIPUMEPHOM ITPOT' PAM»S
IMPO®ECCHUOHAJIBHOI'O MOAYJIA
IIM.03 OKCILIYATAIIUA OB bEKTOB CETEBOH HH®PACTPYKTYPbI

3.1. O6pa3oBaTejibHbIE TEXHOJIOTHH

Texnomnornn oOydeHHsT BBIOMpAIOTCS TakUM 0OOpa3oM, YTOOBI YYUTHIBATh WHIUBUIAYaJIbHbBIE
KOMMYHHUKAIIMOHHBIE U yueOHbIe criocoOHocTH oOyuatontuxcs ¢ OB3 1 cnocoO6cTBOBaTh UX COIUATBHOM
1 npodeccruoHaIbHOU ajantanuu. B o6pazoBaTeibHOM IMpoliecce UCTONb3YIOTCS COLMATbHO-aKTUBHbBIE
U pedaeKkcuBHbIE METOIbI O0yUYEHHUSI, TEXHOJIOTHH COLUOKYIBTYPHON peabMIUTallu C 1eJIbI0 OKa3aHUs
MMOMOIIM B YCTAaHOBJICHUU TIOJHOIICHHBIX MEKIWYHOCTHBIX OTHOIICHUW C JPYrUMHU CTYJICHTaMH,
CO37aHUY KOM(DOPTHOTO MCUXOJOTHIECKOTO KIIMMAaTa B CTYJACHUECKOU TpyIIIe.

B kadectBe 00pa30BaTeNbHBIX TEXHOJIOTHM, HCIOIB3YEMBIX TIPU PEATU3ANN PA3TMUHBIX BUJIOB
yaeOHOU paboThl U naromux Hanbosee 3(hEeKTUBHBIE pe3yabTaThl OCBOSHUS JAHHOW aJdanTallMOHHON
JTUCIUTUTUHBI, TPUMEHSIFOTCS:

JlexIMOHHO-CEMUHAPCKas CUCTEMa — J1aeT BO3MOXKHOCTh CKOHIICHTPUPOBATh MaTepHall B
OJIOKM ¥ TPETNOJHOCUTh €ro KakK EeIMHOE IIeJIoe, a KOHTPOJh IPOBOJUTH IO MPEABAPUTEIBHON
MOJATOTOBKE 00 y4JaroImuxcs.

NHpopManimoHHO-KOMMYHUKAIIMOHHBIE ~ TEXHOJIOTMM  —  JalOT  BO3MOXKHOCTh
MpernogaBaTeNlio  BU3yadU3UpOBaTh TpOIecC YCBOCHHsS y4eOHOTO Marepuaia oOydaroluMucs,
UCIIONIb3YSl WHTETPAIMI0O B OJHOM MPOTPAMMHOM MPOAYKTE Pa3HOOOpa3HBIX BUIOB HH(POPMAIHH,
MPEIOCTABIAIOT YIOOHBIE BO3MOXKHOCTH PAaOOTHI ¢ MaTepuajoM 3a CYEeT HEJIMHEHHOW opraHu3aluu
KOHTEHTA (BBIICICHUS KITFOYEBBIX 0OBEKTOB M OPraHU3alNH MEPEKPECTHBIX CCHIIIOK MEXTy HUMU).

Texnomnorust 00ydeHHss B MajblX TIpyNIax — TMPEANoiaraeT OpraHU3alUio0 TPYIII
oOyuaronuxcs, paboTaloUMX COBMECTHO HaJ PEHICHHEM KaKOH-THO0 mpoOseMbl, CIyKUT MPEKpacHOM
MOJTOTOBKOM K MMPOEKTHOM ACSITEIIbHOCTH O0YJIArOIITIXCS.

UrpoBasi TeXHOJOTUsT — CIOCOOCTBYET pa3BUTHUIO I[MO3HABATEJIbHBIX HHTEPECOB,
AKTUBU3AIMH JIEATETLHOCTH YUYAIIUXCs, YCTAHOBJICHUIO KOMMYHUKATUBHBIX CBSI3EH.

Texnonorust mpobdaemHoro odydenus. OcoOEHHOCTh MPOOJIEMHBIX METOJIOB COCTOUT B
TOM, YTO METOJbl OCHOBAaHBI Ha CO3JaHUU TMPOOJEMHBIX CHUTyallMd, aKTUBHON IO3HABATEIHLHOU
NESTENHHOCTH OOYYaIOIIUXCs, COCTOSIIUX B IMOUCKE M PEIICHUHM CJIOHBIX BOIPOCOB, TPEOYIOIIUX
aKTyaJIM3alUy 3HAaHUH, aHAJIA3A.

Y4eOHO-METOAMYECKUH MaTepuall M0 IUCIUIUIMHE, BKIIOYAIONIUN B ceOS METOIUYecKHe
YKa3aHusi JUIsi CTYAEHTOB W KypC JIGKIIMH, WPEIOCTaBIsIeTCS CTYACHTY C OTPaHUYECHHBIMHU
BO3MOXXHOCTSIMU B TIEYaTHOM M 3JeKTpoHHOM Buze. [Ipu 3tom mHOpMamus momaercs B (opmax,
aIalITUPOBAHHBIX 1 00YYAIOIIUXCS ¢ KOHKPETHBIMU OTPAHMUYEHUSIMH UX 3]0OPOBbSI:

1. AN CTYAEHTOB C HApPYLIEHUSIMH 3peHMsi — B Me4YaTHOH (opMe C YBEIMYECHHBIM
mpuQTOM, B IEKTPOHHOU popme; B hopme ayanodaiina u Ha si3bike bpaitns (mpu HeoOXoauMocTH);

2. JAJIS CTYIeHTOB ¢ HAPYIIEHHMSIMHU CJIyXa — B Ie4aTHOH Gopme U B popMe 3IEKTPOHHOTO
TOKYMEHTA,

3. JUIS CTYIEHTOB € HAPYLIIEHUSIMH ONMOPHO-IBUTraTeILHOIO ammapara — B IE€YaTHOM

dopme u B hopMe dIEKTPOHHOTO TOKYMEHTa; ayaunodaiina (mpu HeoOX0AMMOCTH).
AKTUBHBIE M UHTEPAKTUBHBIE (DOPMBI MPOBEIACHUSI 3aHATUH, NCTIOJIb3yeMble B Y4eOHOM MpoIiecce

B I/ICHO.T":ByeM])Ie AKTUBHbBIC U Pa:}paﬁOTaHHble y‘leGHO-MeTOHH‘{ecKHe
CeMeCTp SaHSTHS™ HHTEPAKTUBHbLIC (l)Ole)l NnpoBe/ICHUA MaTepHuajbl, odecreyuBaloUme peanun3anuio
3aHATHIA (l)Oprl npoBeaACHUsA 3aHATHI
o TemaTHueckue I HTalluU K HHBI
P prFHLII/I cron, g a €CKUEC NPE3CHTAIUH, IJICKTPO (S
00Pa30BaATCIBHBIC PCCYPChI, OIIOPHBIC KOHCIICKTHI
MPOOJIEMHAS JICKITUS p - pecypebl, P
CKIIUN
4
N TBOPUYECKUE 3a1aHU; pa60Ta B MaJIBIX Hpe3eHTa]_II/H/I, KOHTCKCTHBIC KCHChBI B 3JICKTPOHHOM
3,C rpynmnax; BUIC, TPAKTUYICCKUC 3aJaHUA, MCTO KelCOoB, JelIoBas
nrpa

*) JI-nekrws, [13 — mpaktuueckue 3anstus, C — ceMHHAPHI
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3.2. TpeGoBaHMsA K MUHMMAJIbHOMY MaTePHATbHO-TEXHMYECKOMYO0OecneyeHHI0
Peanuzanus  aganTalMOHHOTO  NPOQECCHOHATBHOTO  MOAYNsS  TpeOyeT  Halu4us
CIEeLUAILHO 000PYIOBAHHOI0 Y4eOHOTO Kilacca ¢ y4eTOM MOTPeOHOCTEH JINI] C OrpaHMYEHHBIMU
BO3MOYHOCTSIMU 3JIOPOBBS Pa3HBIX HO30JIOTHH.
O6opynoBanue yueOHOTo KaOUHETa!
MOCaI04YHbIe MECTa MO KOJIMYECTBY OOyUaroluxcs;
paboyee MecTO MpenogaBaTes;
KOMIUICKT Y4eOHO-HaTJISITHBIX TT0COOMIA
TexHuueckue cpeacTBa 00yUeHHUS
APM npenogaBartens ¢ JIMLEH3MOHHBIM IPOrPaMMHBIM 00€CTIEUEHUEM,
MYJIBTUMEIUATIPOEKTOP,
MoY.

Hanuuue 3BykoycwiuBaromied anmaparypbl, MYJIbTUMEIUNWHBIX CpPEACTB U JAPYTHX
TEXHUYECKUX CPEJICTB NpHUeMa-liepeaadn ydeOHoW WH(pOpMalnuu B JOCTYNHBIX (opMmax it
o0yJarommxcsi ¢ HapymeHusAMHU ciryxa. st cmabocnplmamux oO0ydaromXcsl UCIIOIb30BaHHe
CYPIOTEXHUYECKHX CPECTB SBISETCSA CPEICTBOM ONTUMM3ALNU y4eOHOTO MpoIecca, CPeaCTBOM
KOMIICHCAIIUHM YTPaueHHOW WM HapyHIeHHOH ciiyxoBoil ¢yHKiuu. TexHnomoruu 6ecrpoBoHOM
nepenaun  3Byka (FM-cucrembr) sBisitoTcs A()(EKTHBHBIM CpPEICTBOM Uil YAYYIICHUS
Pa3boOpPUMBOCTH peun B MpoLecce 00yueHHUs.

VYuyebHas ayauTopHs, B KOTOpPOH 0O0ydaroTcsi oOydaroluecs ¢ HapylIeHHeM Ccllyxa,
00opymoBaHa pPAAMOKIACCOM, KOMITBIOTEPHONH TEXHUKOM, ayqHMOTEXHUKOHW (aKyCTHUYSCKUi
YCUJINTEb W KOJOHKH), BHJCOTEXHHUKOH (MyJbTHMEAMNHBIA MPOEKTOpP, TEICBH30D),
ANIEKTPOHHOMW JOCKOH, TOKYMEHT-KaMepoH, MyJabTUMenuiHoW cucteMoil. OcoOyr poib B
oOyueHUH claboCTbIIIANIUX TAKKe UTPAIOT BUACOMATEPUAIIBI.

Hamnure KOMIBIOTEPHON TEXHUKH, HCIONB3YIOIIEH cucremy bpaiins (pembedHo-
TOYCYHOro MmpUQTa), 3JICKTPOHHBIX JIYM, BHUACOYBEIUYUTENICH, MPOrpaMM HEBU3YaIbHOTO
JoCcTylna K HH(OpMaIuy, IporpaMM — CHHTE3aTOPOB PEYM M JIPYTHX TEXHUYECKHX CPEICTB
npuema-nepenaun  yueOHol wuHpopManuu B JOCTYNHBIX Qopmax st OoOydaroumxcs ¢
HapyLICHUSMH 3PEHUS.

KomnbroTepHpie TH(HIOTEXHOJNOTHH 0a3sUpPyIOTCs Ha KOMIUIEKCE AamnlapaTHBIX |
NPOTPaMMHBIX CpPEACTB, 00ECHEUMBAIOIINX MPeoOpa3oBaHHE KOMIBIOTEPHON HH(pOpManuu B
JOCTYIIHBIC JIJIS HE3pSYUX U ciaaboBuasumx (GopMbl (3ByKOBOE BOCIPOU3BEICHHUE, peibeHO-
TOYCYHBII WM YKPYIHEHHBII TEKCT), U MO3BOJISIOT UM CAMOCTOSATEIILHO PabOTaTh Ha OOBIYHOM
MEPCOHATIHLHOM KOMITBIOTEpE C MPOrpaMMaMu OOIIEro Ha3HAYCHHS.

TudnorexHnueckrue CpeacTBa, UCIOIb3yeMble B yueOHOM IpoLecce i 00yJaromuxcs ¢
HapyIIEHUAMH 3pEHUS, YCIOBHO AEIATCS Ha JIBE TPYIIIBI. CPEACTBA AJI YCHWIIEHUS OCTaTOYHOIO
3peHHsl M CpeACcTBa NpeoOpa3oBaHMsA BHU3yalbHOM HHGPOpPMALMM B ayAHO- U TaKTHJIbHbIC
curHaiel.  Jlnsg  crnaboBumammx — oOydarommxcs B JIGKIUOHHBIX M y4eOHBIX
ayMTOPHUSXIIPEIYCMOTPEHA BO3MOXHOCTh IIPOCMOTPA YAAJCHHBIX 00BEKTOB (HaIIpuMep, TEKCTa
Ha [JOCKEe WM Cjaiijla Ha DKpaHe) MNpU TMOMOINM BHICOYBEIUYUTEICH Ui yAaJCHHOTO
IPOCMOTpa.

Hanuuue KOMIOBIOTEPHON TEXHHKH CO CHEIHAIbHBIM IMPOTPAMMHBIM OOECIeueHHEM,
aJIallTUPOBAHHON [UIsl JIMI C OTPAaHUYEHHBIMH BO3MOXKHOCTSIMHU 370POBbsSI, aJIbT€PHATHBHBIX
yCTpOICTB BBOJA MH(OpPMALUU U JPYTUX TEXHUYECKUX CPEICTB IMpHeMa-lnepenadn yueOHOM
uHpopMallM¥d B JOCTYNHBIX (opmax st 0OydalolUXcsi C HapyLIEHUSIMHU OIOPHO-
JIBUratenpHoro ammapara. Jling oOydaroomuxcs € HapyHIEHMSMH OINOPHO-JBUraTeIbHOTO
anrnapara npeayCMOTPEHOUCIIONb30BaHUE aTbTEPHATUBHBIX YCTPOICTB BBOIa HH(GOPMALIUH.

Jns  peanmzanmuyd  OporpamMMbl  MPO(ECCHOHATBHOTO  MOIYJIS  MPETYCMOTPEHBI
CJIEIYIOLUE ClIelMaIbHbIE TOMEIEHUS:
JlabopaTtopun «Opranu3anus U NPHHLIUIBI IOCTPOCHUS KOMITBIOTEPHBIX CUCTEM», OCHAIICHHBIC
B cootBercTBUHM ¢ M. 6.1.2.1.0IIOIl mo cnemmansHoctn 09.02.06 «CereBoe M cucTeMHOE
aJIMUHUCTPUPOBAHUEY.
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OcHamennble  0a3pl  TpakTHKH, B cooTBeTrctBuM ¢ 1 6.1.2.3 OIIOII
cneuuanbHoct09.02.06 «CereBoe U CHCTEMHOE aJMUHUCTPUPOBAHHUEY.

3.3. UndopmamnuonHoe odecrniedeHne peaju3alui MPorpaMmMbl

Jns peanu3zainuu Mporpammbl  OMOIHOTEUHBIH (GOHI SIXPOMCKOTO KOJUICIHKA HMEET
neyaTHble  W/WJIM  DIIEKTPOHHBIE  oOpa3oBarelibHbie M WH(POPMALMOHHBIE  PECYpPCHI,
PEKOMEHTyeMbIe JUTS UCTIOJIh30BaHUS B 00pa30BATEIILHOM IPOIIECCE.

3.3.1. IleyaTHbIC U3AAHUSA

1. Hazapos A.B., Mensnuko B.IL., KynpusaoB A.M. Okcminyatanuss oObEKTOB
ceteBoit mHDpacTpykTypsl OUL] «Akagemus».2015;

2. bapanunkoB A.M. Opranmsamms cereBoro amMmuHucTpupoBanus 2016 OUIL]
«AKameMus»;

3. [lepnoBa O.H. ApmunuctpupoBanue 0a3 TaHHBIX U cepBepoB, yueOHMk 2017,
«AKameMus».

3.3.2 [lono,iHUTeJbHbIE HCTOUYHUKHU

1. CropoxeB B. B., ®eoktuctoB H. A. CucreMoTeXHHKa U MEXaTPOHHKA TEXHOJOTUYECKHX
ManiH u obopynoBanus; Jamkos u Ko - M., 2015. - 416 c.

2. Yoamnon, JIx.-JI. AamunuctpupoBanue 0a3 naHHbIX; @UHAHCH M cTaTCcTHKA - M., 2014. -
207 c.

Xant K. TCP/IP. CereBoe aaqmunuctpupoBanue; Cumso-mitoc - M., 2014. - 713 c.

4. Xant, K. TCP/IP. CereBoe ammunuctpupoBanue; CI16: Cumon-ITmoc; Uznanue 3-e - M.,
2015. - 816 c.

5. Xomt A. OnbIT MeToosioruu uisi cucremorexuuku; EE Memua - M., 2016. - 549 c.

6. Yecrnar I'. Texauka OOJBIINX CUCTEM (CPEICTBA CHCTEMOTEXHUKH); DHeprus - M., 2014. -
656 c.

3.3.3. UuTepHeT pecypcsl:

1. O6pazoBarenbHas miaardGopma «HOpaidT» https:/urait.ru/news/10641P

2. CIIO B OBbC 3nanuymhttps:/new.znanium.com/collections/basic IP.31.44.94.39

3. D0C «Pycckoe crnoBo» DJeKTpOHHBIE (OpPMBI yueOHUKOB, pabouue TeTpaau, Mocodous H

WHTCPAKTHUBHBIC TPEHaXKEPhI https://forms.yandex.ru/u/5e6f667¢2f089d0b3be3ed6a/ IP azpec:
03.158.134.22.  Tlompobmee  Ha  caiire: https://xn—-dtbhthpdbkkaet. xn—pZlai/articles/81165/ IP  anpec:
193.124.206.248

4. DnekrpoHHas 6ubanoreka M3marensckoro meHTpa «Axkagemus» https://academia-library.ru/
5. Cucrema anekTpoHHOTO 00yueHHs «Akagemus-Meauna 3.5» https:/elearning.academia-moscow.ru/

6. UMHTepHer-mopTall  MOCKOBCKOTO  CpPEAHEr0  MpOo(ecCHOHAIBHOTO  OOpa30BaHUS
https://spo.mosmetod.ru/IP.195.9.186.84
7. OO6pa3zoBaTenbHbIC pecypchl Axanemust Bopaakumnic Poccus

https://worldskillsacademy.ru/#/programs IP: 82.146.50.206
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4. KOHTPOJIb U OLIEHKA PE3YJIbTATOB OCBOEHHA IIPO®ECCHOHAJ/IBHOI' O
MOIYJIATIM.03 SKCILIVATAI[HA OFbEKTOB CETEBOH HH®PACTPYKTYPhI

Kon n nanmeHoBanue

npog)ecCHOHAIBHBIX H

O0IMX KOMIIETEHIIHIA,
(opMupyeMBIX B paMKax

Kputepuu ouenku

MeToasl olleHKH

patoymx CTAaHIMSX.

CO cCrapgapTaMhd W  COOTBCTCTBYCT

3a/laHUI0, IMOACHEHbl €ro OCHOBHBIE
CTPYKTYpBHL.
OneHka  «yJOBJICTBOPUTEJIBHO»  —

AJITOPUTM pa3pa60TaH 1 COOTBETCTBYCT
3aJaHUIO.

MOAY.JIst
OueHka «OTIMYHO» — TEXHUYECKOE
3ajJ[aHKe TPOAHATH3UPOBAHO, AITOPUTM
P P ' p Ok3amen/3a4yer B ¢dopme
pa3paboraH, COOTBETCTBYET .
coOeceloBaHMs:  MPAKTUYECKOE
TEXHHYECKOMY 3aJIaHUI0 1 O(OPMIICH B
IIK 3.1. YcraHaBiuBaTh, 3a/1aHue o IIOCTPOCHHUIO
COOTBETCTBUHU co CTaHIapTaMH,
HACTPAUBAaTh, QITOPUTMa B COOTBETCTBHU C
TMOSICHEHBI €70 OCHOBHBIE CTPYKTYBI.
IKCILTYaTHPOBATH | TEXHUYECKUM 3aJJaHHEM
OneHka «XOpOIIOo» -aJITOPUTM
00CJIy:KUBATh TEeXHHYECKHE
pa3paboras, opopMIIeH B COOTBETCTBHI
H MPOrpaMMHO-aNnapaTHbIe
CO CTaHOapTaMH ¥  COOTBETCTBYET
CpeACTBa  KOMIBIOTEPHBIX 3ammra OTYETOB o
N 3aJ]aHHI0, TOSCHEHBl €ro OCHOBHBIC
ceTei. MPaKTHYECKUM H J1a00paTOPHBIM
CTPYKTYpBL AGoTaM
OueHka  «yJAOBJETBOPHTEJIbHO» — P
QIITOPHUTM pa3paboTaH U COOTBETCTBYET
3aJIaHHIO.
OueHka «OTIMYHO» — TEXHUYECKOE
3aJjaHie IPOAHAIM3UPOBAHO, AITOPHTM
P P ' p Dk3amen/3a4er B bopme
paspabortaH, COOTBETCTBYET )
cobecefloBaHMS.  NPAKTHYECKOe
TEXHIYECKOMY 3aJaHUI0 M O(OpMIIEH B
3aJaHue 1o IIOCTPOEHHIO
COOTBETCTBUU co CTaHJapTaMH,
IIK 3.2. IpoBoauTh aNropuTMa B COOTBETCTBUH C
MOSICHEHBI €70 OCHOBHBIE CTPYKTYPBI.
npoduiiakTHyecKue padoThbl TEXHUUYECKUM 3aTaHACM
.. | Onenka «XOPOLIO» -aJITOPUTM
HAa  00beKTax  CeTeBOW
pa3pabotaH, 0o)OpMIICH B COOTBETCTBUH
HH(PPACTPYKTYPHI |

3amura OTYETOB 30}
MPaKTUYECKUM U JIAOOPATOPHBIM
paboram

IIK 3.3. YcranasiuBarth,

HACTPaMBATh,
IKCILIYyaTHPOBATH "
00CJTy:KMBATh ceTeBble
KOHUrypauuu

OmeHKa «OTJIMYHO» — TEXHHUECKOE
3aj[aHue TPOAHATH3UPOBAHO, AITOPHTM
paspabora, COOTBETCTBYET
TEXHHYECKOMY 3aJIaHHIO ¥ O(OPMIICH B
COOTBETCTBHUH co CTaHIapPTaMH,
TMOSICHEHBI €70 OCHOBHBIE CTPYKTYPHI.

Ornenka «XOPOLIO» -aJITOPUTM
pa3pabotaH, 0o)OpMIICH B COOTBETCTBUH
CO CTaHmapTaMH ¥ COOTBETCTBYET

3aJaHUI0, TIOSACHEHLEI €ro OCHOBHBLIE
CTPYKTYPBIL.
OIllcHKa  «yJOBJIETBOPHUTEJILHO»  —

AIITOPUTM pa3paboTaH U COOTBETCTBYET
3aJIaHHIO.

Dk3amen/3a4er B dbopme
cobeceoBaHmsl:  PAKTUYCCKOE
3agaHue o HOCTPOCHHIO

aJiropytMa B COOTBETCTBHU C
TEXHUYCCKHUM 3aJaHUECM

3amura OTYETOB 110
MPaKTUYCCKUM U JIA0OPATOPHBIM
paboram
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IIK 3.4. YyacTBOBaTH B
pa3paboTke cXeMblI
nocJjeaBapuitHoro
BOCCTAHOBJICHHS
padoTocnocooHOCTH
KOMIIbIOTEPHOM
BBINOJIHATH
BOCCTaHOBJIEHHE "
pe3epBHOe KOITHPOBaHNe
HHPOPMALNH.

CeTH,

OmeHKa «OTJIMYHO» — TEXHHUECKOE
3a[aHKe TPOAHATH3UPOBAHO, AITOPHTM
paspabora, COOTBETCTBYET
TEXHHYECKOMY 3aIaHHI0 ¥ O(OPMIICH B
COOTBETCTBHUHU co CTaHIapTaMH,
TMOSICHEHBI €70 OCHOBHBIE CTPYKTYPHI.

Oruerka «XOPOLIO» -aJITOPUTM
pa3pabotaH, 0o)OpMIICH B COOTBETCTBUH
CO CTaHmapTaMH ¥ COOTBETCTBYET

3aJaHUI0, TIOACHEHLEI €ro OCHOBHBIE
CTPYKTYPBIL.
OIllcHKa  «yJOBJIETBOPHUTEJILHO»  —

AIITOPUTM pa3paboTaH U COOTBETCTBYET
3aJIaHHIO.

Dk3amen/3a4er B dbopme
cobeceoBaHmsl:  PAaKTUYCCKOE
3amaHue o HOCTPOCHHIO

ajJiropytMa B COOTBETCTBHU C
TCXHUYCCKHUM 3aJaHUECM

3amura OTYETOB 3(0)
MPAaKTUYCCKUM U JIAOOPATOPHBIM
paboram

IIK 3.5. YuacTtBOBaTh B
pa3paboTke cXeMbI
1ocJ1eaBapuHOro
BOCCTAHOBJICHMSI
padoTocnocoGHOCTH
KOMIIbIOTEPHOM
BBINOJIHATH
BOCCTAHOBJICHHE 7|
pe3epBHOE KOIHMPOBaHHe
uHpopmanum.

CeTH,

OueHka «OTJMYHO» — TEXHHYECKOE
3aJjaHne TMPOaHAIN3UPOBAHO, AITOPHTM
paspaboraH, COOTBETCTBYET
TEXHHYECKOMY 3aJIaHUI0 B O(OPMIICH B
COOTBETCTBHHU co CTaHJapPTaMH,
TIOSICHEHBI €70 OCHOBHBIE CTPYKTYPHI.

Ouenka «XOpOILI0» -aJIrOpPUTM
paspabotaH, oOpMIIEH B COOTBETCTBUH
CO CTaHZapTaMH M  COOTBETCIBYET

3aJ]aHHIO, TIOSICHEHBI €r0  OCHOBHBIE
CTPYKTYPBL.
OneHka  «yJ0BJIETBOPUTEJIBHO»  —

AIITOPUTM pa3paboTaH U COOTBETCTBYET
3aJIaHHIO.

DK3aMeH/3a4er B dbopme
cobeceoBaHMs.  MMPAKTUYECKOE
3aJaHue o MIOCTPOCHHIO

ajJropytMa B COOTBETCTBHU C
TEXHUYCCKHUM 3aJaHUEM

3amura OTUYETOB 110
MPaKTHYECKUM U JIAOOPaTOPHBIM
paboram

IIK 3.6. BbINOJHATH 3aMeHy
PAacXOAHBIX MaTepHajIoB U
MeJIKMi PEMOHT
nepudepuitHoro

o0opynoBaHus, onpenesTh
ycTapeBiliee 000py/l0BaHHe
U TNpPOrpaMMHbIe Cpe/CTBa
ceTeBOii MHPPACTPYKTYPHI.

OueHKa «OTJAMYHO» — TEXHUYECKOE
3aJjaHne TPOaHAIN3UPOBAHO, AITOPUTM
pazpaboraH, COOTBETCTBYET
TEXHUYECKOMY 331aHHIO0 ¥ 0(hOpMIIEH B
COOTBETCTBHHU co CTaHJIapTaMH,
TIOSICHEHBI €T'0 OCHOBHBIE CTPYKTYPBI.

Ouenka «XOpOLIo» -aJIrOpUTM
paspabotaH, 0o)OpMIIEH B COOTBETCTBUHI
CO CTaHZapTaMH ¥ COOTBETCTBYET

3aJ]aHUIO, TOSICHEHbl €ro OCHOBHBIC
CTPYKTYPBL
OneHka  «yJ0BJIETBOPUTEJIBHO»  —

QJITOPUTM pa3paboTaH U COOTBETCIBYET
3aIaHUIO.

Ok3ameH/3a4er B ¢dopme
cobeceoBaHMs.  MPAKTHYSCKOE
3a/1aHUe o MOCTPOCHHIO

ajroputMa B COOTBETCTBHU C
TEXHUYCCKHUM 3aJaHUEM

3amura OTUYETOB 110
MPaKTHYECKUM U JTa0OpaTOPHBIM
pabortam
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OK 01. Beioupath crnocoobl

000CHOBaHHOCTh MOCTAHOBKHU IIEIH,
BBIOOpPAa M TPHMEHEHHUS METOJO0B H

peleHus 3aa4 | croco0oB pereHus
npogeccuoHaNbHOMI npodeccroHanbHBIX 3a1a4;
AeSATeILHOCTH, aJleKBaTHasi OLEHKAa M CaMOOLICHKA
NPUMEHUTEIHLHO K | a¢dexruBHOCTH " Ka4ecTBa
Pa3IMYHbIM KOHTEKCTAM. BBIIIOJIHEHUS PO ECCHOHATBHBIX
3a1a4
oI 02.0cymecTBIaSITH
UCIIONIb30BaHHE Pa3THIHBIX
TIOHCK, aHaImn3 |
HNCTOYHUKOB, BKJIIOYas 3JICKTPOHHBLIC
HHTEpPNpeTanunio
.. | pecypcsl, MeIMapecypcehl,
HHpoOpMaNuu, HeoOXoaMMOit
WHTtepHET-pecypcehl, NepHOANIECKIEe
A5 BBITIOJHEHHMS] 33424
N U3JaHUS 110 CHELHaJIbHOCTH JUIs
npogecCHOHAIBHOI
pemenust mpodeccHoHaNbHBIX 337124
AesiTeJIbHOCTH.
OK 03. InaHupoBaTh M | AEMOHCTpAaIMs OTBETCTBEHHOCTH 3a
peaTn3oBbIBATH MPUHATBIC PELICHHS
co0CTBeHHOE 00OCHOBAaHHOCTh CaMOaHAIN3a W
npodeccuoHaTbHOE U | Koppekuus pe3yabTaTOB
JIMYHOCTHOE Pa3BUTHE. coOCTBEeHHOM paboTHI,
B3aUMOJICHCTBHE C 00YYarOLIUMHUCS
OK 04. PaGoratp B i '
NpernojaBaTesIME M MacTepaM B
KOJLIEKTHBE M KOMAH]E, xome oOydeHus, ¢ OBOAUTEISIMHA
3¢ PheKTHBHO YA » ¢ PyK N
. y4eOHOH H  NIPOM3BOJCTBEHHOU
B3aMMO/I€iiCTBOBATD c

KOJJIeraMH, PYKOBOACTBOM,
KJIHMECHTAaMHU.

[PAKTHK;
00OCHOBAaHHOCTh aHAJH3a PabOTHI
YJICHOB KOMaH/bI (II0OIYMHEHHBIX)

OK 05 OcymecTBiasith
YCTHYI0 M  NHCBMEHHYIO
KOMMYHHKALUIO Ha
roCcyAapcTBEHHOM SI3bIKE C
y4yeTom oco0eHHOCTe
CONMATBHOTO u
KYJIBTYPHOT0 KOHTEKCTA.

IPaMOTHOCTb YCTHOW U NHCBbMEHHOU
peun,

SCHOCTb (dbopMynrpoBaHUs U
U3JI0KEHHSI MBICTIEH

OK 06. posiBasTh
TPaKIAHCKO-
MATPHOTHYECKYH) TO3HIINIO,
JTE€MOHCTPHPOBATH
0CO3HAHHOE IIOBeJeHHE HA
OCHOBe 00IIeUYeI0BeYeCKHX
IEHHOCTEI.

COOITFOJICHHE HOPM TIOBEICHUS BO
BpeMss  y4eOHBIX  3aHATHH  H
MIPOXOXKICHUS yueOHO# u
MPOU3BOJICTBEHHOMN MPAKTHK,

OK 07. CopneiictBoBaTh
COXPAHEHMIO OKpY Kalolie
cpenbl,
pecypcocdepeskeHHIO,

3} (peKTUBHO AeiicTBOBAaTH B
Ype3BbIYAHBIX CUTYALHSAX.

3¢ HEeKTUBHOCTH BEITIOJTHCHHUS
mpasuwni THh Bo Bpems yueOHBIX
3aHATHH, pu MIPOXOXKIEHU U
yaeOHOII W  TPOM3BOACTBEHHOM
TIPAKTHK;

3HaHHE u UCTIONb30BaHNE

pecypcocOeperamonmx  TeXHOIOTHit
B 00JIACTH TEJICKOMMYHHUKAIMN

OK 08. Hcnoab3oBarh
cpencTBa H3NYECKOI
pea ® 3¢ deKTUBHO WCTIONb30BaTh
KYJbTYPBI ISl COXPAHEHMSI .
cpencrBa  (pU3MYECKOW  KYIBTYDBI
U YKpeluleHHsi 30pOBbsI B
npoecce JUIL COXpaHEHUS M  YKpEIUICHUs
P . 3JI0pPOBbS B npouecce
npogeccuoHaANbHOI .
poeCCHOHAEHOM JESTENbHOCTH U
AesiTeJIbHOCTH "
ToJiyIep KaHue HE00X0AMMOro
noaep:KaHue N
YPOBHS ¢bm3nyeckoit
Heo0X0UMOro YPOBHA
. TIOATOTOBJIEHHOCTH.
(uznyeckoi
TOATOTOBJEHHOCTH.
OK 09. MWcnoan3oBarh | 3pdexTnBHOCTD WCIOJIb30BaHUS

WHTepnperamms pe3yabTaToB
HaOJIOIeHUH 3a JEeATENbHOCTBIO
o0yuaromierocss B IpOLECCE OCBOCHHSA
00pa30BaTENBHON IPOrPaMMBI

DkcmepTHOE HAOMIOICHHE M OICHKA Ha

J1a00paTOPHO - MPAKTHYICCKUX
3aHATHSAX, TPH BBINOJIHEHUH DPA0OT MO
yueOHOM u IIPOU3BO/ICTBEHHOM
MpaKTHKaM

OK3aMeH JeMOHCTPALIOHHBII
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HH(POPMALTOHHBIE nH(pOpMannoHHO-

TEeXHOJIOTHHU B | KOMMYHHUKAI[HOHHBIX TEXHOJIOTHH B

npogeccuoHaNbHOMI NpoeCCHOHANBHON ~ IESTENEHOCTH

AesiTeJIbHOCTH. COrTacHO (hOPMHUPYEMBIM YMEHHSAM
U TONy9aeMOMYy HPaKTHIECKOMY
OTBITY,

OK 10. Tloab3oBathest | 3Q(HEKTUBHOCTD HCHOJIB30OBaHUS B

Nnpo¢eccCHOHAIBbHOM Npo(ecCHOHANIBHON  ESITENbHOCTH

JOKyMeHTaluen Ha | HEOOXOIMMOM TEXHUYECKOH

rocyAapcTBEeHHOM U | JOKyMEHTallud, B TOM 4YHCIE Ha

HHOCTPAHHOM SI3bLIKE.

AHTJIUICKOM SI3BIKE.

OK.11. IInanupoBats
NP eANPHHAMATEIbCKYI0
eATeJHbHOCTH B

npodeccuoHaabHOchepe

3¢ GeKTUBHO TJIaHUPOBATH
TPEATPUHAMATEIIBCKYIO

JIEATEIBHOCTh B MPO(ECCHOHATBHOMN
cepe mpu TpoBeneHHH paboT 1o
KOHCTPYUPOBAHHIO ceTeBoi

nH}pacTpyKTyphI
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