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[IpumepHas amantupoBaHHasi pabouas mporpaMma y4yeOHON MUCIUIUIUHBI
IIM.01 Bwinonnenue pabom no npoeKmupo8anuro cemesou UHDpacmpyKmypbvl
pa3paboTaHa B COOTBETCTBUU ¢ TpeOoBaHusMu denepansbHOT0 roCyIapCTBEHHOTO
00pa3oBaTENbHOTO CTAHAAPTAa CPEIHEro MNpodheCCHOHATBHOrO 00pa30BaHUs IO
CHEeIMAIBHOCTH/TIpOdeccuu 09.02.06 Cucmemnoe u cemegoe
AOMUHUCMPUPOBAHUe, YTBEPKIEHHOTO MpUKa3zoM MUHHCTEpCTBa 00pa30BaHUS H
Hayku Poccuiickoit ®enepammm Ne 1548 om 9 odexaops 2016 200a wu
3aperucTpupoBaHHOro MuHHUCTEpCcTBOM tocTulink Poccuiickoit deneparuu 26
oexabpss 2016 co0a  (pecucmpayuonnvui Ne 44978) ¢ yderoMm 3ampocoB
pabotojareneil Ha JOMOJIHUTEIBHBIE pE3yJIbTaThl OCBOCHHUS 00pa3oBaTEILHOM
MporpaMMbl MOJATOTOBKH CIEIMATIMCTOB CPEIHETO 3BEHA, HE MPEAYCMOTPEHHBIX

dI'OC CIIO.

Opranuzanus-pa3paboTIHK:
['ocynapcTBeHHOE O101KETHOE MpodeccCHoHaNbHOE 00pa30BaTEIbHOE YUPEKICHUE
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1. OBLJAA XAPAKTEPUCTHKA ITUMEPH. OU PABOYEH ITPOI'PAMMMBI
IIPO®ECCHOHAJIBHOI'O MOAYJIA
IIM .01 Boinoanenue pabom no npoeKkmupoeanuio cemeeo UHppacmpyKmypol

1.1. Ob6aacTh NpuMeHeHHs MPUMEPHOii padoueii MporpaMMbl
[TpumepHas pabovass mporpamma npodeccruonansaoro moayis [IM. 01 BemonHenue
paboT MO TPOCKTHPOBAHUIO CETEBOH WHQPACTPYKTYpHI SIBISETCS YacThblO  OCHOBHOHM
obpazoBarenbHOi mporpamMmbl B cootBeTcTBUU ¢ PI'OC CIIO mo cnemmansroctu 09.02.06
CeTeBoe ¥ CUCTEMHOE a/IMUHUCTPUPOBAHHE.

[TpumepHas mporpamma afanTUpoBaHa Al 00y4eHHs] HHBAJIUAOB U JIUL C OTPAaHUYEHHBIMU
BO3MOXHOCTSIMH  3JIOPOBBSI C Yy4eTOM OCOOCHHOCTEH WX TIICHUXOJIOTHYECKOTO Pa3BUTHS,
WHAUBUIYyaIbHBIX BO3MOXKHOCTEM M TMpH HEOOXOJUMOCTH oOecrneyuBaronias KOpPpPEKIHIo
Hap}/IHeHI/Iﬁ Pa3BUTHA U COONUATIBHYIO agalTallkui0 YKa3aHHbBIX JIUIIL.

1.2. MecTo AMCHHIUIAHBI B CTPYKTYpPe OCHOBHOW TNPo()ecCHOHAILHOW MPOrpaMMbl:
npoecCHOHATBHBIN ITUKIT

1.3. Heapb u niiaHupyemblie pe3yJibTAaThbl 0CBOEHHS MPO(eCCHOHATIBLHOT0 MOIYJIs

Ilenp mpodhecCHOHaTBbHOTO MOJYJS OCBOUTH OCHOBHOW BHUJ NIESATENLHOCTH: BhINoiHeHue
paboT MO TPOCKTHPOBAHUIO CETEBOH WH(PPACTPYKTYphl M COOTBETCTBYIOIIME €My OOIIue
KOMITETEHITMH U TPO(EeCCHOHATBHBIC KOMITETCHITHH

1.1.1. Ilepevenp OOITUX KOMIIETCHITHI

Kon HaumenoBanue o0ux KoMIneTeH NI

OK 1. Beibupare  cmocoObl  pemieHHMs  3aad  Mpo(EeCCHOHATBLHON  JIESITEIbHOCTH,
NPUMEHUTEIBHO K Pa3IMYHbIM KOHTEKCTaM

OK 2. OcyuiecTBISATh MOKUCK, aHAIU3 U UHTEPIPETALNI0 HHPOPMAIIUHU, HEOOXOAUMON AJIst
BBINIOJTHEHMS 33124 PO eCCHOHAIbHON AESITEIbHOCTH

OK 3. [InaHupoBaTh M peanu3oBbIBaTh COOCTBEHHOE NMPOQPECCHOHAIBHOE W JMYHOCTHOE
pa3BHUTHE.

OK 4. PaboTaTh B KOJIEKTHBE U KOMaH[Ie, YPPEKTHBHO B3aUMOJICHCTBOBATD C KOJUIETaMH,
PYKOBOJCTBOM, KIIMEHTAMH.

OK 5. OcyliecTBIATh YCTHYIO M IUCBMEHHYIO KOMMYHUKALIMIO Ha TOCYJapCTBEHHOM
S3BIKE C YUETOM 0COOEHHOCTEH COLMAIBHOTO U KYJIbTYPHOTO KOHTEKCTA.

OK 6. ITposBiATH I'paX/1aHCKO-NIaTPUOTUUYECKYIO HO3ULMIO, JEMOHCTPUPOBATh
0CO3HAHHOE MOBE/IEHNE HAa OCHOBE TPAJAMIIMOHHBIX 00IE€UeTI0BEYeCKUX [IEHHOCTEH .

OK 7. ConeiicTBOBaTh  COXPAHEHHUIO  OKpYXKAIOWIEH  Cpellbl, pecypcocOepexeHHIO,
3 PEeKTUBHO AEHCTBOBAThH B UPE3BBIYANHBIX CUTYAIHIX.

OK 8. Hcnonb3oBaTh cpeacTBa (U3NYECKON KyJIbTYphl Ui COXPAHEHHSI M YKPEIUICHMS
3I0pOBbsi B Tpolecce Mpo(hecCHOHATBHON JEeATEIbHOCTH U MOAJEpKAHUE
HE00X0IMMOTO YpOBHS (pU3MYECKOH MOATOTOBJIEHHOCTH.

OK 9. Vcnonp30BaTh MHGOPMAMOHHBIE TEXHOJIOTHH B IPO(ECCHOHAIBHOM AeATENbHOCTH

OK 10. [Tonp30BaTbest MPOGECCHOHAIBHON JOKYMEHTallueld Ha TOCYJapCTBEHHOM |
MHOCTPAHHOM SI3bIKE.

OK 11. [TnanupoBaTh NpeANPUHUMATENBCKYIO AESITEILHOCTD B ITpodeccnoHaibHoM chepe

1.1.2. Tlepedens npodecCHnOHATBHBIX KOMITETCHIINN

Kon HauMeHoBaHMe BHIOB 1eAITEJILHOCTH M P0G eCCHOHAIBHBIX KOMIIETEH U
B/ 1. Bvinonnenue pabom no npoekmupoganuio cemesotl UH@dpacmpyKmypbol
IIK 1.1 BBINOIHATE NPOEKTHPOBAaHUE KAOCIBbHOM CTPYKTYpPhl KOMIBIOTEPHOH CETH.
IIK 1.2. | OcyuiecTBasATh BHIOOP TEXHOJIIOTUH, HHCTPYMEHTAJIBHBIX CPECTB U CPEICTB
BBIUMCIIUTEIILHON TEXHUKH MPH OPraHU3aluH Mpolecca pa3paboTKH M UCCIICTOBAHMS
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00BEKTOB POPECCHOHATHHON AESITeTLHOCTH

IIK 1.3. | OGecneunBarh 3amuTy HHGOPMAIMM B CETH C UCIOJb30BAHUEM IPOrPAMMHO-
annapaTHbIX CPeJICTB.
IIK 1.4. | [IpyHuMAaTh ydyacTHe B IPUEMO-CAATOUHBIX UCIBITAHUAX KOMIIBIOTEPHBIX CeTeH U

CETeBOT0 00OPYIOBAHMSI PA3TUYHOTO YPOBHSI U B OLIEHKE KaueCTBa M SKOHOMUYECKON
7 (hEKTUBHOCTH CETEBOM TOMOJIOTHH.

[IK 1.5. BrinoaHsaTe TpeOoBaHUS HOPMATUBHO-TEXHUYECKON JOKYMEHTAIIMH, UMETh OTIBIT
o(hopMIICHHSI IPOEKTHON JOKYMEHTAIIHH.

1.1.3. B pesynbrare 0cBOCHUS MPOPECCHOHATHHOTO MOIYJISI CTYICHT JTOJDKCH

Nmets IIPOCKTUPOBAHUN APXUTEKTYPHl JIOKAJIBHOM CETH B COOTBETCTBHUM C
IIPaKTUYECKUN IIOCTaBJICHHOM 3a/1a4ei;
OTIBIT B YCTAHOBKE M HACTPOMKE CETEBBIX IMPOTOKOJIOB U CETEBOr0 000OPY/IOBAHUS B

COOTBETCTBUU C KOHKPETHOM 3a7a4eH;

BBIOOpE TEXHOJOTWH, HWHCTPYMEHTAJIBHBIX CPEJICTB TPH OpPraHU3ALNH
npolecca UccieI0BaHus 0OBEKTOB CETeBOW MHPPACTPYKTYPHI;

obecrieyeHnH OE30MacHOTO XpaHeHUs M Tiepeiaull HH(POPMAIIMH B JIOKAJTbHOM
CETH;

UCIOJIb30BaHUM  CHELMAIBbHOTO  MPOrpaMMHOrO  oOecreyeHust  Juis
MOJIETIMPOBaHUs], MPOEKTUPOBAHUS M TECTUPOBAHUS KOMIIBIOTEPHBIX CETEH.

YMCTh IIPOCKTHUPOBATD JIOKAJIbHYIO CCTh, BBI6I/IpaTB CETEBBIC TOIIOJIOTHH,
HCII0JIB30BAaTh MHOFO(bYHKLII/IOHaJ'ILHLIe HpI/I60pBI MOHHUTOpPHUHIA,
IMPOrpaMMHO-aIIIIapaTHBIC CPCACTBA TCXHUYCCKOI'O KOHTPOJIA JIOKaIbHOM
CCTH.

3HAThb 0O0III1e TPUHITUITBI TTOCTPOCHUST CETEH, CETEBBIX TOTOJIOTHI, MHOTOCIOWHON
mogemm OSI, TpeboBaHMiA K KOMIIBIOTEPHBIM CETSIM;

APXUTEKTYPY MPOTOKOJIOB, CTAHIAPTU3AIIMN CETEH, ITAOB MPOSKTUPOBAHUS
CEeTeBOM MHPPACTPYKTYpHI;

0a30BbI€ MPOTOKOJIBI U TEXHOJIOTUH JIOKAJILHBIX CETEH;

MPUHIUIBI TOCTPOEHUS BBICOKOCKOPOCTHBIX JIOKAJIbHBIX CETEH ;

CTaHAapThI KaOelel, OCHOBHBIC BU bl KOMMYHUKAIIHOHHBIX YCTPOUCTB,
TEPMUHOB, MMOHITHIA, CTAHAPTOB U THUIIOBBIX JIEMEHTOB
CTPYKTYPUPOBAHHOM KaOETHHON CUCTEMBI.

1.4. Konu4ecTBO 4acoB, 0TBOIMMOE HA OCBOEHHE MPO(eCcCHOHATBLHOT0 MOTYJIsI
Bcero wacos ___803
N3 nux Ha ocBoenne MJIK. 01.01 202

Ha ocBoenne M/IK. 01.02_271
Ha MPaKTHUKH, B TOM 4ucie yueOnyro _ 144 1 npou3BocTBeHHYI0 180
DK3aMeH 0 MO0 6 yacoB
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2. CTpyKTYypa ¥ cojiep:KaHue MPo(dhecCHOHATILHOIr0 MOTY.Ist .
2.1. PexoMenayemasi cTpyKTypa npodeccuoHaibHoro moayis «/[IM.01 BbIIIOJIHEHHE PABOT 110 IIPOEKTHPOBAHHIO CETEBOH

HHOPACTPYKTYPbI»
3aHATHS BO B3aUMOJICHCTBUY C IIPEroiaBaTesieM, 4yac
Obyuenue no M/IK ITlpaxmuxu
po CI)IGS((::I/]I)(I)Haﬂb HauMeHOBaHHS Pa3eoB S%héig 1:4 e Kypcos IpoussozcreenH | ITpomex
poecCHOHAIBHOTO abopatop BIX at yToHuHasd
HBIX 06H-II/IX“ Moy Harpysku, | Bcero HBIX U aGoT Yuebnas (ecru arTecTa
KOMIICTCHIMH Jac. MPaKTHYECK (5 poCKT npedycmompena | 1Ms
WX 3aHIATHN oB) paccpedomoven
as NPaKmuKa)
1 2 3 4 5 6 7 8 9
MK 1.1-IIK 1.5 | Pazgen 1. KommbrorepHbie
OK 01-11 CeTH 202 198 8
MK 1.1-TIK 1.5 | Pazmen 2. Opranuzanus, 271 257 118 20
OK 01-11 TIPUHIHIIBI TIOCTPOECHUS U
(YHKIMOHUPOBaHHUS
KOMITBIOTEPHBIX CeTel
MK 1.1-TIK 1.5 | Yue6nas npakruka (1o 144 144
OK 01-11 poGHITI0
CIIEIHANBHOCTH), YaCOB
(ecnu mpenycMOTpeHa
HTOTOBast
(KOHLIEHTPUPOBAHHAS)
MPaKTHKA)
MK 1.1-IIK 1.5 | [IpousBoacTBeHHAast 180
OK 01-11 npakTuKa (o npoduiIo 180
CIEHATBHOCTH), YaCOB
(ecnu mpenycMoTpeHa
HTOrOBast
(KOHIIEHTPHPOBaHHAsT)
IPaKTHKA)
Bcezo: 803 455 | 196 20 144 180 18
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2.2. TeMaTH4YeCKHU MJIAH U colepkanue npodeccuoHaabLHoro moayJs (ITM)
«[IM.01 BBIINOJHEHHUE PABOT 110 IPOEKTUPOBAHUIQ CETEBOM MH®PACTPYKTYPbI»

HaumeHoBaHue pa3aejioB u
TEM npoq)eccnonanbnoro

Coaeprxanue y4e0HOro MaTepuasa,

O0bém B
moayasi (ITM), JadopaTopHbie padoThl U MPAKTHYECKHE 3aHATHS, CAMOCTOSATeIbHAs yueOHasi paboTa
MEKIUCIHILIMHAPHBIX ofyJammuxcsi, KypcoBasi padora (IIPOEKT) (eciu npedycmompenoi) Hacax
Kypcos (MJIK)
1 2 3
Pasnen 1. KomnbloTepHbIe ceTH
M/IK.01.01. KoMnbloTepHbIe ceTH 202
Tema 1.1. Benenue B Conep:xanne 101
ceTeBble TEXHOJIOTHHU 1 | KommbrotepHsle cetn

CoBmectHass pabora, VHTepHET M COBpEMEHHBIC CETEBBIC TEXHOJOTMH — 00JacTh
IPUMCHCHHUSA U Ha3HAYCHUEC. B]/I}lbl KOMIIBIOTEPHBIX CeTei. rJ'lO6aJ'leble H JJIOKAJIbHBIC CCTH.
OnHOpaHTrOBbIE M KIIHEHT-CEPBEpPHbIE apXUTEKTypbl. OCHOBHBIE KOMIIOHEHTBHI CeTeH,
ceTeBasl cpeda M ceTeBble ycTpoiicTBa. Texnomormm monkmoueHus K HTepHeT.
Kounseprenthele ceru. KadectBo M HamexxHOCcTh cereid. OCHOBHbIE IOHSTHS CETEBOM
6e3onacHocTH. TeHEHIMH Pa3BUTHS CETEH.

2 | KOHCOJIBHBINM OCTYI, YAAJICHHBIH JocTynm ¢ nomompio Telnet u SSH, ucnons3oBanue
mopta AUX.

3 | CereBble MPOTOKO.IbI H KOMMYHHKALIUH
KomupoBanne u mapamerpsl coobiienusi. CereBble MPOTOKOJBI. B3anmojelcTBue
nporokosioB. HaGop nporokosioB TCP/IP u mpouecc oOMeHa naHHbiMEH. OpraHu3aiuu 1o
craupaprusanud: ISOC, IAB, IETF, IEEE, 1SO. Muoroyposuesbie moaenu OSI| u TCP/IP.
Wukancynsuus naHHsiX. [IpotokonbHbie 6inoku paHubix (PDU). JlocTynm K JIOKaJdbHBIM
pecypcam. CereBas appecamus. MAC- u IP- ampeca. JlocTyn k ymaln€HHBIM pecypcaMm.
11111103 110 YMOJIYAHHUIO.

4 | CereBoii mocTyn

IIpoTokossl u crangapTsl Pusudeckoro ypoHs. CriocoOs! moakmoueHus K cetu. CereBbie
uurepdeiicapie  mwiatst (NIC). Cpensl mepenadn [aHHBIX W WX XapaKTEPHCTHKU:
MIPOITyCKHAsi CIOCOOHOCTH, NPOM3BOANTEIBHOCT. Buibl MemHBIX ceTeBbIX kabeneit: UTP,
STP, koakcuanbHbli. Pa3HOBUAHOCTH, 0COOCHHOCTH MPOKJIAIAKH M TECTUPOBAaHUS Kalbemnei.
CTpykTypa ¥ OCOOCHHOCTH TpOKIAJKMA ONTOBOJIOKOHHBIX KabOeneil. BecnpoBosHbie
cpencta nepenaun nanusix. Cranmapt Wi-Fi IEEE 802.11.
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KananbHbli YpOBEHb U €ro NoAypoBHH: Ypasienue Jornueckum kananom (LLC) u
VYnpaenenue nocTynom K cpene nepenaydn qanHeix MAC. CtpykTypa Kajpa KaHajabHOTO
YPOBHS U IPHHIIIBL ero popmupoBanus. CTaHIapThl KaHATIHFHOTO YpOBHs. Du3nueckas u
JIOTHYECKAsI TOMOJIOTHSI CETH. TOMOJIOTHH KTOYKA-TOUKA», «3BE31a», KIIOTHOCBSI3aHHASN»,
«koubLieBas. [ToyayrieKcHast U MOJTHOAYIUIEKCHAs Tiepeaada faHHbIX. OcoOeHHOCTH
kagpos LAN, WAN, Ethernet, PPP, 802.11.

CeteBble TexHogorun Ethernet

CewmeiicTBo ceteBbix TexHosoruii Ethernet. IMpunumn paGoter Ethernet. Bsaumoneiicteue
Ha nogypoBHsix LLC u MAC. Vipasnenue froctynom k cpeje nepenadn ganusix (CSMA).
MAC-anpec: unentudukarus Ethernet. Arpubyrsr kaxpa Ethernet. ITpencrasnenns MAC-
agpecoB. OpHO- W MHOTrOaJpPECHOW, IIMPOKOBELIATENbHOH pacchliok. CKBO3HOE
nonkmodenne, MAC- u IP-agpeca.

IMporokoin paspeutenus aapecoB (ARP): mpuHUKIIBI paGOTHI, POJIb B TIPOLIECCE YIATEHHOTO
obmena nanabiMU. Tabmuier ARP Ha ceteBbix ycTpoiicTBax. OCHOBHBIE HETOCTATKH
nporokona ARP - Harpyska Ha cpeny nepeiauu JaHHBIX U O€30I1aCHOCTb.

OcHoBHas nHpOpManus o0 moprax kommyraropa. Tabmuma MAC-agpecoB kKoMMyTaTOpa.
Oynkius  Auto-MDIX.  CrocoObl  mepecbuiki  kaipa Ha kommyraropax — Cisco.
Bybepusanus namaty Ha KoMMmyTratopax. OHUKCHpOBaHHAs W MOJYIbHAs KOHQUIyparuu
KoMMyTaTopoB. CpaBHEeHHE KOMMYTallK YpoBHs 2 1 ypoBHs. Texuomorust Cisco Express
Forwarding. Bupryansubiii uatepdeiic kommyraropa (SVI), Mapuipyrusupyemsiii mopr,
EtherChannel yposus 3. Konduryparus MappyTu3npyeMoro nopra.

CereBoii ypoBeHb

CeteBoil ypoBeHb B Ipoliecce mepenadn AaHHbIX. [IpoTokoinsl ceTteBoro ypoBHs. OCHOBHBIE
xapakrtepuctuku |P-mpotokona. Crtpykrypa makeroB IPv4 u IPv6. Ocobennoctu u
mpeuMymecTsa  HpoTokona Pv6.  Meroxnel  Mapmpyrusanuu — y31oB.  Tabnmia
MaplIpyTU3alUd Y3JI0B U MaplIpyTusaTopa mrsi mportokono IPv4 u IPV6. Ycrpoiicteo
Mmapupyru3aropa — Ilpouneccop, mnamsrb, omnepauuoHHas cucrema. lloaximroueHue K
MapuIpyTU3aToOpy 4epe3 pasziuuHble mnopThl. HacTpolika HCXOAHBIX IapaMeTpoB,
uHTepQeiicoB, NUII03a 10 YMOJYAHUIO U JPYTHX XapaKTEPUCTHK MapLIPyTH3aTOPA.

TpaHcOpPTHBII yPOBeHb

Hasnauenue u 3a/1a4u TPAHCHOPTHOTO YPOBHSI.

MynbTHIIIEKCHPOBaHUE ceaHcoB cBsi3u. Onucanue U cpaBHeHue nporokosios TCP u UDP
— HAIeXHOCTh U IPOM3BOAUTEIBLHOCTh, 00NACTh NpPUMEHEHHsA. Ajpecalys NOPTOB H
cermernranuss TCP u UDP. O6men panaeiMu mo TCP. Ilpomeccst TCP  cepsepa.
VYcranonenue TCP-coenmHeHus u ero  3aBepuieHue. [IpHHIMIEI «TPEXCTOPOHHETO
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pykonoxaruss» TCP. Hanéxnocts u ynpaBnenue notokom T1CP - TlonrBepikaeHue
MOJTy4CHHs] CErMEHTOB, MOTEPsi TaHHBIX W IOBTOPHAs Iepeiada, YHPaBICHHE ITOTOKOM.
O6wmen nmanubiME ¢ ucnoib3oBannem UDP. Tlporeccer u 3ampocet UDP-cepsepa, UDP-
nararpammsl, poneccel UDP-knuenra. [punoxenust, ucrnonp3yronpe UDP u TCP.

IP-agpecanus

Crpykrypa IPv4-anpecos. CereBas u y3noBas yacth IP-agpeca. [Ipeo6pa3oBanue aapecos
MEX/ly TBOUYHBIM U JIECATEPHYHBIM IpencTaBieHrneM. Macka noaceru IPv4. CereBoit
ajipec, ajapec y3ia ¥ LIHPOKOBeIaTeNbHbIi aapec cetu |Pv4. TlpucBoeHue y3imy
CTaTH4eCcKOro u auHammdeckoro |IPv4-anpeca. MuoroanpecHas nepenada. Ilyonuunsie u
yactHble IPVv4-anpeca. IPv4-anpeca ciennansHoro HasHauenus. [IpucBoenue IP-agpecos.
CoBMeCTHOE HCTIOJIb30BaHKe MPOTOKONIOB |PV4 1 IPV6: 1BOMHOMN CcTEeK, TyHHEIMpOBaHHeE,
npeobpasoBanue. [Ipencrasnenue IPv6-aapecos. [IpaBuna cokpaiienus 3anucu |PV6-
anpecoB. HAMBUAYa IbHBIN, TPYIIIOBOH, TPOU3BOIBHEIH THITE |PV6-anpecoB. CTpyKTypsI
JIOKAJBHOTO U TI00aIbHOr0 HHANBHAYaNbHBIX IPV6-anpecoB. CTaTrueckas u
JIMHAMHUYecKast KOH(PUIypaluu rI00albHOr0 HHIUBUAYanbHOTo aapeca. [Iponecc EUI-64 u
Clly4aifHO CreHepHpOBaHHEIN UIeHTH(UKATOp HHTEepdelica.

ICMP-cepBucsl. Otiauuns mist npotokoso IPv4 u IPv6. Coobmenus ICMPVI6 «3amnpoc k
Mapupytuzaropy», «OObsBI€HHE OT MapIIpPyTH3aTopa», «3ampoc COCEIHEro y3jia» u
«OObsBieHne cocenHero ysna». TecTUpoBaHME CETH C IOMOIIBIO 9XO-3aMPOCOB.
TpaccupoBka Mmapuipyra. Bpems mNpoxokieHus curHaiza B NpIMOM U OOpaTHOM
Hanpasienusx (RTT). Bpems xusuu (TTL) IPv4 u npemen nepexomos IPV6.

Pa3nenenue IP-cereii Ha moaceTn

Cermenranust |P-cereii. OOMeH TaHHBIME MEXTy HoJceTsIMU. [lmaHupoBaHue aspecalus B
mojiceTsix. PacuerHsie (hOpMyIbI sl CErMEHTAIMK ceTH. Pa30neHue Ha MOCETH Ha OCHOBE
TpeOOBaHMH Y3JI0B M CETeH, B COOTBETCTBHU ¢ TpeboBaHMAMH ceTeil. OnpenencHue Macku
noziceTd. Pa3OieHne Ha TOJICETH ¢ UCIIOIb30BaHMeM Macku mepeMeHHoi mmmusl (VLSM).
BasoBast Mmonenp u Ha3HaueHue OnokoB anpecoB VLSM. [lnanupoBaHue agpecanuy ceTH.
OcobenHoctu npoextupoBanusi |PV6-cetn. Pa30ueHrne Ha MOJCETH C HCIOJIb30BAaHHEM
uneHtuukaropa uarepdeiica.

10

YpoBeHb NpuJI0KeHui

VpOBeHb INPHIOKCHHH, YPOBEHb MPEACTABICHHS M CCAHCOBBIA yPOBEHb. lIpHMepbl
PacHpoCTPaHEHHbBIX NPHUIIOKEHUH. [IPOTOKOJIBI YPOBHSI PHIIOKEeHUH. OJHOPAHIOBBIE CETH
(P2P). Mopuens tuna «kiueHT-cepsep». O630p nporokosos HTTP, HTTPS, SMTP, POP u
IMAP. Cnyx6a nomenusix umén (DNS). ®opmat coobuienuii u uepapxus DNS. Yrunaurta
«nslookup». Cayx6a DHCP. TIpotokon mepemaun ¢aitnos (FTP). Ilportokon oGmeHa
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GsokamMu  cepBepHbIX coobmenuii (SMB). Konnenuuu «BceoGbemmtomuii  MHTEpHET
BYOD. JlocTaBka JaHHBIX 110 KOHBEPr€HTHBIM CETSIM.

11

Co3panue H HacTpoiika He0O0JIbIIOI KOMIILIOTEPHOM CeTH

[TnannpoBaHKe U co3aHIE HEOOIBIIOW KOMIBIOTEPHOH CETH: OIPEICNICHNE KITFOUEBBIX
(axTopoB, BHIOOP TOMOJIOIMH U CETEBBIX YCTPOMCTB, BEIOOP M HACTPOiiKa MPOTOKOJIOB,
CHCTEMBI ajipecaliii. Mepsl 1o odecnedeHHIo 6e30aCHOCTH CeTH. YI3BUMOCTHU U CETEBbIC
araku. Pa3BenpiBarenbHble ataku, Ataku goctymna, Otkas B o6cnyxusanuu (DoS-arakmn).
PesepBHOe konupoBaHue, 0OHOBJICHHE U YCTaHOBKA HCIPaBICHNN. MeKceTeBble IKpaHbI.
Ayrentudukanus, apropusanus 1 yuér. Brirouenue mporokona SSH.

QdaiinoBBIe CHCTEMBI MapLIPYTH3aTOPOB M KOMMYTAaToOpoB. Pe3sepBHOE KommpoBaHHE H
BOCCTAaHOBJICHHE C NOMOLIBIO TEKCTOBBIX (aitnoB, mporokona TFTP, USB-nakonuTes.
BerpoenHbie  cnyx0bl  Mapipyruzauuu. [lognepikka OecrpoBOJHBIX IOAKIFOUYCHHUI.
HacTtpoiika BCTpO€HHOTO MapuIpyTu3aropa.

B mom uucne npakmuueckux sanamuii u PAMOPHBIX P

1

CocrasiieHne KapThl ceTi FIHTepHeT ¢ IOMOIIBI0 yTHIIHT «Ping» u «traceroute»

2

Co3nanue IpocToil ceTH:

* VYcraHOBKa ceaHca KOHCOJHU C CETEBBIM 000PYIOBaHUEM ITPHU MOMOIIH IIPOrpaMMbI Tera
Term;

¢ Cosnanue cery,

HacTpoiika 0OCHOBHBIX [TapaMETPOB KOMMYTATOpa.

IIpocmoTp ceTeBoro Tpaduka ¢ moMornsko mporpammsr Wireshark.

[NoaxiroueHne KOMIBIOTEPOB K CETH € IOMOIIBIO Kabenei 1 6ecripoBOAHbBIX a/IalTepPOB:
* OmpeneneHne CETEBBIX YCTPOICTB U KaHAJIOB CBSI3H,

¢ OOXHM ceTeBOro KaoeJs;

» [lpocMOTp TaHHBIX O OECIIPOBOJTHBIX M IIPOBOJIHBIX CETEBBIX a/IalTEPax.

W3yuenune Ethernet-rexuonoruii:

e TIIpocmorp MAC-anpecoB ceTeBBIX YCTPOMCTB;

*  Wsyuenue kaapos Ethernet ¢ momompto nmporpammer Wireshark;

* TIpocmotp ARP ¢ nomouisto nmporpammel Wireshark, narepgeiicoB KOMaHaHOM CTPOKH
Windows u 10S;

* Hcnons3oBanue untepdeiica komanaHoii crpoxu 10S ¢ tabmuuamu MAC-anpecos
KOMMYTaTopa.

Iloctpoenne cetn Ha 6a3e MapmIpyTH3aTOpa:
* [IpocMOTp TabIHIl MAPIIPYTH3ALUH y3JIOB;
* H3zydenue ¢pu3nuecKUX XapaKTEPUCTUK MapLIPYTU3ATOPa;

40
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* Co3zmaHue CeTH, COCTOSIMLICH 13 KOMMYTAaTOpa 1 MapLIpyTH3aTopa.

7 | I3y4yeHue TpaHCIIOPTHOTO YPOBHSI:
e HalOmonenue 3a mporeccoM TpEXCTOpPOHHEro «pykomnoxarus» TCP ¢ momouipio
nporpammel Wireshark;
¢ H3yuenwue 3axBaueHHbIx JaHHBIX DNS UDP ¢ momoribsto nporpammet
Wireshark;
» U3yuenne 3axBaucHHbixX makeroB FTP u TFTP ¢ momomisio mporpammsr Wireshark.
8 | Hacrpoiika IP-anpecarumu:
*  Hcnonb3oBanue kanbKymstopa Windows B paboTe ¢ ceTeBBIMHU apecamMu;
e Kouseprauus IPv4-anpecoB B JBOUYHYIO CHCTEMY CUHCIICHHS;
*  Onpenenenne IPv4/IPv6-anpecos;
* Hacrpoiika IPvV6-agpecoB Ha ceTeBbIX yCTpoiicTBax;
* TecTHpOBaHHE CETEBOTO TOAKITIOUCHHS C TIOMOIIBI0 KOMaHI «Ping» u
«traceroute».
9 | Cermenrauus IP-cereii:
* l3ydeHue KagbKyJISTOPOB MOJICETEH;
e Pacuér noxcereit IPv4;
* Pazgenenue ceTeil ¢ pa3aIMYHBIMU TOMOJIOTHSMU Ha TOJICETH;
* Pa3paboTka u BHEJpEHHE CXEMBI aJipecaliny pa3aenéHHoil Ha nmoacetu IPv4-ceru;
PaspaboTka 1 BHeApeHHe cxeMbl aapecaiyn VLSM.
10 | IP-agpecanus:
e aHanu3 TpaduKa OAHOAJIPECHON MEepeaadH, IIMPOKOBEIIATSIHHON i MHOTOAAPECHON
PacChUIKH;
* HacTpolika agpecanus I1PV6;
* mpoBepka aapecaruu IPv4 u IPV6;
*  0TpaboTKa KOMIUICKCHBIX NPAKTHYECKHX HABBIKOB.
11 | Cermenranus IP-cereii:
*  OpraHM3anys NOJCETH MO PA3INYHBIM CIIEHAPHSIM;
e pa3paboTKa M BHEAPEHUE CTPYKTYpsI aapecanuu VLSM;
*  BHEJPCHHE CXEMBbI ajIpecaliuu paszenéHnoil Ha noacetu IPv6-cery;
*  0TpabOTKa KOMIUICKCHBIX PAKTHYECKHX HABBIKOB.
12 | i3y4eHre OCHOBHBIX CETEBBIX CITYkKO:

. Uzyuenue dynkiun oOMeHa (aitmaMu MexX 1y OJHOPAHTOBBIMH YCTPOHCTBAMH
onpenencaue npeodpasosanuii PAT; eM3yuenue npaBun padotsr DNS;
. H3yuenne nportokona FTP.

11
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13

ObecnieyeHne 6e30MaCHOCTH CETH:

¢ U3yyenue yrpo3 cereBoii 0€30MacHOCTH;

e JloCTyI K CETeBBIM YCTPOMCTBAM IO MPOTOKOIY SSH;
e ObecneueHne 6€30MACHOCTH CETEBBIX YCTPOUCTB;

14

AHanu3 KOMIBIOTEPHOH CETH U HACTPOIMKa MapIIpyTH3aTopa:

« TIpoBepka 3aepKeK B epeiadr CETEBIX MAKETOB C IIOMOLIBIO YTHIIUT «Ping» u
«traceroute»;

*  Hcnons3oBanue unrepdeiica komangHon crpoku (CLI) nst cbopa cBeieHuii 0 ceTeBbIX
YCTpOWCTBAX;

e Vnpasnenue daitiamu KOHPUrypaluy MapuIpyTH3aTOPa ¢ IOMOIIBIO IPOrPAMMBI
OMYJIALIUU TEPMHUHAIA

¢ Vmpasnenue ¢aiinaMu KOHPUTypalul YCTPOWCTB ¢ Hcnonb3oBanueM TFTP, ¢uem-
namsiti 1 USB-Hakonurenei

« l3ydeHue mporeayp BOCCTAaHOBIICHHS ApOJIei.

15

IIpoexTupoBanue U CO3JaHUE CETU I MAJIOTO NPEANPHUATUS — UTOTOBBIi TPOEKT

Tema 1.2. [IpuHIMIBI
MapUIpyTH3AUUH U
KOMMYTaLUH

Cooepocanue

1

BBenenune B KOMMYTHpPYeMble CeTH

O6benuuénnnie cetu. Mepapxus B KOMMYTHPYeMOii ceTi. Poib KOMMYTHPYEMBIX CETeH.
Kommytupyemas cpena. Aunamudeckoe 3amnoianeHune Tadbauis MAC-aapecos
KoOMMyTaTopa. MeTopI MepechlIKM Ha KoMMyTaTope. KoMMyTamust ¢ mpoMeKyTOYHBIM
xpaHeHneM. CKBO3Hast KOMMYTAIHsL.

Kommyraunonnsie toMmeHbl. CHIXKEHUE TIePErpy30K CETH.

OcHOBHbIE KOHIENIMH U HACTPOHKA KOMMYTallMH

OCHOBHbIEC KOHLIETINY U HACTpOiKa KoMMyTaluu. [leppoHayabHas HacTpoiika
KOMMYTaTOpa M BOCCTaHOBIEHHUE IOCIIe cucTeMHoro coost. Hacrpoiika noctyma s
6a3oBoro ynpasieHus kommyraropom ¢ IPv4. Jlynnekchas cBsizb. Hactpoiika nopros
KOMMYyTaTopa Ha (pu3nueckoM ypoBHe. DyHKIIMS aBTOMATHUECKOTO ONPEeNeHNs THIIA
kabenst (Auto-MDIX). IpoBepka HacTpoek mopra KoMmmyraropa. [IoucKk u ycTpaHeHne
mpo0JeM Ha YpOBHE JIOCTYIIA K CETH.

BesomacHOCTE KOMMyTaTOpa. 3aIMIIEHHEI yranéHHbIH noctyn. Hactpoiika SSH.
PacripocTpanéHHble yrpo3bl 0e30IacHOCTH: niepernoinenue Tadnuip MAC-aapecos,
DHCP-cny¢unr, ucrnosb3oBanue ys3BumocTeit mpotokosna CDP, Ataku Telnet u np.
AyauT ¥ NIpaKTHYECKHE PEKOMEHIALNH 110 00ecTiedeH 0 6e30I1aCHOCTH CETH.
besomnacuocts mopra kommytatopa. OrcnexxuBanue DHCP coobuiennit. @yHkius

6e3onacHocTu nmopta. Bugp! 3ammtel MAC-anpecoB. PexxiMel pearupoBaHus Ha
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HapymeHue 6e3omacHocTH. [IpoBepka 1 HacTpoiika mopToB. IIPpOTOKOI CETEBOrO BpeMEHH

(NTP).

Bupryanbhbie JoxkanasHbie cetu (VLAN)

Bupryansusle nokanbabie cetd (VLAN) — kinaccupukanys 1 OCHOBHBIE XapaKTePUCTHKHL.
Tpanku BUpTyanbHbIX cereil. KoHTposb mipokoBeiarenbHbiX JoMeHOB B ceTsix VLAN.
Teruposanue kaapos Ethernet s npentuduxanuu cern VLAN. Ceru native VLAN u
terupoBanue cranaapra 802.1Q. Teruposanue ronocooit VLAN. Peanusaru
BUPTYalIbHOH JIOKanbHOH cetn. Haznauenue nopros cetsim VLAN. Hactpoiika TpaHKOBBIX
KaHanoB. [IpOTOKOJ IMHAMHYECKOTO Co3anus TpankoBoro kanana (DTP). [Touck u
YCTpaHEHHE HEMOJaI0K B BUPTYAJIbHbIX JIOKATBHBIX CETSAX U TPAHKOBBIX KaHalaX.
Ipo6newms! ¢ IP-anpecauneii cetn VLAN. HecoBnanenus: pexkxuMoB TPaHKOBOH CBSI3H.
IMpoekrupoBanue u obecreuenue desonacHoctt VLAN: hopping, criygusr kommyraTopa,
aTtaka c aBoiHbIM TerupoBanueM, Cets PVLAN nepumerpa. [Ipaktuueckue
PEKOMEHJAIMH T10 TPOSKTHPOBAHHIO BUPTYAJIbHO JIOKAJILHOW CETH.

Konnenuus Mmapmpyru3anuu

Hactpoiixa mapuipytuzatopa. MexaHu3mbl iepecbuiku naketoB. [loaxiouenue u
HAaCTpoiiKa ycTpoiicTB. CBeTOINOJHBIE HHAUKATOPHI HA MAPIIPYTH3AaTOpe. AKTUBAIUS 1
Hactpoiika IP-agpecamuu. [IpoBepka CBSI3HOCTH CETel C MPSIMBIM MTOJKITFOUCHHEM.
IpoBepka HacTpoek uHTepdeiica. DUIBTPAIHS BHIXOIHBIX TaHHBIX KOMAH]] «Show».
Kommyranus makeToB Mexay ceTssMu. OyHKINS KOMMYTAIlMXA MapIIpyTH3aTopa.
Mapmpyrtuszanus naketoB. Onpenenenue myTy. [Iporece TPUHATHS PEIICHNS O TIEPEChUTKE
naketoB. Bri6op ontumainsHoro myru. [Iporokonsl RIP, OSPF, EIGRP. Pacnipenenenue
Harpy3ku. AZIMHHUCTpHpOBaHue paccrosiane (AD) 1 HaneXHOCTh MapupyTa. AHanu3
TaOJIUIl MapIHIPYTH3ALMU — UCTOYHHK JAAQHHBIX, IPHHIUIIEI (POPMHPOBAHHE BOSMOXKHOCTH
HACTPOMKH. 3alHCH TaOIUIBI MAPIIPYTH3ALKHU ISl CETeH C IPSIMBIM TTOIKIIIOUCHUEM.
3agaHne CTaTHYECKUX MapuIpyToB. [IpOoTOKOIBI MMHAMUYECKOW MapIIPYTH3AIN CeTeH
IPv4 u IPV6.

Mapmpyruzanus mexay VLAN

IMpunnune! padots! Mapipyrusauuu Mexay VLAN. Hactpoiika Mapmpyruzanuu Ha 6ase
MapIIPyTU3aTOPOB ¢ HECKOJIBKUME (PU3MIECKUMH HHTEp(eiicaMH, ¢ HCIOIb30BaHHEM
KOH(uryparuu router-on-a-stick, uepes MHoroypoBHeBEIif koMMyTaTop. I[Ipo6iiemsl
mapuipyruzanuu Mexay VLAN. ITpoBepka koHUrypauuy KOMMYTaTopa 1 HaCTPOEK
Mapiipyrusaropa. Hemonaaku B pabote unrepdeiica. Omnbku B IP-ampecax u Mmackax
noacet. HacTtpoiika n pabota KOMMyTaluu Ha 3-M ypoBHE. MapIiipyTu3anus Mexy
VLAN uepe3 BUpTyalibHbIe HHTEP(EHChl KOMMYTaTOPa, MapUIPYTH3HPYEMbIE TIOPTHL.
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Henonaziku B HacCTpo#kax KOMMyTaropa 3-ro ypoBHsI.

CraTnyeckasi MApIIPYTH3AaLHA

[IpeumymiecTBa n 3a1a4l CTAaTUYECKO MapIIpyTH3auy. THITBI CTATHYECKUX MapLIPYTOB:
CTaHJapTHBIN, 10 YMOJIYaHHIO, CyMMapHbIi, aBatomuii. Hactpoiika ctatnyeckux
mapupytoB |Pv4 u IPv6. Komanza «ip route». MapupyT ciieayrouero nepexo/ia.
Hanpsmyro noaxkmo4€HHBINA cTaTHYecKui MapipyT. [10JIHOCTBIO 3a1aHHBIN CTaTHUECKUI
MapmpyT. Hactpoiika cTatnueckoro mapmpyra rmo ymonrdanuto. Kimaccosas agpecanus.
Krnaccossie macku mojcetu. beckinaccoBast mexxaomennas mapupyrusaius CIDR.
O6bequaenne MapmpyToB. Oprann3zanys cynepcereil. Mcrnoiabp3oBaHne MacoK IOJICETH
¢ukcupoannoii umas! (FLSM). Macka nozcern nepementoit aumust (VLSM).
Hactpoiika cymMapHBIX U IJIaBAIOLIMX CTaTHUYECKUX MapipyToB. Pacuér cymmapHoro
mapuipyra. O6seuHenne cereBbix aapecoB IPv4 u IPV6. Tlouck u yctpaneHue Herosamiok
B HACTPOHKAX CTATUYECKOI0 MAapUIPyTa ¥ MapUIPyTa IO YMOJIYAHHIO.

JluHamMuyeckasi MapLIpyTH3anust

[IpoTokobl AMHAMHYECKOH MapIIPyTH3alUH — Ha3HAYEHHE, IIPUHLMIIBI paOOTHI U UCTOPUS
pa3Butus. CpaBHEHHE TMHAMHYECKON M CTATHUYECKOM Mapipyru3auuu. [[puHIumns: paboTst
[IPOTOKOJIOB MapLIPYTH3ALMHU: ITYCK MOCIIe BKIIOUeHus uTaHus, CereBoe 0OHapyKeHHe,
O6men nanubiME Mapipytusanny, Obecneuenne cxoaumoctu. Knaccudukarms
poToKoiI0B Mapiipyruzanuu. [Ipotokosnst IGP u EGP. [lucTaHInOHHO-BEKTOPHBIE
npotokoisl RIP, IGRP. IIpoTokonsr Mapmpyru3anuy 1o coctosHuio kanana OSPF u 1S-1S.
KitaccoBbie 1 GeckiaccoBbIe POTOKOJIBI MAPIIPYTH3AIMH. XapaKTEPUCTHKH U METPUKH
MIPOTOKOJIOB.

JluHamuyeckas AUCTaHIMOHHO-BEKTOPHAs MapIIpyTH3alus. JJnCTaHMOHHO-BEKTOPHBIH
IrOpUTM. MeXaHM3Mbl OTIPABKHU U MOJTYYEHHMs TAaHHBIX MapLIPYTU3aLUH, pacuéra
ONTHMAJIbHBIX MyTeil U T0OABICHHUS MapIIPyTOB B TAOIUIY MapLIPYTH3ALUH,
00OHapy)KE€HUs U pearupoBaHusl Ha M3MeHeHus B Tonosoruu. Hactpoiika nporokona RIP:
BkitoueHue RIPV2, oTkitoyeHre aBTOMaTHYECKOTO OO bEIMHEH S, HACTPOIKA MAaCCUBHBIX
uHTepdeiicos, nepeaaya MapIpyTa o yMmosdaHuio o cetd. Hacrtpoiika nporokosa
RIPng. IIpouecc mapuipyrusanuu o cocrosiHuio kanana. Hello mporokos. maker
cocrosinus kaHana (LSP). JlaBuHHast pacchliIKa MTaKeTOB COCTOSIHUS KaHauia. JIaBuHHast
pacchliIKa MakeToB coCTOsHUS Kanana. Co3naHue aepeBa kpardaiimx myrteii SPF.
Jlo6asnenue mapipyroB OSPF B Tabnuiy mapmpyTtusannu. HegoctaTku mpoTokoiaoB
MapIIpyTHU3aLUH 10 COCTOSHHIO KaHasa. Tabauia MapipyTu3aini. 3anuc ¢ IpsIMbIM
MOJKITIOYEHAEM U YIAIEHHOHN ceTH. JIMHAMUYECKH TIoTydaemMbie MapupyTet 1Pv4/6.
IMporecc noucka Mapuipyra.
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OSPF nast onHoii 061acTn

CemeiictBo npotokoioB OSPF. XapakTepucTUKu, NPUHLIUIIBI paOOThl 1 KOMIOHEHTBI
OSPF. Oco6ennoctrt OSPF st 0/1HO# 1 HECKOJIBKUX 00acTeir. MaructpanbHasi 00J1acThb.
Wukancysus coobmmenuiit OSPF. Tumsl naketos OSPF: nmaker npusercrsus (hello),
naket omucanus 6a3sl qanubx (DBD), maker 3ampoca coctositus kanaia (LSR), maker
obHOBIeHHs cocTostaus kKanana (LSU). maket moarBepaenus coctosaust kanana (LSACK).
OG6HOBeHHUs cOCTOsIHUS KaHana. Paboune cocrostanss OSPF. Beinenenusiit (DR) u
pe3epBHbIi BeIIEneHHbI MapiupyTuzaTop (BDR). Cunxponusanus 6a3 nanasix OSPF.
Hactpoiika OSPFV2 s oamoii obnactu. Pexxum koHGHUTypauu HaIeHTHPUKATOPBI
Mapmipyrusaropa. Mcnonb3oBanue uarepdeiica loopback. Brimtouenne OSPF na
unTepdeiicax. [lladnonnas macka. Komanma «network». Hactpoiika maccuBHBIX
unTepdeiicoB. Popmyna pacuéra merpuku croumoctd OSPF. Hactpoiika 3HaueHHIt
IpOIyCKHOH criocoOHocTH MHTepdeiica. [IpoBepka coceHUX YCTPONUCTB, HACTPOCK
MIPOTOKOJIA, TAaHHBIX Hpoliecca 1 Apyrux xapakrepuctuk OSPF. CpaBuenne OSPFV2 n
OSPFV3. Anpeca tuma link-local. Tomonorust cetn OSPFV3. Hacrtpoiika uaentudukatopa
mapupyrusatopa OSPFv3. Brirouenne OSPFV3 Ha nHTepdeticax.

Crnucku kontpous gocryna (ACL)

Crucku koutposns gocryna (ACL). Ipunimn pa6otst ACLennckos. Tunst ACL-ciinckos
Cisco st IPv4. TIpucBansanue HomepoB n uMEH ACL-crinckam. Pacuér maGiaoHHO
macku B ACL-cnnckax. Pekomenaatuu mo cozaanuto u pasmenieHnio ACL-criuckos.
Pazmernenue craHnapTHHIX U pacmmpeHHbIX ACL-cinckoB. Hacrpoiika crannapTHOro
ACL-crucka. [Ipumenenue cranaaptaeix ACL-cninckoB Ha uaTepdeiicax. Kommenrapuu k
ACL-cnuckam. [IpoBepka 1 penakTupoBaHue CTaHAAPTHBIX HyMepoBaHHbIX ACLcruckoB.
ACL-crarucruka. 3amura noptos VTY ¢ nomouisto cranaapraoro ACL-criucka I1Pv4.
Crpykrypa u HacTpoiika pacumpeHHbix ACL-criuckoB aist |Pv4. @unbrpanus tpaduka ¢
HCTONB30BaHueM pacumpeHHbix ACL-criuckoB.

IMouck u ycrpanenue Henonanok ACL-crickoB. Pactipoctpanénusie ommbku ACL-
crckoB. CpaBuenne ACL-cruckoB mist IPv4 u IPV6. Hactpoiika u mposepka ACL-
cruckoB s 1PV6.

10

Iporoxon DHCP

[Tporoxon DHCP. DHCPv4: 6a3oBast oneparus, hopmar cooOLIeHHH, COOOIIeHUs
obHapyxeHus U npemioxkenus. Hactpoiika, npoBepka U peTpaHCIIsL#s IPOCTOTO
DHCPvV4-cepsepa. Hactpoiika mapipyrusatopa B kauectBe DHCPV4-kinenTa.
Hacrpoiika maprpyrusaropa xiacca SOHO. ITouck u ycTpaHEHNE HeNoNao0K B paboTe
mapiipyruzaropa DHCPv4. TIporokon DHCPV6. ABTomarndeckast HacTpoiika aapeca 0e3
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orcnexuBanus coctosiaus (SLAAC). IMpuniun padorsr SLAAC ¢ DHCPv6. DHCPV6 ¢ u
6e3 orciexuBanus coctosinus. [Iporieccet DHCPV6. Hactpoiika MapuipyrusaTtopa B
kauectBe DHCPV6-cepsepa 1 DHCPV6-knuenta. [Touck u ycTpaHeHHE HETOIAI0K B
pabore DHCPV6.

11

IIpeodpa3oBanne cereBbIX agpecos IPv4

IIpeoOpa3zoBanue cereBbix aapecos IPv4. KoHuentyansHoe mpeoOpa3oBaHue CETEBBIX
anpecoB (NAT). Tepmunomnorus u npunimnbsl padotsr NAT. IIpocTpancTBo yacTHbIX |PV4-
angpecoB. Cratndeckoe U AHHaMUUIecKoe mpeoOpasoBanue ceteBbix aapecoB (NAT).
Ipeobpazosanue agpecos nopros (PAT). Cpasuerne NAT u PAT. Ilpenmyiuecrsa u
nenocrarku NAT. Ananus cratuueckoro npeo6dpasosanust NAT. I[Tpunimn paoTst
nunamuueckoro NAT Hacrpoiika u nposepka NAT, PAT. Tlepeanpecarust moptos.
Hactpoiika NAT u nporoko:a IPV6.

[ouck u ycrpaHeHue Hernoyaaok B pabote NAT.

B mom uucne NPAKMUYECKUX 3anamuu u )DAMOPHBLX D

1

Hactpoiixa kommyTatopa:
* ba3oBas HacTpoiika KOMMYTaTOpa;
* Hactpoiika mapamMeTpoB 6€30I1aCHOCTH KOMMYTAaTOpa.

2 | Hacrpoiika 6e30macHOCTH KOMMYTaTopa:
e Hacrpoiika npotokona SSH;
* Hacrpoiika ¢pyukimu Switch Port Security;
* Tlouck n ycTpaHEeHHE HENoJIa0K B CHCTeMe 0€30MaCHOCTH IIOPTOB KOMMYTATOPa;
OT1paboTKa KOMIICKCHBIX IPAKTHYECKHX HABBIKOB.
3 | Kondurypauus cereit VLAN:
*  Kondwurypamus cereit VLAN u TpaHKOBBIX KaHAJIOB;
e Tlouck u ycrpaHenue Hemonaaok B koHpuryparuu VLAN;
e Peamm3zanus cucreMsl 6e3onacHoct cetd VLAN;
*  Peammzarus cereit VLAN 1t cermMeHTanuu ceTeit NpeanpusaTHii Maoro ¥ CPEIHETo
OusHeca.
4 | Hactpoiika MapupyTu3aropa:
e Hcmonb3oBaHue KoMaHabI traceroute mis oOHapyKeHHs CeTH;
* JIOKyMEHTHPOBaHUE CETH,
* Hacrpotika untepdeiicos 1Pv4 u IPV6;
* Hacrpoiika u npoBepka HeOOIBIION ceTH,;
VccnenoBanyue MapuIpyToB ¢ IPSIMBIM HOAKITIOYCHUEM.
5 | Hacrpoiika MapupyTH3aiuu:
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* CocraBnenue cxemsl ceTd VIHTepHeT;

* Hacrpoiika 06a30BbIX MapaMeTPOB MapLIPyTH3aTOpa C MOMOLIbI0 HHTEp(eiica
koman ol crpoku (CLI) cucremsr Cisco 10S;

* Hacrpoiika 6a30BbIX mapameTpoB Mapuipyrusaropa ¢ nomoruiso CCP.

6 | Mapmpyrusanus mexay VLAN:
* Hacrpoiika maprpyrusauuu mexxny VLAN s xaxoro unrepdeiica;
* Hacrpoiika mapupyruzanun mexay VLAN Ha ocHoBe cranmapra 802.1Q u
TPAaHKOBOI'O KaHaua;
» Tlouck u ycTpaHeHHE HEMOJIAA0K B MapupyTu3aunu Mexay cersmu VLAN.
7 | Hacrpoiika craTnueckoi MapIpyTH3aLum:
* Hacrpoiika cratnyeckux Mapiipyros |Pv4/IPv6 no ymorganuro;
* Paspabotka u peanmsauus cxemsl agpecanuu IPv4 ¢ ucrons3oBanuem VLSM;
e Pacuér cymmapubix mapupytos |Pv4 u IPV6;
» Tlouck 1 ycTpaHeHHE HEMOJIAI0K CTaTHUecKux Mapupytos |Pv4 u IPv6.
8 | Hactpolika TUHAMHYECKOH MapIIpyTH3aIUH:
. HccnenoBanue cXoauMOCTH;
. CpaBHeHHe METOI0B BbIOOpa IyTH B nipoTokoiax RIP.
9 | Hacrpoiika npotokosioB RIPv2 u RIPng.
10 | Hacrpotika npotokonoB OSPF:
. Hacrpoiika 6azoBoro npotokona OSPFv2 mns onHol obOnacty;
. basoBast HacTpoiika npotokona OSPFV3 s ogHol o6aacTH.
11 | 3yuyeHne MexaHU3MOB pabOThI CO CIIUCKaMH KOHTPOJISL 1OCTYIIA:
e Harnsanoe npencrasienue pabotst ACL-crimcka;
* Hacrpoiika crannaptabix ACL-CriuckoB;
* Hacrpoiika crannaptabix nmeHoBanHbix ACL-crinckos;
e Hacrpoiika ACL-criucka mist muauii VTY,
e Hacrpoiika pacurupenasix ACL-criickoB [ist pa3inyHBIX CIIEHAPHEB;
e Tlowuck u ycTpaHeHue Hernoiagok B padote ACL-criuckos;
* Hacrpoiika ACL-criuckoB IPV6;
*  OtpabGoTKa KOMIUICKCHBIX IPAKTHYECKUX HABBIKOB.
12 | Hacrpoiika ACL-crinckoB:

* Hacrpoiixa u npoBepka crannapTHeIx ACL-cruckos;

* Hacrpoiika u nposepka orpanuyenuit VTY;

* Hacrpoiixa u nmpoBepka pacmupeHHbIX ACL-crickos;

» Ilouck U ycTpaHEeHHE HENOIAI0K B HacTpoiike u pasmemennu ACL-
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CITUCKOB;
* Hacrpoiika u npoBepka ACL-cnckoB st IPV6.

13

W3yuenne nporokonos DHCP:

» basoBas Hactpoiika DHCPv4 Ha mapipytusatope;

* Bazosas Hacrpoiika DHCPV4 Ha xomMMyTaTOpE;

* [louck n ycrpaneHue HeroJsaok B padore DHCPv4,

* Hacrpoiika cepsepa DHCPV6 6e3 oTciie:xxuBaHus COCTOSHHS U C OTCIICKUBAHUEM
COCTOSIHUS;

» Tlouck u ycrpanenue HemnoJiagok B padore DHCPV6.

14

Wzyuenue nporokona DHCP:
* Hactpoiika nporokona DHCP ¢ nomousro komany Cisco 10S;
*  OtpaboTKa KOMIUIEKCHBIX TPAKTHYECKUX HABBIKOB.

15

IIpeoOpasoBaHue CETEBBIX aPECOB!

¢ Uzyuenue npunnumna paborst NAT;,

* Hacrpoiika cratnyeckoro u quHamuueckoro NAT,

e Peanuzanus cratndeckoro u guHamuueckoro NAT;

e Hacrpoiika nepeajpecauy NopToB Ha Mapuipytuzatope Linksys;
» TIpoBepka, MOKCK U yCTpaHEHUE Henonaaok KoHdurypauuit NAT;
¢ OrpaboTKa KOMIUIEKCHBIX IPAKTHYECKHUX HABBIKOB.

16

Uzyuenue pabotst ¢ NAT u PAT:

¢ Hacrpoiika turamuueckoro u cratudeckoro NAT;

e Hacrpoiika NAT-niyna ¢ neperpyskoii u PAT;

» Tlouck u ycrpaHneHue HenoJa ok KoHpuryparmii NAT.

B Tom uncne CamocrosTenbHas paborta 4
Pa3nen 2. Oprauusanus, NPUHIMIBI IOCTPOEHUs] M PYHKIMOHUPOBAHHS KOMIILIOTEPHBIX ceTel
MJIK.01.02. Opranuzanusi, IPHHIMIBI OCTPOeHHs H GYHKIMOHUPOBAHHS KOMIBIOTEPHBIX ceTeil 271
Tema 2.1. Mapmpyrusauusi u | Codeporcanue 137
KOMMYTaIHUs. 1 | BBegenue B MacIuTAGHpOBaHHe ceTeil

MacmrabupoBanue cereii

Peanusanus npoexra ceru. IIpoekt uepapxuueckoii cetu. Pacunpenue cetu. Beibop

ceTeBbIX ycTpoiictB. KomMyTannonHOe 060pynoBaHue. MapHipyTu3aTopsl. Y IPaBILIOIIIE

YCTPOHCTBA.

H36bITOuHOCTH LAN

IMousitist mpoTokoJia spanning-tree. Ipeanasnadenne mpoTokosa spanning-tree. TpuHnumn

padoter STP. Tunst npotokono STP. Hactpoiika npotokona STP. Hactpoiika PVST+.
Hacrpotika Rapid PVST+. [Ipo6iems Hactpoiiku STP.
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3 | ArperupoBaHue KaHAJIOB
OCHOBHBIE TIOHATHS arperupoOBaHUs KaHAIOB. ArperupoBaHue kaHanos. [Ipuniun paGoTsl
EtherChannel. Hacrpotika arperupoBanus kananos. Hacrpoiika EtherChannel. TIposepka,
MOMCK M YCTpaHEHHE HemoJianok B padore EtherChannel

4 | BecnipoBOHbIE JIOKAJIbHBIE CETH
Konuenuunu 6ecripoBosiHO# cBsizu. BBeneHne B 6ecnipoBoHyto cBsi3b. KoMIOHEHTHI ceTeit
WLAN. Tomosoruu cereit WLAN 802.11. [Mpuuuumns: paboThl 6ECIIPOBOAHOMN JIOKATBHON
cetu. Ctpykrypa kaapa 802.11. dyHkuroHnpOBaHHE OSCIPOBOIHOMN CBSI3H. YIIpaBlICHUE
KaHasamu. be3omacHocTh OecripoBOAHBIX JTOKAIBHEIX ceTeil. Yrpo3s! st cereid WLAN.
Oo6ecneuenue 6e3onacHoctu WLAN. Hactpoiika 6ecripoBOAHBIX JIOKAIbHBIX CETEH.
Hacrpoiika 6ecipoBoiHOTO Mapuipyru3atopa. Hactpoiika OecripoBOHBIX KIHEHTOB.
Iowuck u ycrpanenue Henonaaok B pabote cereit WLAN.

5 | Hacrpoiika u ycTpaHenue HenoJ1afok B padore OSPF pas oxnoii o61actu
Pacumpennsie mapameTpsl mpotokosna OSPF s oxHoO#M obnacti. Mapupyruzanuus Ha
ypOBHsiX pactpezenenus u siapa. OSPF B ceTsix ¢ MHOKECTBEHHBIM JIOCTYIIOM.
PacnpocTpanenue MapuipyTa o ymondanuto. TouHas HacTpoiika unrepdeiicor OSPF.
Bammra OSPF. Ycrpanenue Hemonanok peanu3anuu npotokosna OSPF mst oxHo#M o6macTw.
CocTaBJstoline MpoLeAyphl MOMCKA U yCTpaHeHus Henoaaaok B pabore OSPF st oxHOM
o6unacru. [Touck U ycTpaHeHHe Henonanok B Mapupyrusaunu OSPFV2 st oxHoM
obnacru. [Touck u ycrpanenue Henonaaok B OSPFV3 st oxHO# 06nacTu

6 | OSPF pasi HeckoJbKHX o0siacTeii
Hpunimn paboter OSPF st Heckonbkux obnacreit. Hasnauenne OSPF st HECKOMBKIX
obmnacreit. [Ipuauun pabots! makeroB LSA 8 OSPF miist Heckomnpkux obnacreit. Tabnuma
MapiipyTu3anu 1 tansl Mapuipyros OSPF. Hactpoiika OSPF st Heckonbkux 00IacTeit.
Hactpotiika OSPF mis Heckoubkux obuacreil. O6senunenue Mapmpyros OSPF. ITposepka
OSPF 151 HECKOJIBKHUX 00J1acTE.

B mom uucne npakmuueckux 3auamui u PAMOPHBIX P 60

1 | Pa3BepThiBaHME KOMMYTHPYEMOI1 CETH C Pe3epBHBIMH KaHAJIAMHU

2 | Hacrpotika Rapid PVST+, PortFast u BPDU Guard

3 | Hacrpoiika nporokomna GLBP

4 | Onpenenenne THIOBBIX omUO0K KoH(puUrypanuu STP

5 | Hacrpoiika EtherChannel

6 | ITouck u ycTpaHeHue HenoJiaok B padbote EtherChannel

7 | ArperupoBaHue KaHAJIOB

8 | Hacrpoiika 6ecripoBOIHOTO MapuIpyTH3aTopa M KIHeHTa
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9 | Hacrpoiika 6a3oBoro mpotokosna OSPFv2 mnst oxHO#M oOnactu

10 | Hactpoiika OSPFV2 B ceT MHOXKECTBEHHOTO JIOCTYIa

11 | Hacrpoiika pactuunpennsix ¢pynkuuii OSPFv2

12 | ITouck 1 ycTpaHEHHE HENONaI0K B paboTe OCHOBHBIX IpoTokonoB OSPFv2 u OSPFV3 s
0J1HOH 0061acTu

13 | IMouck u ycTpaHeHHe HEeMmoJIaI0K B paboTe yCOBEPIICHCTBOBAHHOTO poTokoia OSPFv2
U1 OHOM 00acTu

14 | BnageHne HaBbIKAMH MTOMCKA U YCTPAHEHUs! Hemouaaok B pabote OSPF

15 | Hactpotiika OSPFV2 st HeckoJIbKUX o0nactei

16 | Hactpoiika OSPFV3 st Heckobkux obacreit

17 | Ilouck u ycTpaneHue Henonanok B pabore OSPFv2 u OSPFV3 juis HeckoJIbKUX 00aacTeit

Tema 2.2. Coenqunenne cereii. | Codepicanue 134

1 | IHoakao4YeHue K ri100aJbLHOM ceTH
0O030p TexHosoruii riodansHoi ceru. Llens co3nanus rnodanbHbIx cerelt. [Tpunmun
paboTsI ri00aEHOM ceTu. Bribop TexHOMornK riodanbHoi cetn. CepBUCH IT00ATBHOM
cetu. IHppacTpyKTypsl 4aCTHBIX TI00aNbHBIX ceTeil. IHppacTpyKTypa 001en0cTymHON
r00anbHO# ceTr. BeIOOp cepBHCOB riI00anbHOI ceTH.

2 | CoenMHEeHUE KTOYKA-TOYKA»
O030p MOCIEOBATEIBHOTO COEAUHEHHUS «TOUKA-TOUKa». CBs3b [0 NOCIEA0BATEIEHOMY
kanany. Mukancyssiunst HDLC. Tlpuniun padotsr npotokosa PPP. [Ipenmyiiectsa
npotokoia PPP. LCP u NCP. Ceancsr PPP. Hactpoiika mporokosia PPP. Hactpoiika
npotokoia PPP. Ayrenrudukanust PPP. Otnagka coequaennit WAN. Otnanka PPP.

3 | PenteHust INHPOKONOJIOCHOTO A0CTYyHA
VY nanéunas pabora. [IpenmyriectBa ynanéunoit pabotsl. busnec-rpeboBanus s
yIanéHHbIX paboTHUKOB. CpaBHEHHE peIIeHUH IHPOKOIoIocHoro nocryna. Kabens. DSL.
BecripoBo iHbIE HIMPOKOTIOIOCHBIE CETH. BBIOOP pelIeH i IIMPOKOIIOIOCHOTO JOCTYIIA.
Hacrpotika mogkmodenuii XDSL. O630p PPPOE. Hacrpoiixa PPPOE.

4 | BammTa Mex(PUINAIBLHOI CBSI3H
Cetu VPN. OcuoBsl cereit VPN. Tunsi cereit VPN. Tynnenn GRE mexny oobexramu.
Ocuosst GRE. Hactpoiika Tynueneit GRE. O6uwe cBenenus 06 IPsec. 3amura npotokona
IP. Ctpyxrypa nporoxona IPsec. Y nanénusiii noctyn. Pemenus VPN st ynanénuoro
poctyna. Cern VPN ynanénnoro nocryma ¢ ucronbp3oBanueMm IPsec.

20


http://www.abbyy.com
http://www.abbyy.com

5 | Monutopunr Cern

Syslog. Mpuniun padotsr Syslog. Hactpoiika Syslog. SNMP. TIpunuun pa6otsr SNMP.
Hacrpoiika SNMP. NetFlow. ITpunmun pa6orsr NetFlow. Hactpoiika NetFlow. TTpoepka
Moieneit Tpaduka.

6 | Ornaaka ceTn

TTowcK 1 ycTpaHEHHE HEMOAI0K C MCIOJIB30BAHUEM CHCTEMHOIO Noaxoaa. JIoKyMeHTaus
no cetu. [Iponexypa MOUCKa U yCTpaHEHHsT HENOIAIOK. V301s1#s mpo6IeMbl ¢ MOMOIIBLIO
MHOTOYPOBHEBBIX Mozenelt. Omnaaka cetn. CpeicTBa IOUCKA U YCTPaHEHHUS HETIOIAIOK.
CHMIITOMBI ¥ IPUYKMHBI OTIIAIKH ceTH. [IOMCK U yCTpaHEeHHe HEMoIa 0K CBs3M B ceTsx IP.

B mom uucne npakmuueckux 3anamuil u 1a60pamopHuuix padom 58
1 | Hacrpoiika 6a3oBoro PPP ¢ ayrenTu(uKkanuei
2 | Otnaaka 6a3oBoro PPP ¢ ayrentudukanmeit
3 | IIposepka PPP
4 | Hactpoiika mapuipytu3saropa B kadectse kinenra PPPOE s momkmrouenust DSL
5 | Hacrpoiika tynnens VPN GRE no cxeme «rouka-Touka»
6 | Pa3paboTka TeXHHYECKOTr0 00CITy)KUBAHUS CETH
7 | Hactpoiika Syslog u NTP
8 | M3yyenue nporpaMmHOro obecrnedeHus: Juisi MOHUTOPHHTA CETH
9 | Hacrpoiika SNMP
10 | C6op u anann3 mnanssix NetFlow
11 | MacTpyMeHTapHii CETEBOr0 aMUHKUCTPATOpa AJisl HAOMIOACHHS
12 | Cooii B paboTte cetu
13 | Pa3paboTka JOKyMEHTAINH
B ToM yncie caMocTosTeNIbHAs paboTa 2
YyeOHasi npaKTHKa
nepeyeHb pador:
1. yd4acTue B IPOEKTHPOBAHHUM CETEBOM HHPPACTPYKTYPHI;
2. ydacTHe B OpraHH3aLU{ CETEBOrO aIMHHHUCTPHPOBAHYIS, 144
3. 9KcIulyaTalus 00BbEKTOB CETEeBOH HHPPACTPYKTYPHI;
4. ydacrtHe B ynpaBJIECHHHU CETEBBIMHU cCep
5. Bucawmy,
6. yuacTHe B MOJCPHHU3ALMH CETEBOI HHPPACTPYKTYPHI.
IIpou3BoacTBeHHAs] NPAKTHKA pa3jeia
nepevyeHb padoT: 180
1. yuactue B pa3pabOTKe METOJIOB, CPEJCTB M TEXHOJIOTHI MPUMEHEHHs 00BEKTOB MPO(eCCHOHANBHOMN eI TeIbHOCTH;
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2. mpoBezneHHe NPODUIAKTUIECKUX padOT Ha 0OBEKTaX CeTeBOI MHPPACTPYKTYPhI U pabOUNX CTAHLHSIX;
3. ydyacrtHe B MHBEHTApH3alUH TEXHHYCCKUX CPEACTB CETEBON MHPPACTPYKTYPHI, OCYLIECTBICHHE KOHTPOIIS HOCTYIHBILETO U3
peMoHTa 000pyIOBAHHSI.

IIpomexxkyTouHAasi aTTecTALUA — IK3aMEH 110 MOTYJII0

Bceero

803
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3. CHEIIUAJIBHBIE YCJIOBUS PEAJIM3AIIAU IPUMEPHOM ITPOT'PAMMb1
MNPOP®ECCHUOHAJIBHOI'O MOAYJIAA
IM.01 BBIIMTOJTHEHHME PABOT 110 MPOEKTUPOBAHUIO CETEBOM
NHOPACTPYKTYPbBI

3.1. O6pa3oBaTe/ibHbIE TEXHOJIOTHH

TexHomoruu oOOydYeHHs] BBIOMPAIOTCS TaKUM 00pa3oM, YTOOBI YYWUTHIBATh WHIUBUIyaTbHBIC
KOMMYHUKAIIMOHHBIE M y4eOHbIe crrocoOHocTH oOydaromuxcs ¢ OB3 u criocoOCTBOBaTh MX COIUATIBHON U
npoeCCHOHANILHON ajanTtaii. B 00pa3oBaTeIbHOM TMPOIECCE HCIONB3YIOTCS COIMATbHO-aKTUBHBIC H
pediekcBHBIE METOJbI OOYYCHHUs, TEXHOJOTMU COIMOKYJIbTYPHOH peaOWIMTAllMd C IIeJbI0 OKa3aHUs
MOMOIIM B YCTAHOBJICHUH TIOJIHOLIEHHBIX MEXJIMYHOCTHBIX OTHOIICHUH C JPYTMMHU CTYACHTaMH, CO3JIaHUU
KOM(OPTHOT'0 TICUXOJIOTMYECKOT0 KIIMMATa B CTYICHUECKOW TPYIIIIE.

B kayectBe 00pa30BaTENbHBIX TEXHOJOIHM, HCIONB3YeMbIX HpPU pPEaTH3allid Pa3IMYHBIX BUIOB
yueOHOM paboThl W jAaromux HambOonee 3(PQPeKTUBHBIE PE3YJIbTaThl OCBOSHHUS JAaHHOW aJarTaldiOHHOM
JTMCUUTUIMHBI, TIPUMEHSTIOTCSL:

- JIeKIIMOHHO-CEMUHApPCKasi CUCTeMa - JIaeT BO3MOXKHOCTh CKOHIICHTPUPOBaTh Marepuail B OJOKU H
NPENOJHOCUTh €r0 KaK eIWHOe IeJoe, a KOHTPOJIb NPOBOJHUTH IO TPEABAPHUTENBHOW IOATOTOBKE
00y4JaroIIXcs.
- MH(DopMaMOHHO-KOMMYHHKAIIMOHHBIE ~ TEXHOIOTMM -  JIAIOT  BO3MOXKHOCTH  IPEMOJaBaTeIIo
BU3YaJM3UPOBATh MPOLECC YCBOCHUs Y4eOHOro MaTepuana OOYyYarOIUMHCS, UCTONB3Ysl MHTErPAlHIO0 B
OJHOM TMPOTPAMMHOM TPOAYKTE pa3HOOOPa3HBIX BHUAOB WH(POPMALMH, MPEIOCTABISAIOT YAOOHBIC
BO3MOKHOCTH pabOThI C MAaTEPUAIIOM 32 CYET HEIMHEHHOW OpraHu3alliyi KOHTEHTa (BBIICIICHHS KITFOUYCBBIX
OOBEKTOB M OpPTraHU3aIMX EPEKPECTHBIX CCBUIOK MEXY HUMH).
- Texnomorust oOy4eHHMss B MajbIX TpyNmax - TPEANOJaraeT OpTaHU3aAIMIO TPYII OOydYaIOUIHXCH,
paboTaIOMMX COBMECTHO HAJ pEIICHHEM KaKOH-THOO MpoOJIeMBl, CIy>KUT NPEKPAacHOW MOATrOTOBKOM K
MIPOEKTHOM JeSITENbHOCTH 00YJaIOLIIXCSl.
- WrpoBasi TEXHOJIOTHS - CIOCOOCTBYET Pa3BUTHIO NMO3HABATEIbHBIX HHTEPECOB, AKTHBH3AIINH JCATCILHOCTH
YUaIUXCsl, YCTAHOBJICHUIO KOMMYHHUKATHBHBIX CBSI3CH.
- Texunomnorus npobaemHoro odydenus. OcoO0eHHOCTh MPOOIEMHBIX METOJI0B COCTOUT B TOM, YTO METOIBI
OCHOBaHbI Ha CO3/[aHUU MPOOJIEMHBIX CHUTyalllld, aKTUBHOM MMO3HABATEIILHOW JCATEIIbHOCTH OOYYarOIIUXCS,
COCTOSIIIIMX B TIOMCKE M PEIICHUU CIIOHBIX BOIIPOCOB, TPEOYIOIINX aKTyaIH3alluy 3HAHHI, aHATH3a.
- Y4eOHO-METOMYECKUI MaTepHrall 10 AUCIUILTNHE, BKIIOYAIONIMNA B ce0s METOIUYECKUE YKa3aHUs JUIs
CTYZICHTOB W KypC JICKIUH, MPEIOCTABISETCS CTYJACHTY C OTPAHUYCHHBIMU BO3MOXKHOCTSIMH B TICYATHOM U
aneKTpoHHOM Buje. [Ipu 3ToM mHpOpMaius nonaercs B (Gopmax, aIanTHPOBAHHBIX ISl O0YYArOIIUXCS C
KOHKPETHBIMH OTPAaHUYCHUSIMH UX 3JI0POBBSI:

1. nast cTyAeHTOB ¢ HAPYIIEHHSIMH 3PeHHMsl - B I€YaTHOH (opMe C yBETMUEHHBIM HIPUPTOM, B

ANEKTPOHHOM popme; B hopme ayanodaiina u Ha si3pike bpaiist (mpu He0OXOAUMOCTH);

2. IJS CTYJAeHTOB ¢ HAPYUIEHUSIMU CJIYXa - B TIeYaTHOM (hopMe U B pOpMe IMEKTPOHHOTI'O JOKYMEHTA,;
3. IS CTYIE€HTOB ¢ HAPYUIEHHSIMU ONOPHO-IBHIaTeJILHOTO aNmapaTra - B MEYaTHOW (Gopme U B

(bopMe EKTPOHHOTO TOKyMeHTa,; ayanodaiina (Ipu HeoOXOAUMOCTH).

AKTUBHBIE U HIHTEPAKTUBHBIE (DOPMBI POBEICHUSI 3aHITUN, UCTIOIb3yEeMbIE B Y4eOHOM MpoIiecce

Bux Hcnonb3yeMble aKTUBHbIE Pa3paboranHble yueOHO-MeTOIMYeCKHE
Cemectp sansras® [FHTEPAKTHBHBIE (¢hopMbI NpoBeneHns| MaTepHuaJbl, 00eceYHBAIOLIE PeaJIu3aluio
3aHATHHI ¢opmbI npoBeeHUs 3AHATHH
4 o TemaTudeckue Mpe3eHTaly, HIeKTPOHHBIE
Kpyrunsrii cton,
J 00pa3oBaTeIbHBIE PECYPCHI, OIIOPHBIE KOHCIIEKTHI
npoOIeMHas JICKITHS .
JIeKII
TBOPUYECKUE 3a1aHU; pa6OTa B MaJIBIX HpC3CHTaHI/H/I, KOHTEKCTHBIC KEHCHI B 3JICKTPOHHOM
I3, C rpymnmax; BUJIE, IPAKTUUECKUE 3alaHus], METO/ KEHCOB, AeN0oBast
nrpa

*) Jl-nexums, [13 — npaktuueckue 3ausaTusi, C — ceMUHAPBI
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3.2. TpeGoBaHMsA K MUHMMAJIbHOMY MATEePHATbHO-TEXHMYECKOMY 00ecnedeHUI0

Peanuzanus  aganTallMOHHOTO  NPO(ECCHOHATBHOTO  MOAYNIs  TpeOyeT  HaluyMs
CIEeLUAILHO 000PYIOBAHHOI0 Y4€OHOTO Kilacca ¢ y4eTOM MOTPeOHOCTEN JIUI C OrpaHUYEHHBIMU
BO3MOXHOCTSIMHU 3JJ0POBBS Pa3HbIX HO30JIOTHI.

Ob6opynoBanue y4eOHOTO KaOMHETA!

- N0CaJIOYHbIE MECTa [0 KOJIMYECTBY OOyUaroIuXcs;

- pabouee MecTo MpernoiaBaTes;

- KOMIUICKT Y4€OHO-HATJISITHBIX TT0COOMIA

TexHuueckue cpeacTBa 00yUeHHUs

- APM npenonaBarens ¢ JIMLEH3MOHHBIM IPOIPaMMHBIM 00€CIIEUEHUEM,

- MYJIBTUMEIUATIPOEKTOP,

- MOYV.

Hanuuue 3BykoycwinBaromied anmaparypbl, MYJIbTUMEIUNWHBIX CpPEACTB U JAPYIHX
TEXHUYECKUX CPEJICTB NpHUeMa-liepenaadn ydeOHoW uHpOopManuu B JOCTYNHBIX (opMmax It
oOyJarommxcsi ¢ HapymeHusAMHU ciryxa. st cmabocnplmamux o0ydaromxcsl UCIOIb30BaHHe
CYPIOTEXHUYECKHUX CPECTB SIBISETCSA CPEICTBOM ONTUMM3ALNU y4eOHOTO MpoIecca, CpeaCTBOM
KOMIICHCAIIUM YTPaueHHOW WM HapyLIeHHOH ciiyxoBoil ¢pyHKiuu. TexHosoruu 6ecrpoBoIHOM
nepenaun 3Byka (FM-cucrembr) sBisitoTcs A()(GEKTHBHBIM CpPEICTBOM Uil YAYYIICHUS
pa3bopPUMBOCTH peun B MpoLecce 00yueHHUs.

VYuebHast ayauTopus, B KOTOpOil oOyuaroTcs oOydaromuecs C HapylIeHHEM CIyxa,
00opy/J0BaHa PpAJUOKIACCOM, KOMIIBIOTEPHOW TEXHUKOH, ayIMOTEXHHKOH (aKyCTHUYEeCKuil
YCUIIUTENIb ¥ KOJIOHKH), BHJCOTEXHHKOH (MYJIbTUMEIUHHBIH MHPOEKTOpP, TEJIEBH30D),
ANIEKTPOHHOU JOCKOH, TOKYMEHT-KaMepoHl, MyJabTUMeIuiHoW cuctemMoil. OcoOyi pojb B
00y4eHUH CclIabOCIbIIAIINX TAKXKE UTPAIOT BUJEOMATEPHATIBL.

Hamnure KOMIBIOTEPHON TEXHUKH, HCIONB3YIOMIEH cucremy bpaiins (penbedHo-
TOYEYHOro MmpuQTa), 3JICKTPOHHBIX JIYM, BHUACOYBEIUYUTENICH, MPOrpaMM HEBU3YaIbHOTO
JocTyla K MH(pOpManuy, MporpaMM - CHHTE3aTOPOB peUYM U APYIrUX TEXHUYECKUX CPEICTB
npuema-nepenaud  yueOHol uH(popManuu B JOCTYNHBIX Qopmax sl oOydaroumxcs c
HapyLICHUSMH 3pEHUS.

KomnbroTepHpie TH(HIOTEXHONOTHH 0a3sHUpPyIOTCs Ha KOMIUIEKCE AamnlapaTHBIX |
NPOTPaMMHBIX CpPEACTB, 00ECHEeUMBAIOIIMX MPeoOpa3oBaHHE KOMIBIOTEPHOH HH(pOpManuu B
JOCTYIIHBIC JIJIS HE3pSYUX U ciaaboBuasumx (Gopmbl (3ByKOBOE BOCIPOU3BEICHHUE, peibeHO-
TOYCYHBII WM YKPYIHEHHBII TEKCT), U MO3BOJISIOT UM CAMOCTOSATENILHO PadOTaTh Ha OOBIYHOM
NEPCOHATIBLHOM KOMITBIOTEpE C MPOrpaMMaMu OOIIEro Ha3HAYCHHUS.

TudnorexHnyeckrue CpeacTBa, UCIOIb3yeMble B yueOHOM IpoLecce i 00yJyaromuxcs ¢
HapYIIEHUAMHU 3pEHUS, YCIOBHO JAEIATCS Ha JIBE TPYIIIBL. CPEACTBA AJIS YCHWIEHUS OCTaTOYHOIO
3peHHsl M CpelcTBa NpeoOpa3oBaHMsA BHU3yalbHOM HHGOpPMALMUM B ayAHO- U TaKTHJIbHBbIE
curHanel. [lng cnaGoBuisgmux oOydyarolmMXcsi B JIGKIMOHHBIX M y4eOHBIX ayIUTOpUsX
HpeIyCMOTPEHa BO3MOXKHOCTh MPOCMOTpA YAAICHHBIX 00BEKTOB (HampuMep, TEKCTa Ha JOCKE
WIH Cllaiia Ha SKpaHe) IPH MOMOILH BUICOYBETUUUTEIICH IS yIaJICHHOTO IIPOCMOTPA.

Hanuuue KOMNBIOTEPHON TEXHUKH CO CHELUAIbHBIM IPOTPAMMHBIM O0€cIeYeHUEM,
aJaliTUPOBAHHON [UIsl JIMI ¢ OTPAaHWYCHHBIMM BO3MOXHOCTSIMU 3I0POBbs, aJIbTEPHATHBHBIX
yCTpOICTB BBOJA MH(OpPMALUU M JPYTUX TEXHUYECKUX CPEICTB INpHeMa-lepenadn ydeOHOM
uHpopMallM¥d B JOCTYNHBIX (opmax s 0OydalolUXcss C HapyLIEHWSIMHU OIOPHO-
JIBUTraTeNpHOro ammapara. Jlng oOydaromuxcss € HapyHIEHMSIMH  OINOPHO-JIBUraTeIbHOTO
arrapara IpeJyCMOTPEHO HCIIOJIb30BaHNE aTbTEPHATUBHBIX YCTPOUCTB BBOIAa HH(OPMAIIHH.

3.2. UudopmaniuoHHOe 0fecrieyeHne peaTn3aliu MporpaMmbl
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Jlns peanuszallid OPOrpaMMbl OMOIMOTEUHBIH (OHI 0OpPA30BATENBHON OPraHU3al <
JIOJDKEH UMETh MeYaTHble U/UIH 3JIeKTPOHHBIE 00pa3oBaTesbHble 1 MH(POPMAIIMOHHBIE PECYPCHI,

PCKOMCHAYCMBIC IJId UCIIOJIb30BAHUS B O6pa3OBaTeJ'ILHOM nmpomnecce.

3.2.1. IleyaTHbIC U3AAHNUA
1. bapunos, B.B. Komnbrotepusie cetu: Yuebnuk / B.B. bapunos, 1.B.
bapunos, A.B. [Iponerapckuii. - M.. Academia, 2018. - 192 ¢
2. H.B. Makcumos, N.W. ITormos. KomnbroTepHbie cetu [DnekTpoHHbIH pecypc]: yueo.
ITocobue -M.: DOPYM: UHDOPA-M 2017.
3. Hosoxwios E.O. Komnsrorepusie cetn.—M.: OULL «Akanemust, 2016.

3.2.2. DueKTpoHHbIEe W3JaHUs (JJIEKTPOHHbIE PeCypChI)
1. O6pazoBarenbHas mwiardopa «KOpaiT» https://urait.ru/news/10641P
2. CIIO B OBC 3nanuyM https://new.znanium.com/collections/basic 1P.31.44.94.39
3. D0C «Pycckoe cinoBo» DieKTpoHHBbIE (HOPMBI y4eOTHKOB, pabouue TeTpaju,
nocoous u UHTEPAKTUBHBIC TpEHaKEePBbI

https://forms.yandex.ru/u/5e6f667c2f089d0b3be3ed6a/ IP aapec: 93.158.134.22. TlonpoOHee Ha
caiite: https://xn—-dtbhthpdbkkaet.xn—plai/articles/81165/ IP agpec: 193.124.206.248

4. DnextponHas 6ubnmorexa M3narenbckoro nenTpa «Akagemus» https://academia-
library.ru/

5. Cucrema 31eKTpoHHOTO 00ydyeHus «Akanemus-Menua 3.5» https://elearning.academia-
moscow.ru/

6. MHTepHeT-moOpTall MOCKOBCKOTO CPEAHEro MpOo(ecCHOHAIBHOTO O0pa30oBaHUS
https://spo.mosmetod.ru/IP.195.9.186.84

7. OO6pa3zoBaTenbHbIC pecypcbl Axanemus Bopaaxuinc Poccust
https://worldskillsacademy.ru/#/programs IP: 82.146.50.206

3.2.3. lonoJHUTeIbHbIE HCTOYHUKH (1pu HeoOX00UMOCMIL)

1. Ky3un, A.B. Kommnetotepusie cetu: Yueonoe nocooue / A.B. Ky3un, /I.A. Ky3uH. -

M.: ®opywm, 2018. - 704 c.

2. Cmensuckuid, P.JI. Komnbrotepnsie cetu. B 2 1.T. 2. Cetu DBM / P.JI. Cmensuckuii. -

M.: Academia, 2016. - 448 c.
4, KOHTPOJIb n OIIEHKA PE3YJIbTATOB OCBOEHUA
MNPO®ECCUOHAJIIBHOI'O MOAYJisA IIM.01 BBINOJIHEHHUE PABOT 1O
IMPOEKTUPOBAHUIO CETEBOM NHO®PACTPYKTYPBI

Kon 1 HanMmeHOBaHKE

PO eCCHOHATBHBIX U OOIIIX Kputepun oneHkn Mertonpl o1leHKH

KOMITETEHITHH, (OPMHUPYEMBIX B
pamMKax MOIYIIS

[IK 1.1. BeimonuaTs O1eHKa «OTIHYHOY» - TEXHUIECKOE Ok3amMeHn/3auer B popme

HPOEKTHPOBaHNE KaOeIbHOM 3aJjaHue POaHAIN3UPOBAHO, AITOPUTM | coOecemoBaHus:

CTPYKTYpBI KOMIIBIOTEPHOH CETH. | pa3paboTaH, COOTBETCTBYET IPAKTHYECKOE 3a7aHue IO
TEXHUYIECKOMY 3aIlaHHIO  O(OPMIIEH B | TIOCTPOEHHIO aJITOPUTMA B
COOTBETCTBHU CO CTaHAAPTaMH, COOTBETCTBHU C
MOSICHEHBI €r'0 OCHOBHBIE CTPYKTYPBHI. TEXHUYECKHM 3aJJaHAEM

Or1eHKa «XOPOUI0» -aJTOPUTM
pa3paboTaH, opopMJIcH B

COOTBETCTBHHU CO CTAaHAAPTAMHU U 3ammTa OT4ETOB 110
COOTBETCTBYET 3aJIaHUIO0, TIOSCHEHBI MIPAKTHYECKUM H
€ro OCHOBHBIE CTPYKTYPHI. nabopaTtopHbIM paboTaM

O1eHka «yA0BJIETBOPUTETBHOY -
ANTOPUTM pa3paboTaH u
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COOTBCTCTBYCT 3a1aHUIO.

[IK 1. 2. OcyuiecTBnATH BBIOOp
TEXHOJIOTMHU, HHCTPYMEHTAIIBHBIX
CPEJICTB U CPE/CTB
BBIYUCITUTEITBHOW TEXHUKH TIPH
OpraHu3aliy mporecca
pa3pabOTKH M HCCIICIOBAHUS
00BEKTOB TTpoecCHOHaTHLHOM
JIeSITEITbHOCTH.

O11eHKa OTIIMYHO» - TEXHHUECKOES
3aJlaHKe MPOAHATU3UPOBAHO, AIITOPUTM
pa3paboTaH, COOTBETCTBYET
TEXHUYECKOMY 3aJ]aHUI0 U OOpMIIECH B
COOTBETCTBHH CO CTAHIAPTaMH,
MOSICHEHBI €r'0 OCHOBHBIE CTPYKTYPBHI.
O1ieHKa «XOPOII0» -alTOPUTM
paspaboraHn, ohopMIIcH B
COOTBETCTBHU CO CTAHJAPTaMH U
COOTBETCTBYET 3/IaHUI0, TOSICHEHEI
€r0 OCHOBHBIE CTPYKTYPBI.

OneHka «ya0BJIETBOPUTEIBHO -
aJITOPUTM pa3paboTaH U
COOTBETCTBYET 33/IaHUIO.

Ok3amMeHn/3auer B opme
cobeceoBaHus:
MPAKTUIECKOE 3a/IaHUE IO
MOCTPOCHUIO aNITOPUTMA B
COOTBETCTBHH C
TEXHUYECKUM 3aJaHUEM

3ammTa OT4ETOB 10
IMPAKTUYCCKUM U
71a00paTOPHBIM padoTaM

IIK 1. 3. OGecnieunBaTh 3aLIUTY
WH(OPMAIIUH B CETH C
WCTIOJI30BaHUEM MPOrPaMMHO-
anmapaTHbIX CPEACTB.

OneHka OTIMYHO» - TEXHHUECKOE
3aJlaHre MPOAHATTU3UPOBAHO, AITOPUTM
pa3paboTaH, COOTBETCTBYET
TEXHUYECKOMY 3aJJaHHI0 U OOopMIIEH B
COOTBETCTBUU CO CTaHAAPTAMH,
MOSICHEHBI €I'0 OCHOBHBIE CTPYKTYPHI.
OrneHka «X0pomo» -ajaropuTM
paspabotaH, opopmIieH B
COOTBETCTBHU CO CTaHAAPTAMH U
COOTBETCTBYET 33JJaHUIO, ITOSICHEHEI
€r0 OCHOBHBIE CTPYKTYPBHI.

OmeHka «y10BJIeTBOPUTEIbHO» -
aJTOPUTM pa3paboTaH u
COOTBETCTBYET 33JJaHUIO.

Ok3amen/3auer B hopme
co0eceoBaHMs:
HPaKTHYECKOE 3a[aHue 110
HOCTPOCHUIO aJrOPUTMA B
COOTBETCTBHU C
TEXHUYECKHM 33/IaHHEM

3ammra OT4ETOB 110
MIPAKTHIECKUM H
nmabopaTOpHBIM paboTam

[IK 1. 4. IIpuanMath ygactue B
IMPHUEMO-CAATOYHBIX UCIIBITAHUAX
KOMIIBIOTEPHBIX CETEH U CETEBOTO
000pyIOBaHUS Pa3IHIHOIO
YPOBHS U B OIICHKE KauecTBa U
HKOHOMUYECKOH 3 (HEeKTHBHOCTH
CETEBOU TOIOJIOTHUH.

OneHka OTIINYHO» - TEXHHUECKOE
3aJlaHre MPOAHATTU3UPOBAHO, AITOPUTM
pa3paboTaH, COOTBETCTBYET
TEXHUYECKOMY 3aJJaHHI0 1 0popMIIEH B
COOTBETCTBUU CO CTAaHAAPTAMH,
MOSICHEHBI €r0 OCHOBHBIE CTPYKTYPHI.
O1eHka «X0pomI0» -aJrOpUTM
paspabotaHn, oopMIICH B
COOTBETCTBUU CO CTAaHAAPTAMH U
COOTBETCTBYET 3a/IaHUIO, TOSCHEHBI
€ro OCHOBHBIE CTPYKTYPHI.

OneHka «y10BJIETBOPUTEIBHO -
QJITOPUTM pa3paboTaH u
COOTBETCTBYET 33JJaHUIO.

DOk3amen/3auer B opme
co0eceoBaHMS:
NPAKTHYECKOE 3a[aHue TI0
HIOCTPOCHUIO aJITOPUTMa B
COOTBETCTBHU C
TEXHUYCCKUM 3aJaHUEM

3amuTa OTYETOB 110
NPAKTUIECKUM U
nabopaTtopHbIM paboTaMm

[IK 1. 5. BeimonHATE TpeOOBaHMS
HOPMaTHUBHO-TEXHUYECKOU
JIOKYMEHTAIINH, UMEThH OITBIT

o opMITCHUS TTPOEKTHOM
JIOKyMEHTAIIHH.

O11eHKa KOTIIMYHO» - TEXHUYECKOE
3aJjaHue TPOAHATN3UPOBAHO, AJTOPUTM
pa3paboTaH, COOTBETCTBYET
TEXHUYIECKOMY 3alaHHIO B 0(OPMIIEH B
COOTBETCTBHU CO CTAH/IAPTaMH,
IIOSICHEHBI €70 OCHOBHBIE CTPYKTYPBHI.
Or1eHKa «X0pONUI0» -aJTOPUTM
pa3pabotaH, opopMJIcH B
COOTBETCTBUU CO CTAHAAPTAMH U
COOTBETCTBYET 33/IaHUI0, TOSICHEHBI
€r0 OCHOBHBIE CTPYKTYPBI.

O11eHKa <yI0BJIETBOPUTEIbHO -

Dk3ameH/3a4eT B popme
co0ecemoBaHUS:
HPaKTHYECKOE 3a7aHue TI0
HIOCTPOCHUIO aJITOPUTMA B
COOTBETCTBHHU C
TEXHUYECCKNUM 3aJaHUEM

3ammra OT4eTOB 10
IMPAKTUYCCKUM U
nabopaToOpHBIM paboTaM
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aNropuTM pa3paboTaH u
COOTBETCTBYET 3aJIaHUIO.

OK 01. Bei6upatb cnocoOsl
penreHus 3aaa4y
npodecCHOHATBHOMN
NeSATeITbHOCTH, IPIMEHNUTEIBHO K
Pa3IMYHBIM KOHTEKCTaM.

- 000CHOBAaHHOCTH ITOCTAHOBKH IIEIIH,
BBIOOpA M IPHMEHEHHSI METOIOB U
CHOCO00B pemIeHus MPoPecCHOHATBEHBIX
3ajad;

- QJIeKBaTHAs OLIEHKA M CaMOOIIEHKa
3(pPeKTUBHOCTH U KauecTBa
BBINOJTHEHNS TPO(ECCHOHANBHBIX 33/1a4

OIT 02.Ocy111eCcTBIATh OUCK,
aHaJIu3 ¥ HHTEPIIPETAIINIO
nH(pOpPMAaIUH, HEOOXOTUMO ISt
BBITTOJIHEH U 347134
npogeCCHOHANTBHOM
JIEATENBHOCTH.

- UCIOJIb30BaHNE PA3IUYHBIX
HWCTOYHHUKOB, BKJIKOYasd 3JICKTPOHHBIC
pecypcesl, Mmeauapecypcesl, IHTepHET-
pecypcesl, NEPUOINYECKUAE U3TaHUS 110
CIELIUAIbHOCTH VISl PELLIECHHUS
pohecCHOHAIbHBIX 33J1a4

OK 03. [Tnanuposath 1
pean30BbIBaTh COOCTBEHHOE
npoheccHOoHaTBFHOE U TMYHOCTHOE
pasBHTHE.

- ICMOHCTPAITUS OTBETCTBEHHOCTH 32
MPUHATHIE PEHICHUS

- 000CHOBAaHHOCTH CaMOaHaIN3a U
KOPPEKIIUs PE3yIbTaTOB COOCTBEHHOM
paboTHI,

OK 04. PaboraTh B KOJUIEKTUBE U
KoMaH e, 3HEeKTHBHO
B3aMMOJIEHCTBOBATE C KOJIIETAMH,
PYKOBOJICTBOM, KJIHEHTAMHU.

- B3aUMO/ICUCTBHE C 00 yYaAIOIIUMHECH,
MpenoaBaTensIMi U MAaCTepaMH B XOJIC
00y4eHws, ¢ pyKOBOIAUTEISIMHA YI€OHOMH
Y TIPOU3BOJICTBEHHOMN MPAKTHK;

- 000CHOBAaHHOCTH aHAJIN3a PabOThI
YIIEHOB KOMaH/Ib! (TIOMIHMHEHHEIX)

OK 05. Ocy11ecTBIIATh YCTHYIO U
IMMCbMCHHYIO KOMMYHHKAIIUIO Ha
TOCYIaPCTBEHHOM SI3BIKE C YIETOM
0COOEHHOCTEH COIMATBHOTO U
KyJIBTYPHOT'O KOHTEKCTA.

-TPaMOTHOCTb YCTHOM U NMUCbMEHHOMN
peun,

- ICHOCTH (DOPMYITHPOBAHUS U
WU3JI0’)KEHUS MBICIIEN

OK 06. IIposiBisAThH rpaskIaHCKO-
MaTPUOTHUYECKYIO MO3UITHIO,
JIEMOHCTPUPOBATH OCO3HAHHOE
[OBEJEHNE HA OCHOBE
0011IeYeTI0BEYECKUX [EHHOCTEMH.

- COOJIIOZICHUE HOPM ITOBEICHUS BO
BpeMsl YUeOHBIX 3aHSATHH U
MPOXOXKACHHUS YUeOHOU U
MPOU3BOJICTBEHHOM MPAKTHK,

OK 07. ConelicTBOBaTh
COXpaHEHUIO OKPY>KaloLlel Cpesl,
pecypcocOepexeHuto,

3¢ (heKTUBHO NeHiCTBOBATH B
YpE3BBIYAHBIX CHUTYAIHSIX.

- 3¢ (heKTUBHOCTH BBIMTOIHEHHS TPABUI
Tb Bo Bpemst yueOHBIX 3aHATUH, IPU
MIPOXOXKACHUH yueOHON U
MIPOU3BOJCTBEHHOH MPAaKTHK;

- 3HaHUE U UCII0JIb30BaHUE
pecypcocOeperarommx TeEXHOIOT Uil B
00J1aCTH TeJIeKOMMYHHUKAIUH

OK 08. Mcnonb30BaTh cpeacTBa
(bU3NUeCKON KyIbTYpHI IS
COXpaHEHUS ¥ YKPeIICHUS
37I0pOBbsI B MpoIIecce
poh)eCCHOHATBHOMN e TEIbHOCTH
Y TojiepKaHre HEOOXOJIMOT0
YPOBHS (hU3UYIECKOM
MOATOTOBJICHHOCTH.

- 9(QdeKTUBHO UCIOIL30BATH CPENICTBA
(bu3nUecKor KyJIbTYphI JJIsl COXPaHCHHS
W YKpEIUICHUS 37I0pOBbs B TIpoIlecce
npodeccHoHaTbHON TeATeTFHOCTH U
MoIeP)KaHKE HEOOXOIMMOr0 YPOBHS
(u3MYECcKOl OATOTOBJICHHOCTH. ;

OK 09. Ucmnons3oBaTh
WH(OPMAITMOHHBIE TEXHOIOTHH B
poheCCHOHATBHOMN

- 3(pPeKTUBHOCTH UCITOIL30BAHUS
WH(POPMAITIOHHO-KOMMYHHKAIIHMOHHBIX
TEXHOJIOTUH B MpodecCHoHaNbHON

MuTepnperanus
pE3yIbTAaTOB HAOIIOACHU
3a eI TeNbHOCTHIO
oOyJaromierocs B mpoIecce
OCBOCHHS
oOpazoBaTenbHON
MIpOrpaMMBbI

DKCIIepTHOE HAOIIOICHHE U
OIleHKa Ha JJabopaTOpPHO -
MPAKTHYESCKUX 3aHATHSX,
[IPY BBIOTHEHUH PaboT 1Mo
yaeOHOU 1
POM3BOJICTBEHHOM
PaKTHKAM

DK3aMeH
JIEMOHCTPallMOHHBIN
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JACATCIBbHOCTH.

JEeATEILHOCTH COrJIACHO POPMUPYEMBIM
YMEHHSIM U MOJTy4aeMOMY
MPAKTUIECKOMY OMBITY;

OK 10. ITons30BaThCA
npodeccroHaNbHON
JIOKyMEHTAallel Ha
rOCYIapCTBEHHOM M HHOCTPAHHOM
SI3BIKE.

- 9(pPeKTUBHOCTH UCITONE30BAHUS B
npodeccHoHaTBHOM A TeNEHOCTH
HEOOXOIMMOM TeXHUYECKON
JTOKYMEHTAIlNH, B TOM YHCIIC Ha
AHTIIMICKOM SI3BIKE.

OK.11. IImanmpoBaTh
HpeIIPUHUMATEIBCKYIO
JACATCIBHOCTD B
npodeccruoHaNBEHON cdepe

- 3¢ (heKTUBHO TIIAHUPOBATH
MPEANPUHAMATENBCKYIO JIESITEIBHOCTD B
npoheccroHaIbHON cdepe npu
MPOBEJICHUN padoT Mo
KOHCTPYUPOBAHUIO CETEBOU

UHPPACTPYKTYPHI
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