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1. OFHAA XAPAKTEPHCTHKA IIPUMEPHOH PAFOYEH ITIPOI PAMMBbI»
IIPO®ECCHOHAJIbLHOI'O MOJYJIA
ITM.02 OPTAHHU3AITHA CETEBOI'O A/IMHHHUCTPHPOBAHUA

1.1. Ob6aacTr NpUMeHeHHs IPUMEPHOii padoueii mMporpaMMbl

[TpumepHas paboyas mporpamma npodeccruoHanibHoro Moayis IIM. 02 Opranusarus
CETEBOr0 aIMUHUCTPUPOBAHUS SBJISCTCS YaCThi0 OCHOBHOW 0Opa30BaTEILHOM MPOrpaMMbl B
coorBerctBuH ¢ DPI'OC CIIO mno cnemmansHoctH 09.02.06 CereBoe uW cHUCTEMHOE
aIMUHUCTPUPOBAHUE.

[IpumepHas mnporpamma ajJanTUpoBaHa JUIsi OOydeHUs UWHBAJIWAOB M JHMI C
OTPAaHWYCHHBIMA BO3MOXKHOCTSIMH 3JIOPOBBSI C YIETOM OCOOCHHOCTEH WX TCHXOJIOTHYECKOTO
pa3BUTHSA, WHAMBUIYaJIbHBIX BO3MOXKHOCTEH M TpH HEOOXOJAMMOCTH OOecTieunBaroias
KOPPEKUMIO HAPYWIEHUI pa3BUTUS U COUMAIBHYIO aAaNTalMI0 YKa3aHHbIX JIMII.

1.2. MecTO THCHMILIMHBI B CTPYKTYpe OCHOBHOII NMPo()ecCHOHAILHOI NMPOrpaMMbl:
npodeccHOHABHBIN UK

1.3.I1esb ¥ IJIAHUPYeMbIe Pe3yabTAThl 0CBOeHUsI MPOGeCcCHOHATBHOT0 MOIYJIS

B pesynprare wu3ydeHus mNpoQecCHOHAIBHOTO MOAYNIS OOYYaroIIUiCS OCBauBaeT
OCHOBHOM BUJ JIeATEIbHOCTH OpraHu3aus CeTeBOro aIMUHUCTPUPOBAHMS U COOTBETCTBYIOIIHE
eMy O0IIHe KOMIIETCHIIUU B PO ECCHOHATBHBIC KOMIICTCHIUY:

1.3.1. IlepeueHb 06X KOMIIeTEHIMIi

Kon HaunMeHnoBanue o0nmx KoMIeTeHIMIA

OK 1. Breibupate  crmocoObl  pemieHHs  3amad OpoeCCHOHAIbHOW  IEATENbHOCTH,
MPUMEHHUTEIHHO K Pa3IMYHbIM KOHTEKCTaM

OK 2. OcymiecTBIATh MOKUCK, aHAIU3 U UHTEPIPETALNI0 HHPOPMAINH, HEOOXOJUMON st
BBINIOJIHEHMSI 33/1a4 NP0 ECCHOHAIBHON AESITEIbHOCTH

OK 3. [InanupoBath W peaan30BBIBATH COOCTBEHHOE MPO(ECCHOHATHHOE M JIMYHOCTHOE
pa3BUTHE.

OK 4. PaboraTp B KOJIEKTHBE U KOMaHIe, ()(HEKTHBHO B3aUMO/ICHCTBOBATH C KOJIIETAMH,
PYKOBOJICTBOM, KIIMEHTAMH.

OK 5. OCYH_IGCTBJISITB YCTHYIO W THCbBMCHHYIO KOMMYHUKAIIUIO Ha TroCyaapCTBCHHOM
SI3BIKE C Y4ETOM OCOOEHHOCTEH COIMATBHOTO U KyJIbTYPHOTO KOHTEKCTA.

OK 6. IIposiBnATH TPaXIaHCKO-IaTPUOTHIECKYIO MTO3ULIUIO, JEMOHCTPHUPOBATH
OCO3HAHHOE MOBEJICHHE Ha OCHOBE OOIICUEIOBEYECKUX [IEHHOCTEH.

OK 7. COﬂeﬁCTBOBaTLV COXPaHEHUIO oxpyxcafomeﬁ Cpelbl, pecypcocOepekeHHIO,
3¢ hEeKTUBHO ACHCTBOBATH B UYPE3BBIYANHBIX CUTYAIUSX.
Hcnonb3oBaTh cpeAcTBa (U3MUECKOM KYIbTYpBI ISl COXpPAaHEHHUS M YKPEIUICHUS

OK 8. 3M0pOBbS B Tpollecce MNPOPEecCUOHANBHON NEeATENbHOCTH W MOJAJEpKaHUE
HE00X0IMMOT0 YpOBHS (PU3MUECKOl MOATOTOBIEHHOCTH.

OK 9. Vcnonb3oBath HHGOPMAIIMOHHBIE TEXHOJIOTUH B MPOGECCHOHANBHON AEITEIbHOCTH

OK 10. [Tonp30BaTbess  MPOGECCHOHATIBHONW JIOKYMEHTallueld Ha TOCYJapCTBEHHOM |
MHOCTPAHHOM SI3bIKE.

OK 11. | [ImanupoBath NpeanpuHUMATEILCKYIO ASSTEIHHOCTh B IPO(heCCHOHALHOM chepe
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1.3.2. Ilepeuens npogeccHOHAIBLHBIX KOMIIETEHIUI

Kon HanMeHnoBaHMe BUIOB JeAATEJILHOCTH H PO eCCHOHAIBHBIX KOMIIETEHIUH

B/ 2. Opeanuzayus cemesoco AOMUHUCMPUPOBAHUSL

K 2.1 AJIMUHHCTPUPOBATh JIOKAJbHBIE BBIYUCIUTEIbHBIE CETU M IPUHUMATh MEPHI 10
YCTPaHEHHIO BO3MOKHBIX COOEB.

I1K 2.2 A TMUHUCTPUPOBATH CETEBBIE Pecypchl B MHGOPMAIIMOHHBIX CUCTEMAX.

11K 2.3 OOecnieunBaTh COOp MAaHHBIX JJIs aHAJIW3a KMCIOJIB30BAaHUA W (PYHKITMOHUPOBAHHMS
[IPOrPaMMHO-TEXHUYECKHUX CPEJICTB KOMIIBIOTEPHBIX CETEN

11K 2.4 B3anMoeiicTBOBAaTh CO CHEIMAIMCTAMH CMEKHOTO Tpodumiisi Tpu  pa3paboTke
METOJIOB, CPEACTB U TEXHOJIOTUH TNpUMEHEHUs OOBEKTOB MpPOQecCHOHAIBHOM
e TEIIbHOCTH.

1.3.3. B pe3yabTate ocBoeHHsI MPO(ecCHOHATLHOT0 MOIYJISI 00YYAIOIIMIACS TO0JI/KEH :
HNMeTh NPaKTHYECKHUil ONBIT B YCTAHOBKE, HACTPOWKE M COMPOBOXKICHUHU, KOHTPOJIE
UCIIOJIb30BAaHUSl CepBepa M PaboYMX CTaHLIUN JUIs
0e3omacHo# nepenaun HHPOPMaLIUH.
ymMerb aIAMUHUCTPUPOBATH JIOKAJIBHBIC BBIYHCJIIMTCIBHBIC
CeTH;
NPUHUMATH MEpPBI 110 YCTPAHEHHIO BO3MOXKHBIX COOEB,;
obecrieynBaTh  3alIUTy TpPU  HOAKIIOYEHHH K

WH(POPMAIIMOHHO-TEIICKOMMYHHKAIIHOHHOU ceTn
"UnTepuer”.
3HATh OCHOBHBIE HaIpaBJICHUS aJIMUHUCTPUPOBAHUS

KOMITBIOTEPHBIX CETEH;

yTWINTH,  (QYHKOWHW,  yOaJeHHOE  yIpaBJieHHUE
CepBepoM;

TEXHOJIOT IO 0e301acHOCTH, MIPOTOKOJIOB
aBTOpHU3alNH, KOHPUIECHIINATEHOCTH U O€30TTaCHOCTH
Ipu paboTe C CETEBBIMU PECYPCAMH.

1.4. Kosin4ecTBO 4acoB, OTBOAUMOE HA OCBOEHHE NMPO(ecCHOHATBHOT0 MOYJIsl
Bcero gacos __ 834
W3 nux Ha ocsoenrie MJIK. 02.01 204

Ha ocsoenue MJIK. 02.02_110

Ha ocsoenue MJIK. 02.03_190
Ha MPaKTHKH, B TOM uncie yueOHyto _ 144  u npousBojacTtBeHnyo__ 180
DK3aMeH 10 MO0 6 yacoB
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2. CTpykTypa M coep:kanue NpogeccHOHATBLHOI0 MOXYJIs
2.1. Pexomenjayemasi cTpyKTypa npodeccuonaibHoro moayis IIM.02 OPTAHU3ALIUSI CETEBOT'O AJIMUHUCTPUPOBAHUSA

O0beM npogeccHoHaILHOT0 MOYJISA, Yac.

Koabi HamvenoBanus pasienon CymmapHbiii Ooyuenue no MJIK Ilpakmuku
JlaGopaTopHbIX
ngod)eccuonaﬂbﬂbl{ npogeccHoHATLHOr0 MOLYJIst o6Lem Bee P " P KypcoBbix Hpomexyrounas
00X KOMIETEHIMH Harpysku ro | mpaxTmueckux pador Yueonas | IlpousBoacTeennas aTTecTanus
p o (IIPOEKTOB)
3aHATHI
OK 01-11 Pazgen 1. AxMuHHCTpHpOBaHHE
nK21-24 CETEBBIX OIECPALIMOHHBIX CHCTEM 204 200 100 8
Paspnen 2. IIporpamMHoOe 110 102 54
H(I)cKzoll;lzl 4 obecriedeHre KOMITBIOTEPHBIX 8
) ) cereit
Pazzen 3. Opranmsanust 190 182 72
OK 01-11 aIMUHHUCTPUPOBAHNUS 8
nK21-24 KOMIIBIOTEPHBIX CUCTEM
VueGHast mpakTHka (10 mpohuo 144 144
OK 01-11 CIIELUAILHOCTH), YacoB (eciu
NK2.1-2.4 HPEeayCMOTPCHA HTOrOBast
(KOHLIEHTPUPOBaHHAsT) TIPAKTHKA)
Ipou3sBoacTBeHHAs IpakTHKA (110 180 180
npOoGUITIO CIIENMATBLHOCTH),
OK 01-11 4acoB (eci mpesycMoTpeHa
NMK21-24 nrorosast (KOHLEHTPUPOBAHHAS)
[PAKTHKA)
Bcezo: 834 482 | 226 | X 144 180 18
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2.2. TemaTH4ecKHii IJIaH U cofep:kaHne npodeccnonanbuoro moayast IIM.02 OPTAHU3AIIUA CETEBOI'O A/IMUHUCTPUPOBAHUA

Copaep:xxanue yueOHOro MaTepuaJa,

HacTpoiika
WindowsServer 2012 R2

PassepreiBanue u ynpasiaenue WindowsServer 2012 R2
O630op Windows Server 2012R2. Vcranoska Windows Server 2012R2. Hacrpoiika

! WindowsServer 2012R2 mnocne ycranoBku. O0630p 3amau mo ynpasienuto WindowsServer

2012R2. Beenenne 8 WindowsPowerShell

2 BBenenue B nomennbie cepuchbl Ciry:xk0n1 KaTanora
Bgenenne 8 AD DS. O630p ¢yHKIMH KOHTpOIIIepa JOMEHa. Y CTaHOBKa KOHTpOJLIepa JoMeHa
YnpasiieHne 00beKTaMu J0MeHHbIX c1y:x0 Ciay:x0b1 Karamora

3 | YopaBneHue Y4YeTHBIMH 3allUCSIMHU IMOJb30Bareleil. YIpaBieHHE TIpyNnmnamu. YIpaBlIcHHE
YIETHBIMH 3aIUCSIMH KOMIIBIOTEpOB. JlenernpoBaHie aAMUHUCTPATHBHBIX 33124
ABTOMATH3alMsl A/IMUHHCTPUPOBAHMS AOMEHHBIX c1yk0 Ciryx0b1 KaTanora

4 Hcrnonb3oBaHUE CPEACTB KOMaHAHOW CTpOKM 1 agMuHuHcTpupoBanus AD DS,
Hcnons3osanne WindowsPowerShell st angmuanctpuposanust AD  DS. Ilpoussenenue
MHOJKECTBEHHBIX Ollepanuii ¢ ucrons3oBanrnem WindowsPowerShell.
ITpumenenue nporokosna DHCP

5 | YcranoBka ponmu DHCP cepBep. Hactpoiika DHCP o6nacreii. Ynpasnenue 6a3oii JaHHBIX
DHCP. 3amuTa u monutopuar DHCP

6 IIpumenenne DNS
ITpouecc pasperuenus umed B Windows. Ycranoska cepsepa DNS. Yopasnenue 3oHamu DNS
IIpumeHenue JOKAILHOI0 XPAHUIHINA JAHHBIX

7 | O6G30p METOMOB XpaHEHHsI [OAHHBIX. YTpaBICHHE [IUCKaMH W TOMaMmu. lcrmonbp3oBaHue
IPOCTPAHCTB XpAHEHHs
IIpumenenue (aiinoBoii cIy:kObI U CTYKObI MEYATH

8 | 3amwura ¢aiyioB U mamok. 3amurta Manok CPeACTBAMH TEHEBOTO KomMpoBaHHs. Hactpolika
Pabounx nanok. Hactpoiika ceteBoii mevaTu
IIpumenenne rpynnoBoii NoJIMTHKH

9 | O63op rpymnmoBoii monutuku.  OOpabGoTka  IpYNNOBBIX — IONMTUK.  [IpuMeHeHue

HCHTPAJIM30BAHHOT'O XpaHUJINIIA AI[MI/IHI/ICTpaTI/IBHI)IX 1a0JIOHOB

HanmeHnoBaHue pa3aesioB O0Bém B
" Tem JadopaTopHbie padoThl M MPAKTHYECKHE 3aHITHS, CAMOCTOSITeIbHAsI yueOHasi paboTa wacax
00y4Jar0IIMXCs
Pa3znes 1. AIMHHHCTPHPOBaHHE CETEBBIX ONEPALHOHHBIX CHCTEM
M/JK.02.01. ATMUHUCTPHPOBAHHE CETEBBIX ONEPANHOHHBIX CHCTEM 204
Tema 1.1 YcraHnoBka u Cooeporcanue 68
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3amura cepBepoB Windows npuMeHeHHeM 00beKTOB IPYIIIOBOil MOJTHTHKA
10 OG30p 6GeszomacHoctu  omepanuoHHeIX  cuctem  Windows.  Hacrpoiika TapamMeTpoB
GesomacHoctn. Orpanudenne mnpuknagHoro I[10. Hacrpoiika 6pamamayspa Windows c
pacipeHHOH 0e30IaCHOCTBIO
IIpnmeHeHHne cepBepHOii BUpTYyaau3anuu ¢ Hyper-V
11 | O630p TexHomoruii BupTyanusauuu. llpumenenueHyper-V. VmpasieHne XpaHHIHAIIEM
BUPTYaJIbHBIX MallliH. YpaBieHHe BUPTYAIbHBIMH CETSIMU
Tema Cooeporcanue 68
1.2AnmunncTpupoBanune | 1 Hacrpoiika u ycTpanenune Heno1aaok cay:x661 DNS
WindowsServer 2012 R2 Hacrpoiika cepseproii ponu DNS. Hactpoiixa 3o DNS. Hactpoiika nepenaun 3ous1 DNS.
Ynpasnenune cinyx0oit DNS u ycrpaHenue Hemosagok
2 IMonnepxka toMeHHbIX ciyxk0 Cay:x0b1 KaTanora
0O630p AD DS. Hcnonb3oBaHHE BHPTYaIN3HPOBAHHBIX KOHTPOJLIEPOB JOMeHa. IIpuMeHeHue
KOHTpOJUIEPOB JIOMEHA ¢ J0CcTyrmoM Tobko Ha utenrne (RODC). Anmununctpuposanue AD DS.
Ynpasnenne 6a3oi naaHeix AD DS
3 YnpagieHne H0/1b30BaTeIbCKIMH H CIIY:KeGHBIMH Y4eTHBIMH 3aNUCAMHI
Hacrpoiika [Tonmutuku maponeii u [lonutiku 610KupoBKH yueTHO# 3amucu. Hactpotika
Ynpasnsiemoii cirykeOHO# yIeTHOH 3amucu
4 Bueapenue nH@pacTpyKkTyphbl [ pynnoBbIX MOTHTHK
O630p I'pymmoBoii monuTHku. BHexpeHWe M aJMHHHCTpUpPOBaHHME I'pYNIOBBIX IONUTHK.
OO6xnacTp AeHCTBUS U MOPSIIOK 00paOGOTKH ['pyNmoBHIX MONUTHK. YCTpaHEHHE HEMOJIaJ0K
npuMeHeHus1 ['pynmnoBbIX MOJTUTUK
5 ‘YrnpapiieHue N0JIb30BATEILCKUM PAG0YUM CTOJIOM Yepe3 'pynnoByIo nNoJIMTHKY
IlpumeHeHne AJMHHUCTpaTHBHBIX IabioHOB. HacTpoiika NpUMEHEHHsT CKPHITOB U
nepeHanpasiieHus nanok. Hacrpolika mpeamouytenuii B I'pynnoBod monuTHke. YTpaBiaeHHE
HporpaMMHbIM obecriedeHueM yepe3 I'pyrmnoByro NONTUTHKY
6 YcTaHoBKa, HACTPOIiKka U ycTpaHeHHUe Heno1aJ0k posin Cepsep CeTeBoii OJIMTHKH.
VYcranoBka u Hactpoiika poiu Cepep CereBoii mosmTHKH. HacTpoiika KIMEHTOB U CEPBEPOB
RADIUS. Mertoasl mpoBepkd moanuHHOCTH cepBepa CereBOil MONMMTHKA. MOHHTOPHUHT U
ycTpaHeHue Henonagok poiu Cepsep CeTeBoil HOMUTHKH
7 IIpumeHeHue 3aIMTHI 10CTYNA K CETH
0630p 3amuTs! goctyna k ceti (NAP). O630p mporecca MPUMEHEHHUS 3aIIUThI JOCTYIIA K CETH.
Hactpoiika NAP. Hactpoiika mnpumenenuss NAP  uepe3 mnpunyaurtensHbie IPSec
B3anMoielcTBUs. MOHUTOPUHT 1 ycTpaHenue Hermonagok NAP
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HcnoJb3oBanue y1ajieHHOro 10CTyNna

OG30p TEXHOJIOTHH yIAJICHHOro HocTyrna. Buenpenue texHosornu DirectAccess ¢ momoriso
MacTepa HadalbHOW HACTpOWKH. BHenpeHHe n ynpaBlieHHE pacIIMPeHHON MH(PACTPyKTYypoit
DirectAccess. Buenpenne VPN. Buenpenne WebApplicationProxy

9 Onrumu3anus ¢aiijIoBbIX CEPBHCOB
00630p aucmeruepa pecypcoB (aitmoBoro cepsepa — FSRM. Hcnoms3zoBanne FSRM ms
yIOpaBlIeHUs KBOTaMH, (ailloBBIM SKpaHHPOBAaHHEM M OTYETaMH [0 HCIOJIb30BAHHIO
xpanuiuima. IIpumenenne kiaccudukanuy ¢GaiyioB u 3anad no ymnpasiieHuto ¢aitnamu. O630p
pactpenencHHON (aitnoBoit cuctemsl DFS. Hacrpoiika mmeHoBaHHOro mnpocrpancrsa DFS.
Hacrpoiika u yctpanenue Herosagok perummkanun DFS

10 | Hacrpoiika mndpoBaHusi M PACHIMPEHHOT0 AyAUTA
[Iupposanue auckoB ¢ ucrnoab3oBanreM BitLocker. IlIupposanue GaiiioB ¢ UCIOIb30BAHHEM
EFS. Hactpoiika paciimpeHHOro ayaura.

11 | Pa3BepThIBaHHE H NO//IEPKKA CePBEPHBIX 06pa3oB
O630p cayxObl  passepreiBanusi  Windows.  Vmpasnenue oGpasamu.  IIpumenenue
Pa3BepTHIBAHMUS C MIOMOILBIO CIIyXKOBI pa3BepThiBaHus WiNAOWS. AIMUHUCTPUPOBAHHE CITY>KOBI
passepreiBanus Windows.

12 | BHenpenue ynpaBJieHusi 0GHOBJICHHSIMH
0630p WSUS. Pa3sepTrBanue 00HoBIeHu# nocpeacrsom WSUS

13 | Mouutopuur WindowsServer 2012
CpexnctBa MoHuTOpuHra. lcnosnb3oBanne MOHHTOpPA NPOM3BOJUTEILHOCTH. MOHHMTOPUHT
KYPHAIIOB COOBITHUIA.

B mom uucne npakmuyeckux 3auamuil u 1a60pamoprsvix padom 96

1 Hactpoiika u ycrpanenue Henosagok ciayx0b1 DNS

2 IMoanepxka ADDS

3 YpaBjeHue Nob30BaTENbCKUMH H CITY)KEOHBIMU YUETHBIMH 3aIHCAMU

4 Buenpenne nHpacTpykTypsl ['pynmoBbIX MOJIUTHK

5 VYipaBiieHHE 0JIb30BATEIbCKHM PAbOUNM CTOJIOM uepe3 ['pynnoByro NONUTUKY

6 YcranoBka 1 HacTpoiika posiu Cepsep CeTeBoil HOIMTHKU

7 [IprMeHeHue 3alMThl J0CTYNA K CeTH

8 Buenpenue texnonoruu DireCt ACCESS ¢ mMOMOIIBIO MacTepa HaYaIbHOM HACTPOUKH

9 Pa3BepTsiBaHme pacurperHoil nuppactpykrypst DirectAccess

=
o

Brenpenne VPN
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11 | Bueapenne WebApplicationProxy
12 | Hacrpoiixa KBoT u daiinosoro sxpanuposanus B FSRM
13 | IIpumenenne DFS
14 | Hacrpoiika mu¢gpoBaHus U pacIMPEHHOr0 ayIuTa
15 | Ucnons3oBanue ciayx0bl passeprbiBanus Windows s passepreiBanus WindowsServer 2012
16 | Bueapenue ynpasieHHs OOHOBICHUSIMH
17 | MonuTopunr WindowsServer 2012
Tema 1.3. OcnoBsl Linux | Codepircanue 68
1 | Beenenue
Beejenne B aucimmuniy. 3uakomcrso ¢ VMWarevSphere.
2 | MaiinoBsie cuctemnr OC Linux
daitnossie cucteMbl OC Linux. Co3nanue U pa3MeTKa )KeCTKOro JIUCKa
3 | HoaroroBka cepBepa OC Linux
Bapuantel ycranoBku. PesepBHoe komupoBanue. Co3gaHne CHUMKOB. PazMeTka KecTKOTO
JIMCKA.
4 | Hacrpoiika web-cepsepos B OC Linux
ITpotokon HTTP. Be6-cepsep Nginx. O6patHoe npokcuposanue B Nginx.
5 | Hacrpoiikxa cepepa DNS B OC Linux
ITporokon DNS
6 | Hacrpoiika ceppepa DHCP B OC Linux
ITpotoxox DHCP
7 | Hacrpoiika ¢aiiioBbix cepsepos B OC Linux
Iporokon FTP. ®aiinosas cucrema NFS. Maiinosiii cepsep Samba.
8 | Hacrpoiika cepsepor BJ[ B OC Linux
CYBJ MySQL. CYBJl MongoDB
9 | Konreiinepsr Docker
Konrteiinepsr Docker.Crioco0s! cBsizu koHTelHepoB Docker.
10 | IIpoexTHpOBaHHe
[IpoexktupoBanune. Bpenenue. Ananu3 TpeOoBanmii. Peanmmsanums cuctembl. CocTaBieHue
JIOKYMEHTAIUU

Pa3znen 2.IlporpammHoe
obecrieyeHne
KOMIbIOTEPHBIX ceTeil

10
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M/K.02.02. lIporpammHoe o0ecniedeHre KOMIIBIOTEPHBIX ceTeil

110

Tema 2.1. Peanu3zauus
KJIHEHTCKOM

HH(ppacTPyKTYyphI

Cooe,

HCAHUE

1

OueHka M onpeje/ieHHe NapaMeTPOB pa3BepTbiBaHus KiaHneHTckux OC

O0630p KU3HEHHOTO IUKJIA KIHEHTCKUX KOMIIBIOTEPOB NpeanpuaTus. OueHka o60py10BaHHS U
TOTOBHOCTH HH(PACTPYKTYPHI K pa3BepThiBanmio kiaueHTckux OC. O030p MeTO10B
pasBeprhiBaHus KiHeHTCKHX OC B cpezie opraHu3anuy. TeXHOIOrHY JIMIEH3HOHHOH aKTHBAUU
JUIs KIIMEHTCKUX KOMIBIOTEPOB B OpraHu3anyy. [ltaHupoBaHue cTpaTeruu pa3BepThIBaHUs
kimenTckux OC. Coop naHHbIX 00 HHppacTpyKType. Peanusamus perieHus TMIeH3HOHHON
AKTUBALUU

Il1anupoBaHue CTpaTeruu ynpasJjieHusi oGpazaMu

0630p popmaros obpaza Windows. O630p cpeacTs yrpasieHus oOpa3zamu
(ImageManagement). Ouenka Gu3Hec-TpeGOBaHMN IS IOAAEPHKKH CTPATETHH YIIPaBICHUS
obpazamu.

Peanu3anusi 6€30MaCHOCTH KJIHEHTCKUX CHCTEM

Peanusanus neHTpanu3oBaHHOTO penieHus 1o 6esonacHoctu KineHtckux OC. [Tnanuposanue
u peanusarus BitLocker. ITnanuposanue u peanusanus mwudposanus ¢ nomousio EFS.
Hacrpoiika 6e3omacuoctu kinuenTckux OC ¢ moMoIbio rpynmnoBoi noautuku. Hactpoiika
mrgpoBanust aucKa ¢ momorisio BitLocker. Peanusaius penienus eHTpaar30BaHHOTO
ynpasnenust EFS. Peanm3zanust penienus Juist BoccTaHOBICHHs (aiiyio, 3anmieHHbIx EFS.

3axBaT u ynpasiienue oopazamu kimeHTckux OC

0630p Windows ADK. Vrpasnenue cpenoit npexycrasosku Windows (Windows PE).
Co3znanue ucxogHoro obpasa ¢ momouisto Windows SIM u Sysprep. 3axBaT u 00CTyKUBaHHIO
sTaloHHOr0 06pasa. Hactpoiika u ynpasienue ciy:x00ii passeproiBanus Windows
(WindowsDeploymentServices). Hacrpoiika Windows PE. YcranoBka 3TaoHHOTO
KOMITbIOTEpA ¢ HOMOIIBIO (haiina 0TBeTOB. OGPabOTKA ITAIOHHOTO KOMIIBIOTEPA C IOMOIIBIO
Sysprep. Cosnanue ¢aitna orsetos ¢ nomorsio Windows SIM. YcraHoBka 3TaloHHOTO
KOMITBIOTEpA C MOMOLIBIO (haiina oTBeTOB. OGPabOTKA ITAIOHHOTO KOMIIBIOTEPA C IIOMOIIBIO
Sysprep. Services ITnanuposanue cpeast WindowsDeploymentServices. YcranoBka u
HacTpoiika cepBepHoii ponu WDS. 3axsat sranonHoro obpasa ¢ nmomorpo WDS.
PazseprhiBanue 00pasa ¢ nomoisro WDS

Il1anupoBaHue U peaju3anusi MHTPALUH N0JIb30BATEIbCKOI cpebl

00630p cr1oco60B MHUTpanuy MOJIH30BATENILCKOM cpenbl. [lnannpoBanue Murpanun
MOJIb30BATENBCKON cpelibl ¢ momolbio USMT. Murpanus cocTOSIHUS OJIb30BaTENs C
nomonipto USMT. TlnaHupoBaHue MUTpanuy Mojibp30BaTelibCckoi cpefpl. Co3anue u

50
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Hacrpoitka XML-daiinor USMT. C6op AaHHBIX ¥ BOCCTAHOBIICHHUS IPOQHIIS MOTH30BATEIS C
nomonpio USMT. BeinosHeHHE MUTPAIIUH C CO3AHUEM JKECTKHUX CCHUIOK

IaanupoBanue u passeproiBanue KiaueHTcknx OC ¢ momomnbio Microsoft Deployment
Toolkit

Inanuposanuecpenst Lite Touch Installation. Peanusanus MDT 2012 s Lite Touch
Installation. Murerpanus cinyx6 passeproianus Windows ¢ MDT. [TnanupoBanue cpeb
LiteTouchlnstallation. Ycranoska MDT 2012 u HeoOxoauMbIx KoMroHeHToB. Co3nanue u
Hacrpoiika MDT 2012 DeploymentShare. PasseprsiBanue u 3axsat o6pasa sranontoit OC.
Wnterpanus WDS ¢ MDT 2012 s obecnieueHns Bo3MoxkHocTeil 3arpysku PXE.

IInanupoBanue U pa3BepThiBaHne KaneHTcknx OC ¢ momomsio System Center
Configuration Manager 2012

TInanuposanuecpensiZeroTouchlnstallation. IToaroroska caiira nust passeprsiBanus OC.
TMoctpoenue sTanoHHOro 06pasa Ha OCHOBE mociegoBarensHocTH 3aga4 ConfigurationManager.
Hcnonb3oBanue nociegoBarebHoctd 3aqad MDT juist pa3BepThIBaHHUS KIMEHTCKHX 00pa3oB.
IIranupoBaHue HHPPACTPYKTYPbI Pa3BEPTHIBAHMS ONEPALIMOHHOI crcTeMbl. [ToAroToBka cpepl
ZeroTouchlnstallation. Hactpoiika makeTo pa3BepThiBanus 1 00pa3os cucremsl. [Toaroroeka
cpenpl ZeroTouchlinstallation

IanupoBaHue U peaju3anus cayxo ynanenHoro nocryna (RemoteDesktopServices)
0630p cimyx0bl yraneHHoro pabouero crona. [lmanuposanue cpeapt RemoteDesktopServices.
Hacrpoiika pa3sepThiBaHust HHPPACTPYKTYPHI BUPTYAIBHBIX pabounx cToloB. Hactpoiika
JIOCTyIIa K KIIMEHTaM Ha OcHOBe ceaHcoB (Session-BasedDesktop). Pacumpenue cpept
RemoteDesktopServices 8 Murepuer. Ilnanuposanue cpeapi RemoteDesktopServices.
Hacrpoiika cueHapust HHOPaCTPyKTypbl BUPTYalbHBIX pabounx cTosoB. HacTpoiika cuenapus
JIOCTYIa Ha OCHOBE ceaHcoB. [IpoekTupoBanue nonmuTHk 110308 RDS. Hactpoiika muiro308

RDS

ViupasiieHue BUPTYaIu3auHeii M10Jb30BATEILCKOr0 COCTOSIHUS ISt KineHnTckux OC
OpraHu3anuu

O0630p BUpTYyanu3auu rnpoduiist nons3oarels. [naHupoBanue BUPTyau3anuu npoduist
nonp3oBarens. Hacrpoiika nepeMeraeMbix npoduiieid, nepeHanpapieHust NarnokK 1 aBTOHOMHBIX
(offline) ¢aitnos. Peanusauus BupTyanusauy paboTsl moJb3osarens ot Microsoft
(MicrosoftUserExperienceVirtualization). IlnanupoBanue BUpTyaIn3anuy mpo Qs
I10JI30BaTCIIA. Peaﬂmaum{ BUPTYyaJIu3allini HpO(i)I/IJ'IfI II0JI30BAaTCIIA.

10

IlnannpoBanue U peanu3anusi HHYPACTPYKTYPbI 00HOBJIEHHIH A5 MOJIEPKKH
kyeHTcknx OC oprannsanun
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[TnanupoBanue nHPpPACTPyKTYyphl OOHOBICHUI [JIsl OpraHu3aliy. Peanu3anus moiepKKu
0OHOBIICHHIT TIporpaMMHOTO obecedenus ¢ momomisio ConfigurationManager 2012.
Vrpasienne 0OHOBJICHUSIMH [IJIsi BUPTYAIbHBIX MAIMH U 00pa3oB. Mcmons3oBaHmne
WindowsIntune st ynpasinesus 0GHOBIICHHE TIPOrPaMMHOT0 obecrieuenus. [lnanuposanme
UHPPACTPYKTYPhI 0OHOBIIEHUS. Peannsanus 0OHOBJICHUI MTPOrPAMMHOTO 06ECTICUEHH S C
nomomrpto ConfigurationManager 2012. Peanu3anysi OGHOBJICHHUI TIPOrPAMMHOTO 00€CTIEYEHUS
JUIst OMOIMOTEK BUPTYAIbHBIX MAIIKH.

11

3ammTa KOMIbIOTEPOB NMPEANPUSITHS OT BPEIOHOCHBIX POrPaMM U NOTEPh JAHHBIX
O630p System Center 2012 Endpoint Protection. Hactpoiika Endpoint Protection Client
Settings umonuropunracocrosinusi. Menons3osanue Windows Intune Endpoint Protection.
SanmraxnuentckuxOCenomornpro System Center 2012 Data Protection Manager. Hactpoiika u
pasBepThiBanre nonutuk EndpointProtection. Hactpoiika mapaMeTpoB KiIMEHTa st HOIIEPIKKU
EndpointProtection. MoHHTOPHHT 3alUTH KOHEYHBIX TOYeK. HacTpoiika u poBepKa 3aiiuThl
JaHHBIX KJIIMCHTa

12

MOHHMTOPHHT MPOU3BOAUTEILHOCTH U PA0OTOCIOCOOHOCTH HHGPACTPYKTYPHI KIUEHTCKUX
oC

TIpou3BoauTenbHOCT U pabOTOCIOCOOHOCTH HHPACTPYKTYphI KiteHTckuX OC. MoHUTOpHHT
uH(PACTPYKTYpBI BUPTYalbHBIX KiueHToB. Hactpoiika OperationsManager mjist MOHUTOpHHTA
BUPTYQJIBHBIX CPE/I.

MoM uucie nPAKMUYecKuX 3aHAMUI U 1a60pamopHbIx p

OueHKa ¥ onpejieleHUe IapaMeTPOB Pa3BePThIBAHUS

[InanupoBaHue CTpaTEruu yrpasieHus o0pazamu

Hactpoiika 6e3011acCHOCTH KIMEHTCKUX CHCTEM

Hactpoiika mm¢poBanus ¢paitios ¢ nomomsio EFS

IToaroroska obpasa u cpesb! npexycranoBku Ycranoska Windows ADK

SIS IINEE]

Co3znanue sranonHoro oopasa ¢ nomouiso Windows SIM u Sysprep Cosznanue daiina oTBeTOB
¢ nomousro Windows SIM

7 Co3zpmanue u o6CIy)XHBaHUE 3TAIOHHOTO 0bpasa

8 Hacrpotikanynpasnerane Windows Deployment Services [lnanuposanunecpenst Windows
Deployment Services

9 I1naHnpoBaHKe U pealu3alys MUTPALluU M0JIb30BaTeIbCKOM cpe/Ibl

10 | Murparus coCTOSIHHS MOJIB30BaTelIsl C CO3aHUEM )KECTKUX CChUIOK

11 | IlnanupoBanue u paspeprbiBaHue kineHTckux OC ¢ nomoso MDT

54
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12

[ToaroToBKa cpepl AJisl pa3BEPTHIBAHUS ONIEPALMOHHON CHCTEMBI

13

Hcnons3osanre MDT u Configuration Manager mussimoarorosku Zero-Touch Installation

14

ITnanupoBanue u peanusanus uappactpykrypsl RemoteDesktopServices

15

Pacmmpenue poctyna k MurepHer mist undpactpykrypst RDS

16

Pa3BCpTI>IBaHI/IC 1 NOJZICPIKKA BUPTyaJIn3allun HpO(bI/IJ'ISI II0JIB30BATCIIA

17

IIpoexrupoBanue 1 peanu3anys $ailIoBbIX CIyx0

18

Peanuzauus Client Endpoint Protection Hactpoiikatouku Endpoint Protection

19

Hacrtpoiika DataProtection mist JaHHBIX KJIHEHTCKOTO KOMITBIOTEPA

20

MOHHTOPHHT IPOU3BOAUTEIBHOCTH H PabOTOCIIOCOOHOCTH HHBPACTPYKTYphI KiHeHTCKHX OC
Hacrpoiixa

Tema 2.2. Peanu3zanusi
cpeabl HACTOJIBLHBIX
TIPHJIOKEHHH

Cooe,

HcaAHUe

Pa3paGoTka cTpaTeruu pa3BepThbIBaHHsI PUHJIOKEH Uit

Onpenenenne Ou3HeC-TpeOOBaHUI 1S pa3BepThIBaHUs NpuiokeHuid. O030p cTpareruu
pa3BepTHIBAHUS MTPUIIOKEHHIT. BBIOOD MOAXOMAIIEH CTpaTerny pa3BepThIBAHMS PIIIOKCHHUI
uist ouca.

Hduarnocruka u oGecneyeHne COBMECTHMOCTH IPUIIOKEHHUI

JInarHocTHKa mpobJieM COBMECTUMOCTH TpuitoskeHui. OIEHKa U Peai3alus PEUIeHU 1o
BOCCTaHOBJICHHIO. PereHne mpo6ieMbsl COBMECTHMOCTH € OMOLIBIO
ApplicationCompatibilityToolkit. Ycranoska u Hactpoiika ACT. AHau3 MOTEHIHATBHBIX
npoGIieM COBMECTUMOCTH. PelieHre npo6ieM COBMECTHMOCTH MPHJIOKEHUH. ABTOMATH3ALMSL
pa3sBepTHIBAHMS IPOIPAMMHBIX CPEJICTB 0becneuenus copmectumoct (shims)

PasBepThiBaHMEe NPHIIOKEHUIT ¢ TIOMOWIBIO rPynnoBbIX mouuTuk 1 WindowsIntune
Pa3BepThIBaHKE PUIIOKEHHUHN C IOMOIIBIO TPYIIIIOBLIX MOJUTHK. Pa3sBepThIBAHKUE PUIIOKEHHUI
¢ nomornso WindowslIntune. Pa3sepTsiBanre IPUIOKEHHI C IOMOIBIO MPYIIIOBBIX MOJUTHK.
3anyck cumyssiian Windowslintune.

PasBepThiBanue npuiiokenuii ¢ momoubio SystemCenterConfigurationManager
Kowumernmunu passepreiBanust mpuiokeHnit ¢ momomnipio ConfigurationManager 2012.
PasBepThiBanme npmwioxenuii ¢ momornso ConfigurationManager 2012. Cosnanme 3arnpocos
ConfigurationManager 2012. Co3naHue KoJUIeKIHii 0Ib30BaTeNeH H YCTPOHCTB
ConfigurationManager 2012.

Pa3BepThIBaHMs caM00OCTY:KHBAEMBIX NPUJIOKEHU I

Konuenuunu pa3BepThiBaHHs CaMOOOCTYKUBaeMbIX Npritoxkenuit. Hacrpoiika
camoo6ciyxuBaeMbIx npuioxenuit ¢ WindowsIntune. PasseproiBanus caMO0GCITy)KHBaGMBIX
npuiioxenuii ¢ ConfigurationManager 2012. Pa3sepreiBaHust

60
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caMoo0CykuBaeMbIXTpuiiokenui ¢ ServiceManager 2012. TToaroroska System Center
Configuration Manager 2012 musimomepskku Service Manager 2012 Self-Service Portal.
Hacrpoiixa ServiceManager 2012 Self-ServicePortal. TIpoBepka BO3MOXHOCTH MPEXOCTABICHHAS
MIPUIOXKEHHMH ToJib30oBaressiM ¢ omolnsio Self-ServicePortal.

IIpoexTnpoBanue n peaju3anusi HHPPACTPYKTYPHI BUPTYATH3ANMH NMPeICTABICHUN
Orienka TpeboBaHMil BUPTyalu3anuu npeacrapienuil. [Inannposanne nHGppacTpyKTyphl
BUPTYyaIU3aL1H1 IPEACTaBleHnil. Pa3BepTeiBaHne MHPPACTPYKTY Pl BUPTYAIU3ALHU
npezacTasieHuil. Pa3BepThiBaHNe HHQPACTPYKTYPhI BEICOKOI TOTOBHOCTH ISl BUPTYAIN3aIlAN
IIpEJICTaBICHUN

IMoaroroBka, HacTpoiika U pa3BepThIBaAHME NPEACTABICHU BUPTYaIH3alHMH
TIPHJIOKEHU

OrmpeneneHue CTpaTeTuy MPEICTaBICHUA BUPTYyaIH3aliy IpuiokeHnit. Pa3sepTriBanme
ynaneHHoro pabodero crona, RemoteApp, u RD WebAccess. Pa3BepTriBaHue MpUIIOKEHHH Ha
RD SessionHost. Hacrpoiika i pa3BeprsiBanue npuioxenuit RemoteApp. IIposepka
BO3MO)KHOCTH HCIIOJIB30BaHMs IpUiIoxkeHuii ¢ momornsio RD WebAccess.

IIpoexTHpoBaHMe 1 pa3BepThIBAHUE CPEAbl BUPTYATM3ALUHN MPUJIOKEHHU I

00630p Mozeneit BUpTyaln3alny NpuioKeHuid. Pa3BepThiBaHNEe KOMIIOHEHTOB
HH(PaACTPYKTYphI BUPTyaTH3aliK IpUiIoxkeHuit. HacTpoiika KIMeHTCKOW TOAIEePIKKU
BUPTYyalu3aluy Ipuwioxenuil. [InanupoBanue pa3sepToiBanus ApP-V poieil 1 KOMIIOHEHTOB.
PasseprbiBanue nH(pacTpykrypsl App-V. Hacrpoiika knuenta App-V

IMoaroToBKa K BUPTYAJIU3AMMH H Pa3BePTHIBAHHE BUPTYAJIbHBIX MPUI0KEHUI
IToaroToBKa NPHUIIOKEHIMHN IS BBIIOIHEHHS B cpene APpP-V. PassepThiBaHNE TIPUIIOKEHHI
App-V. Ycranoska u HacTpoiika App-V Sequencer. I[ToarotoBka mpusioKeHni K
BupTyanusaimu. PassepreiBanne App-V npuinoxenuii ¢ momorisio ConfigurationManager.

10

I[InanupoBaHue U peaju3anus 0e30NACHOCTH U 0OHOBJIEHHS NPUJI0KEHHIT
[TnanupoBanue 0OHOBIICHUS IPHIIOKEeHHH. Pa3BepTriBanme 06HOBICHHH ¢ ToMolbio WSUS.
PasBeprhiBanie oOHOBIeHHH ¢ moMotikio ConfigurationManager 2012. Peanuzarms
Oe3omacHOCTH NpuiIokeHHH. OOHOBICHUE Pa3BEPHYTHIX NpUiIoxKeHHH. OOHOBIEHHE
npuinoxennit App-V. PassepreiBanne nosutuk APPLOCKEr ist yripaBiieHHUst 3aITyCKOM
MIPHJIOKEHHH.

11

I[lnanupoBaHue U peaju3anusi 0OHOBJIEHUS U 3aMeHbI MPUJIOKEHH I

[TnanupoBanue n peanu3anyst OOHOBJICHUS PUIOKESHUN U 3aMEIICHUS IIPHIIOKESHUH.
[TnanupoBaHue 1 peanu3anysi COCyIeCTBOBaHUS NpuiiokeHnil. OOHOBIICHHE pa3BEPHYTHIX
NIPUIIOKEHHI. 3aMeHa pa3BepHYTHIX NpuIokeHHH. HacTpolika cocyriecTBOBaHHs pa3n4HbIX
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BEpCHId MPUIIOKECHHUS
12 | MoHHTOpPHUHI pa3BepTHIBAHUS, HCIOIL30BAHUS U MPOU3BOAUTEILHOCTH PHIOKEHHI
ITnaHupoBaHKE U peanu3ays HHPPACTPYKTYPbl MOHUTOPUHTA IPHIIOKCHUN. MeTpHKH,
WHBEHTApH3ALMS U aHATIU3 PECYPCOEMKOCTH NMPUIIOKEHUH. MOHUTOPUHT HCHIOJIB30BAHUS
pecypcoB npuiioxeHuil. [InaHupoBanne WHBEHTapU3aLUK PHIOKeHHH. OpraHu3aiys
MHBEHTApH3aLMHU IPOrPaMMHOT0 obecriedeHus. MeTpHKU MCTIOIb30BaHMsI IPUIIOKEHUIA.
MOHHUTOPHHT KCTIOJIB30BaHKE pecypcoB cepBepoB RD SessionHost npunoxennsivu. CHmKeHnE
NHMKOBOH HArpy3KH Ha PECypChl IPUIIOKCHUAMA
Pa3znen 3.0praun3zanusi aAMMHHCTPHPOBAHMSI KOMIIBIOTEPHBIX CHCTEM
MJIK.02.03. Opranu3anus aIMHHHCTPHPOBAHHS KOMIBIOTEPHBIX CHCTEM 190
Tema 3.1 Cooeporcanue 90
IIpoexTupoBanue u 1 IlanupoBaHue anrpeiiia ¥ MUIPallu cepBepa
peajn3anus cepBepHOii Pexomennanuu 1o anrpeiiny u murpauuu. CosnaHue IUIaHa anrpeiifia ¥ MHUIPALUM CepBepa.
HH(ppacTpyKTYypbI ITnaHupoBaHKUE BUPTYAIU3ALUH
2 IInaHupoBaHue U BHeApeHHe HHPPACTPYKTYPHI AJIsI pa3BePTHIBAHHS CepPBEPOB
Beibop moaxopsined crTparernd co3gaHus 00pa3oB cepBepa. BHelpeHume cTpaTteruu
ABTOMATHYECKOTO Pa3BePTHIBAHUS
3 IlnanupoBaHue M pa3BepThIBaHHE CEPBEPOB €  HCIOJbL30BAaHHMEM JHMCIeTYepa
BUpTyaabHbIX MammH (VMM)
00630p aucnieTuepa BUpTyalbHbIX MamnH B SystemCenter 2012 R2. Peanuzanus Oubianorex u
npoduiell qucneTyepa BUPTyaabHbIX MalinH. [lnanupoBanue u passepreiBanne ciayx0o VMM.
4 IIpoexkTnpoBanue u BHe/IpeHne HHPPACTPYKTYPBI JiecoB " JA0OMEHOB
ActiveDirectoryDomainServices
IpoexrupoBanue neca AD DS. IIpoexTupoBaHue U peanu3alys JOBEPUTEIFHBIX OTHOIICHHIT
Mexay Jiecamu. IIpoexrupoBanne unterpaumn ADDS ¢ WindowsAzureActiveDirectory.
ITpoexrupoBanue u cosnanue pomenoB AD DS. IIpoextupoBanue npoctpancts umen DNS B
cpene AD DS. IlpoextrpoBanue JoBepuTenbHbIX oTHomeHuid AD DS.
5 ITpoekTHpoBaHue U peajn3anus HHPpacTpyKTypsl noapazaenenuii (OU) n pasperenmii
AD DS
[InaHupoBaHWE JENETHPOBAHUS aJMUHHCTPATUBHBIX 3amad. IIpOeKTHpOBaHHE CTPYKTYPHI
noxpazaencauii OU. IpoekTupoBanue u BHeApeHue crparerun rpynm AD DS
6 ITpoekTHpOBaHNE M BHEAPEHHE CTPATErHH IPYNIOBBIX NOJHTHK
C6op Tpedyemoii nHGOpMALUK AJI1 NPOSKTUPOBAHUS IPYIIOBBIX NMOJUTHK. [IpoexTupoBanue u
BHEJPCHHE TIPYNIOBBIX MOJUTUK. IlpoekTHpoBaHHE 00paOOTKM TIPYNIOBBIX HOJHUTHUK.
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[InanupoBaHKUE yNpaBICHHS IPYIIIOBBIMU MOJHTHKAMH
7 IIpoexTupoBanue u peanusanus puznyeckoii Tonosoruu AD DS
IIpoektupoBaHue U peanmsanus caidtoB ActiveDirectory. IIpoexrupoBaHue peIUTHKALUH
ActiveDirectory. TIpoekTupoBaHHe pa3MeIleHHsl KOHTPOJUIEPOB IOMEHa. BupTyamuzarus
KOHTpOJIIepoB fioMeHa. IIpoekTupoBaHue BRICOKOH JOCTYNHOCTH KOHTPOJUIEPOB JIOMEHA
8 IlnanupoBaHue U peaau3anus XpAHHINIL JAHHBIX
[lnanupoBanve u BHeapenue ISCS| SAN. IlnanumpoBanme u BHempenme StorageSpaces.
Onrumusanus GailyioBeIX Ciryx0 Ut GHIHAIoB.
9 ILtanupoBanue U pean3anusi 3aIUTHI CeTeH
O0630p npoexTupoBaHus 6e30macHoCTH cetel. [IpoekTupoBaHne U BHEIPEHUE UCIONIB30BAHUS
WindowsFirewall. TTpoektipoBanue u Bueapenne uuppactpykrypsl NAP
10 | ITpoexTHpoBaHMe U peaan3anus 3AIMUTHI CTYKO JOCTYNA K CETH
IIranupoBanue u BHeapenne DirectAccess. Ilnannposanue u Baeapenue VPN. Tliannposanue
u BHenpenue WebApplicationProxy. IlnaHupoBanne CI0XKHOW MH(PACTPYKTYPHI YAAIEHHOTO
JIOCTyna
Tema 3.2. Peanuzanus Cooeporcanue 100
NPOABMHYTOI cepBepHOil | 1 0030p ynpasJjenusi Lentpom O6padorku JJaHHBIX NpeANpUsITHS
HHPPACTPYKTYpPHI 00630p IO npeanpustus. O630p komnonent SystemCenter 2012 R2
2 IInaHupoBaHue U peaau3anus CTPATerHH BUPTYAIU3AIUH CEPBEPOB
ITnannpoBaHUe pa3BepTHIBAHMS JuCHeTdepa BUPTyanbHbIX MamuH (VMM). IlnanupoBaHue u
pean3anys cepBepHO BUPTYaIU3aIHH.
3 IlnanupoBanue U peaau3anus ceTeBoii HHPPACTPYKTYPLI M CHCTeM XPaHEHHS AaHHbIX
AUl BUPTYaJIu3aluu
ITnanupoBaHUE CHCTEM XpaHEHU JUIL BUPTyalu3auy. Peanusanus cucTeM XpaHeH s JUL
BUpTyanu3auy. IlnaHupoBaHue H peaan3anys ceTeBoil HHPPaCTPYKTYPHI 111 BUPTyaIH3alUH.
HnaanOBaHne U peaji3alys BUPTyaJIu3alluu CETH
4 IInaHupoBaHue U pa3BepTHIBAHNE BHPTYAIbHBIX MALIHH
IInanupoBaHue mapaMeTpoB BHPTyalnbHBIX MammuH. [logroToBka K  pa3BepTHIBAHUIO
BHPTYaJIbHBIX MAIIMH C HCIIONB30BaHMEM Aucrerdepa BupTyansHbix Manmi (VMM).
Pa3BepThIBaHKE BHPTYaJIbHBIX MamyH. [I1aHupoBanue u peanu3anus perrka Hyper-V
5 IInaHupoBaHue U peaau3anus peHIeHUs N0 AAMUHICTPHPOBAHUIO BUPTYAIH3ALUH
[TnanupoBaHue 1 peanu3anys aBTOMaTU3aluK ¢ ucnons3oBanueM SystemCenter 2012 R2.
IMnanuposanue u peanusanus MicrosoftSystemCenterAdministration. ITnanupoBanue u
peanusanus Self-Service ¢ ncnons3oBanuem SystemCenter 2012 R2. [lnanupoBanue u
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pean3alysi yCTaHOBKU OOHOBJICHHI B HH(PPACTPYKTYpE CepBEPHON BUPTYAIH3ALUH

6 [lanupoBaHue U peaju3anus CTPATErHd MOHUTOPUHIA CEPBEPOB
ITnanupoBaHue MOHUTOPHUHTA B WindowsServer 2012 R2. 0O630p
SystemCenterOperationsManager. IlnanupoBaHHe W HACTPOHKA KOMIIOHEHT MOHHUTOPHHTA.
Hacrpoiika B3aumoeiicteus ¢ VMM

7 [InannpoBaHue U peaju3anys pelieHHIl BBICOKOH AOCTYMHOCTH 1Jis1 (PaliJIOBBIX CIY:K0 M
MPUJI0KeHHI
ITnanupoBanne u peanusanus StorageSpaces. IlnanupoBanume u peanmsanust DFS.
ITnanuposanue u peanuzauus NLB

8 ILtanupoBanue U peau3anusi pemieHu BLICOKOMH JOCTYIHOCTH HA OCHOBE KJIaCTEPOB
[InanupoBanue HHPPACTPYKTYPhI OTKa30yCTONYNBBIX KJIACTEPOB. Buenpenne
0TKa30yCTOMYMBOTO Kiacrepa. [lnaHupoBanue U peanu3anus CHCTEMBbl YCTAaHOBKU OOHOBJICHHUIT
UL OTKAa30yCTOMYMBOrO  Kiacrtepa. VIHTerpamus OTKa30yCTOMUYMBBIX — KJIAacTEpOB U
BupTyanu3sauuu. [InanupoBanue pacupenenéHHBIX 0TKa30yCTONYHMBBIX KJIACTEPOB

9 IlnanupoBanue u peanuzanus cTpaTeruu OecnepedoiiHoii paboThI
(BusinessContinuityStrategy)
0630p crparerun OecrnepeboitHoit paboTel. [lnaHupoBaHWe W peanu3alys CTpPATETHi
pe3epBHOTO KomupoBaHus. IlmaHMpoBaHMe W peanm3alusi BoCCTaHOBIeHHMS. [lnanupoBanue u
peayn3alys pe3epBHOTO KOIMMPOBAHHS M BOCCTAHOBJICHHS BUPTYaJIbHBIX MAIIMH

10 | IlnaHupoBaHMe U peaau3auusa HHPPACTPYKTYPHI OTKPHITHIX KJII0Yei
[InanupoBaHue U pa3BepThIBAHUE YAOCTOBEPSIOUIMX IeHTpoB. IlnanupoBanue u peanuszanus
wabnoHoB ceprudukaros. IlnaHupoBaHMe W pealn3anys BbIJa4d U OT3bIBA CEPTU(UKATOB.
IInanupoBaHue ¥ peanu3aiys apXUBaLHK U BOCCTAHOBICHUSI KIIOUEH

11 | InanupoBanue u pa3seprbiBanue AD FS
ITnanupoBanue u peanusanus HHPpacTpyktypsl AD FS. ITnanuposanue u peanusamus AD FS
ClaimProviders u RelyingParties. Ilnaunposanue u peamusamust AD FS Claims u ClaimRules.
TInanupoanue u peanusarms WebApplicationProxy

12 | IInaHupoBaHHe U peaTH3ANHUs JOCTYNA K JAHHBIM ISl I0JIb30BaTeJIeli M yCTPoiicTB
[TnanupoBanne u peammuszarmss DAC. [lnanupoBaHHe NOJKIIOYCHHS K padoueMy MecTy
(WorkplaceJoin). ITnanuposanue padounx namnok (\WorkFolders)

13 | InanupoBaHue U peanH3auus CJIyKObI yIpaBJeHUs] NpaBaMu

00630p AD RMS. IInanupoBanme u peanmuzanms kiacrepa AD RMS. IlnanupoBanue u
BHeapenue mwabnonos AD RMS u nonutuk AD RMS. TlnannpoBanue u peanusaiys BHEIIHETO
noctyna k AD RMS. [lnanupoBanme u peanmsaiust B3ammojedictBus AD RMS u
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| DynamicAccessControl.

B mom uucne npakmuueckux sanamuii u 1a60pamoprulx paoom

1. OcymecTieHue KOHPUIYpUPOBaHHS TPOrPAMMHOI0O 00ECIIEUEHHUs Ha CepBepax U pabounx
CTaHIIUAX.

. YcTaHOBKa IpaB JOCTYIIa M KOHTPOJIb HCIIOIb30BAHKS CETEBBIX PECYPCOB

. AZIMUHHCTPHPOBaHHE CEPBEPOB

. Pacuér crommocTn cereBoro 000pynoBaHHA U IPOrPAMMHOTO 00ecTICHeHUS

. Perucrtpanus none3oBareinei JOKaaIbHOM CETH

. OcymecTBiieHre aHTUBUPYCHOH 3allIUThI

[o20N¢) BE SN I V)

72

Y4eOHasi NpaKTHKA

nepevyenb pador:

AJIMUHHCTPUPOBAHUE CEPBEPOB U pabOYMX CTAHIHH.

OpraHuzanus JOCTyIa K JOKaJIbHBIM ceTaM U MHTepHeTy.

VcTaHOBKA U COMPOBOKICHHE CETEBBIX CEPBHCOB.

Pacuér croumocTH ceTeBoro 000py0BaHUS U IPOrPAMMHOT0 00ECIIeueHUs!.

CO6op aHHBIX AJIs1 aHAJIM3a UCTIOIb30BaHUS ITPOIPAMMHO-TEXHUUECKUX CPEJICTB KOMITBIOTEPHBIX CEeTeH.
OGecneueHue ceTeBoii 0€30acHOCTH

SurwNR

144

IIpousBoacTBeHHAsI NPAKTHKA pa3jesia
nepeyeHs padoT:

1. VYcraHOBKa Ha cepBephl H paboUne CTAHIIUN: ONEPAlOHHbIE CHCTEMBI U HEOOXO0JUMOE I pabOTHl IPOrpaMMHOE
obecrieueHue.
IMonnepxka B padOTOCIIOCOOHOM COCTOSTHUHM MPOrpaMMHOE 00ECIIeueHHe CepPBEPOB U pabOUNX CTAHIIUH.
Perucrpanus nonb3oBareneil JOKaNbHOH CETH M IIOYTOBOTO CepBEPa, Ha3HAYACT UJICHTU(HHUKATOPHI U APOJIH.
OOecrieueHne CBOEBPEMEHHOIO KOMPOBAHMUS, apXUBUPOBAHUS U PE3EPBUPOBAHMS JAHHBIX.
[IpuHsATHE MEp O BOCCTAHOBJICHHIO pabOTOCHOCOOHOCTH JIOKAJIBHOM CETH MPH COOSX MM BBIXOJE U3 CTPOSI CETEBOTO
00opynoBaHusi. BeisiBIeHHE OMIMOOK MMOJIb30BATENEH M IIPOrPAMMHOT0 00ECIICYEHUS U IPUHATHE MEp MO MX HCIPABJICHHUIO.
IIpoBenenne MOHUTOPUHTA CETH, Pa3padaThIBATh MPEUIOKEHHS 110 PA3BUTHIO HH(PPACTPYKTYPBI CETH.

7. ObecneyeHne ceTeBoii 0€30MacHOCTH (3aIUTY OT HECAHKIIMOHUPOBAHHOTO AOCTYIA K HH(DOPMALUY, IPOCMOTpPA WIIH

M3MCHECHHS CHCTEeMHBIX (DaiiiioB M TaHHBIX), 6E30IIACHOCTD MEKCETEBOTO B3aUMOACHCTBHSI.

8. OcymecTBiIeHHE aHTHBUPYCHOM 3aI[UThI JIOKAJTHHOW BHIYMUCIUTENBHOMN CETH, CEPBEPOB U pabOYHX CTAHIIHH.

JlokymMeHTHpOBaHUE BCeX MPOU3BEACHHBIX JEHCTBUH.

arwn

S

180

HpOMe)KyTO‘lHaﬂ arrecranus
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3. CIEIIUAJIBHBIE YCJIOBUSA PEAJIM3AIIAN TIPUMEPHOM ITPOT' PAM»S
MNMPOPECCHUOHAJIBHOI'O MOAYJIAIIM.02 OPTAHU3ALIUS CETEBOI'O
AIMUHHUCTPUPOBAHUA

3.1. O6pa3oBaTeibHbIE TEXHOJIOTHH

Texnonoruu oOydeHHUs BBIOMpAIOTCS TakUM OOpa3oM, YTOOBl YYUTHIBATh WHIUBUIAYaJIbHbBIE
KOMMYHHUKAIIMOHHbIE U yueOHbIe criocoOHocTH oOyyatoniuxcs ¢ OB3 u crnocoO6cTBOBaTh UX COLMATBHOM
u npodeccruoHaIbHON afantanuu. B o6pazoBaTebHOM Mpoliecce UCTONb3YIOTCS COLMATbHO-aKTHBHbBIE
1 pedIIEKCUBHBIE METOIbI O0OYUEHHUsI, TEXHOJIOTHH COITHOKYIBTYPHOU peaOUIUTAIINN C TIEIbI0 OKa3aHUS
MMOMOINM B YCTAaHOBJICHWHU TIOJHOIICHHBIX MEKIWYHOCTHBIX OTHOIICHUW C JPYrUMHU CTYACHTaMH,
CO371aHUY KOM(OPTHOTO MCUXOJOTHIECKOTO KIIMMaTa B CTYICHUECKOU TpyIIIe.

B kadectBe 00pa30BaTeNbHBIX TEXHOJOTHM, UCIOIB3YEMBIX TIPU PEATU3AIMU PAa3IMUHBIX BUIOB
yaeOHOU paboThl M naromux Hanbosnee 3(pHEeKTUBHBIC PE3yabTaThl OCBOSHUS JAHHOW aJanTallMOHHON
JTUCIUTUTUHBI, TPUMEHSIFOTCS:

JlexIMOHHO-CEMUHAPCKast CUCTEMa — J1aeT BO3MOXKHOCTh CKOHIICHTPUPOBATh MaTepHall B
ONOKM ¥ TIPETNOJHOCUTh €ro KakK eIWHOE IIeJoe, a KOHTPOJh IPOBOIUTH IO MPEIBAPUTEIBHOMN
MOJITOTOBKE 00 yYaroImuXxcs.

NupopMalnOHHO-KOMMYHUKAIIMOHHBIE ~ TEXHOJOTMM  —  JAIOT  BO3MOXHOCTH
MpernogaBaTeNlio  BU3yadU3UpPOBATh TMPOIECC YCBOCHHMsS y4eOHOTO Marepuaia oOydaroluMmucs,
UCIIONIb3YSl WHTETPAllMI0 B OJHOM MPOTPAMMHOM MPOAYKTE Pa3HOOOpa3HBIX BUIOB HH(POpPMAIHH,
MPEIOCTABIAIOT YIOOHBIE BO3MOXKHOCTH PAabOTHI ¢ MaTepuajoM 3a CYEeT HENMHEHHOW opraHu3aluu
KOHTEHTA (BBIICIICHUS KITFOYEBBIX 0OBEKTOB M OPraHM3alHH MEPEKPECTHBIX CCHIIIOK MEXTy HUMU).

Texnonorust 0o0ydeHUss B MajblX T[pyNNax — TMPEANOiaraeT OpraHU3alUi0 TPYIII
oOy4Jaromuxcs, paboTAIOMUX COBMECTHO HaJ PelIeHHEM KaKOH-JIMOO MPOoOIeMBbl, CIY’KUT MPEKPACHOM
MOJTOTOBKOM K MMPOEKTHOM ACSITEIILHOCTH O0YJArOIITIXCS.

UrpoBast TexHONOTHST — CIOCOOCTBYET pa3BUTHIO TIIO3HABATEIIBHBIX HMHTEPECOB,
AKTUBU3AIMH JICATETLHOCTH YJAIIUXCsl, YCTAHOBICHUIO KOMMYHUKATUBHBIX CBSI3CH.

Texnonorust mpobaemMHoro obydenusi. OcoOEHHOCTh MPOOJIEMHBIX METOJIOB COCTOUT B
TOM, YTO METOJbI OCHOBAaHbI Ha CO3JAaHUU TMPOOJEMHBIX CHUTyallMd, aKTUBHON IO3HABATEIHLHOU
NESTENHbHOCTH OOYYaIOIIUXCs, COCTOSIIUX B TMOUCKE M PEIICHUHM CJIOXHBIX BOIPOCOB, TPEOYIOIIUX
aKTyajlM3alyy 3HaHWH, aHaIU3a.

Y4eOHO-METOAMYECKUI MaTepuall M0 TUCIUIUIMHE, BKIIOYAIONIUH B ceOS METOIUYecKue
yKa3aHus JUisl CTYAEHTOB W KypC JIEKIIMH, WPEeIOoCTaBIsIeTCs CTYACHTY C OTPaHUYEHHBIMHU
BO3MOXXHOCTSIMU B TIEYaTHOM U 3JeKTpoHHOM Buze. [Ipu 3tom mHpOpMmamus momaercs B (opmax,
aIalITUPOBAHHBIX I 00YYAIOIIUXCS ¢ KOHKPETHBIMU OTPAHMUYEHUSIMH UX 3]0POBbSI:

1. AN CTYAEHTOB ¢ HApPYLIEHUSIMH 3peHMsi — B Ie4aTHOM ¢opMe C YBEIMYEHHBIM
mpuQTOM, B AIEKTPOHHOU Popme; B hopme ayanodaiina u Ha si3bike bpaiins (mpu HeoOXoauMocTH);

2. JUISI CTY/IGHTOB ¢ HAPYIIEHHUSIMH CJIyXa — B TiedyaTHOW (opme 1 B popMe 3IEKTPOHHOTO
JTOKYMEHTA,

3. JUIS1 CTYIGHTOB € HAPYLIEHHUSIMH ONOPHO-IBUTraTeILHOIO ammapara — B II€YaTHOM

dopme 1 B hopMe IMEKTPOHHOTO JOKyMeHTa; ayauodaiiaa (mpu HEOOX0UMOCTH).
AKTHBHBIC ¥ HHTEPAKTUBHBIE ()OPMBI IPOBEIICHHSI 3aHATHIA, UCTIOJIb3yeMbIe B yUeOHOM IpoIecce

Bux Hcnonb3yemMbie aKTUBHbIE U Pa3paboTaHHble y4eOHO-MeTONHMYECKHUE
Cemectp AN THS™ WHTEPAKTUBHBIE (POPMBI IPOBEIEHUS MaTepuaibl, 00eceYUBAKOIINE PeaTU3aANMNI0
3aHATHH ¢ opMbI NpoBeneHUs 3aHATHI
4 o TeMaTudueckue I HTaIUU KTPOHHBI
i Kpyrisiii cro, g aTUYECKHUE NPE3CHTALUH, JIIEKTPO e
NPOGIeMHast JIeKIHs 00pa30oBaTEIbHBIE PECYPCHI, OIIOPHBIE KOHCITEKTHI
ekt
3. C TBOpYECKHUE 3aJIaHUS, pa60Ta B MaJIbIX Hpe?)eHTaHI/H/I, KOHTEKCTHEIE KEHCEI B SJICKTPOHHOM
’ rpymmnax; BH/JIE, IPAKTUIECKHE 3aJaHHs, METOJ] KEHCOB, NEI0Bas
nrpa

*) JI-nekuws, [13 — mpaktndeckue 3ansatust, C — ceMHHAPHI
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3.2. TpeGoBaHMsA K MUHMMAJIbHOMY MaTePHATbHO-TEXHMYECKOMYO0OecneYeHHI0

Peanuzanus  aganTalMOHHOTO  NPO(ECCHOHATIBHOTO  MOAYNIs  TpeOyeT — Haluyus
CHeNHaTbHO 000PYIOBAaHHOTO YU€OHOTO Ki1acca ¢ YY4eTOM MOTPeOHOCTEeH JIHIl ¢ OTpaHUYEHHBIMH
BO3MOKHOCTSIMH 310POBBSI Pa3HbIX HO30JIOTHH.

Ob6opynoBaHue yueOHOTO KaOWHETa!

MOCaI04HbIe MECTa MO KOJIMYECTBY 0Oydaroluxcs;
paboyee MecTO MpenogaBaTes;
KOMIUICKT Y4€OHO-HATJISITHBIX TT0COOMIA
TexHuueckue cpeacTBa 00yUeHHUS
APM npenogaBartens ¢ JIMLEH3UOHHBIM IPOIPaMMHBIM 00€CTIEUEHHUEM,
MYJIBTUMEIUATIPOEKTOP,
MOV.

Hanuuume 3BykoycwinBaromied anmaparypbl, MYJIbTUMEIUNWHBIX CPEACTB U APYTUX
TEXHUYECKUX CPEJICTB NpHeMa-liepenaadn ydeOHoW uHpOpManuu B JOCTYIHBIX (GopMmax s
o0yJarommxcsi ¢ HapymeHusMHu ciayxa. s crabocublmamux o0ydaronuxcsi UCIOJIb30BaHHe
CYPIOTEXHUYECKHUX CPEACTB SBISETCA CPEICTBOM ONTUMH3ALNU y4eOHOTO MpoIecca, CPeCTBOM
KOMIICHCAIIUM YTPaueHHOW WM HapyLIeHHOH ciiyxoBoil ¢yHKIiuu. TexHosoruu 6ecrpoBoIHOM
nepenaun 3Byka (FM-cuctembr) sBisitorcs A(QQEKTHBHBIM CPEACTBOM Ui YIyYIICHHS
pa3bopPUMBOCTH peuu B MpoLecce 00ydeHHUs.

YueOHast ayauTopusi, B KOTOpOW o0OydaroTcs oOydaroliuecs ¢ HapylleHHeM CIyxa,
000opyOBaHa pPAAMOKIACCOM, KOMITBIOTEPHONH TEXHUKOM, ayqHMOTEXHUKOHW (aKyCTHUYCCKUi
YCUJINTEb W KOJOHKH), BHJCOTEXHHUKOW (MyJbTHMEAUHHBIA TMPOEKTOp, TEIEBHU30D),
ANIEKTPOHHOU JOCKOHM, TOKyMEHT-KaMepoH, MyJabTUMenuiHoW cuctemMoit. OcoOyi poib B
oOyueHNH claboCcbIIIaUX TaK)Ke UTPAIOT BUAEOMATEPUAIbI.

Hamnure KOMIBIOTEPHON TEXHUKH, HCIONB3YIOIIEH cucremy bpaiins (penbedHo-
TOYCYHOro MmpUQTa), SJICKTPOHHBIX JIYI, BHUACOYBEIUYUTENICH, MPOrpaMM HEBH3YalbHOTO
JocTynna K WH(opMaiuy, IporpaMM — CHUHTE3aTOPOB pPeUd M JIPYTUX TEXHUYECKUX CPEACTB
npuema-neperaud  yueOHol wuHpopManuu B JOCTYNHBIX ¢opMax s oOydaroumxcs C
HapyLICHUSIMH 3pECHUS.

Komnbrotepupie TH(IOTEXHOMOTHH 0a3sHpyrOTCs Ha KOMIUIEKCE AamnlapaTHBIX |
MPOTPaMMHBIX CpPEACTB, 00ECHEeUMBAIOIINX MPeoOpa3oBaHHE KOMIBIOTEPHOH HH(pOpManuu B
JOCTYIIHBIC JIJISl HE3PSAYMX W chHaboBuUAAIIMX (GopMbl (3BYKOBOE BOCIIPOHM3BEICHUE, PelbedHO-
TOYCYHBII WU YKPYITHEHHBIH TEKCT), U MO3BOJISIOT UM CAMOCTOSATENILHO PadOTaTh Ha OOBIYHOM
NEPCOHATHHOM KOMITBIOTEpE C MPOrpaMMaMu OOIIEro Ha3HAYCHHS.

TudnorexHnueckne cpeacTBa, UCIOIb3yeMble B yueOHOM Ipolecce it 00yJaromuxcs ¢
HapYIIEHUSAMHU 3pEHUS, YCIOBHO JEIATCSA Ha JIBE TPYIIIBI. CPEACTBA AJIS YCHWIEHUS OCTaTOYHOIO
3peHHsl M CpeACTBa NpeoOpa3oBaHMs BU3YaIbHONH HHGOPMALMU B ayAuO- U TaKTHJIbHBIE
curHanel.  JIng  cmaboBuasmmx — oOydaromuMxcs B JICKIMOHHBIX M y4eOHBIX
ayMTOPHUSXIIPEIYCMOTPEHA BO3MOXHOCTh IIPOCMOTPA YAAJICHHBIX 00BEKTOB (HaIIpUMep, TEKCTa
Ha JOCKE WM Cjaiijla Ha DKpaHe) MNpU TOMOINM BHICOYBEIUYUTENCH Uil yAaJCHHOTO
IIPOCMOTpA.

Hanuune KOMIOBIOTEpPHON TEXHHKH CO CIEUAIbHBIM IMPOTPAMMHBIM OOECIeueHHEM,
aJaNTUPOBAHHOW JUIsI JIML C OTPAHUYEHHBIMH BO3MOXHOCTSIMHM 3J0POBBS, aJIbTEPHATHBHBIX
yCTpPOMCTB BBOJA MH(OpPMALMUU M JPYTUX TEXHUYECKUX CPEJICTB MpueMa-liepefadn ydeOHO
uHpopMallM¥d B JOCTYNHBIX (opmax uisi 0OydalolUXcs C HapyLIEHUSIMHU OIOPHO-
JBUTaTeNbHOrO ammapara. Jlng oOydaromuxcss ¢ HapyHIEHUSMH OINOPHO-IBUraTeIbHOTO
arrapara npeaycMOTPEHOHUCIIONB30BaHNE AIbTEPHATUBHBIX YCTPOMCTB BBOIa HH(POPMAITUH.

Jis peanuzanuy mporpamMMbl Mpo(ecCHOHAIBHOTO MOTYIS TIPEAYCMOTPEHBI CIIETYIOIIHe
CHELMATIbHBIE TOMEILEHUS!
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Jlaboparopun «OpraHuzanuss ¥ TPHUHIUIBI TOCTPOCHUS KOMITBIOTEPHBIX CHCTE.n <
ocHamieHuele B cooTrBercTBHM ¢ 1.6.1.2.1.0II0Il mo cnemmansHoct 09.02.06 «CereBoe u
CHUCTEMHOE aIMUHUCTPUPOBAHHEY.

OcHarieHHble 0a3bl IPAKTUKH, B cooTBeTcTBUU ¢ 1 6.2.1.3 OIIOII mo cnemuanbHOCTH
09.02.06 «CereBoe U CHCTEMHOE aIMUHHACTPUPOBAHUE.

3.3. UndopmanuonHoe odecriedeHne peajau3alui NPorpaMmmbl

s peanuzanmu  mporpaMMbl  OMOIHMOTEUHBIM (QoH SXpOMCKHIT KOJUIEHK HMEeT
NeYyaTHble W/MJIM  DJEKTPOHHbIE  OOpa3zoBaTelbHblE U HWH(OPMALMOHHBIE  PECYPCHI,
PEKOMEHIyeMbIe JUTS HCTIOIh30BAHUS B 00pa30BaTEIIHFHOM IIPOIIECCE.

3.3.1. [leuaTHble U3AAHUA
1. bapanuukos A.U., bapanuukos I1.A., I'pomoB A.}O. Opranusaius cereBoro
apmuauctpupoBanus 2016 OULL «Axagemusi»;
2. Hazapos A.B. Dkcrunyatanust 00beKTOB ceTeBoit uHppacTpykTypsl 2015 OUL]L
«AxaneMus.

3.3.2. DaekTpoHHbIE N3AaHUs (3JTEKTPOHHBIE Pecypchl)
1. O6pazoBarenbHas miardopa «HOpaitr» https://urait.ru/news/10641P
2. CIIO B OBbC 3nanuymhttps:/new.znanium.com/collections/basic IP.31.44.94.39
3. D0C «Pycckoe cinoB0o» DNeKTpOHHBbIE (OPMBI y4yeOrMKOB, pabouue TETpaau, MOCOOHs U

WHTEPAKTUBHBIE TpEHaXEPhI https://forms.yandex.ru/u/5e6f667c2f089d0b3be3ed6a/ IP azpec:
93.158.134.22.  Tlompobuee  Ha  caiire: https://xn—-dtbhthpdbkkaet.xn—plai/articles/81165/ IP  aapec:
193.124.206.248

4. DnexTponHas oubnmoreka M3narenbckoro mentpa «Akagemus» https://academia-library.ru/
5. Cucrema anekTpoHHOTO 00ydeHms «Akagemus-Meauna 3.5» https:/elearning.academia-moscow.ru/

6.  UuTepHeT-mopTall  MOCKOBCKOTO  CpeaHEero  NpogeCCHOHAIBHOTO  0Opa30BaHUSA
https://spo.mosmetod.ru/IP.195.9.186.84
7. O6pazoBaTenbHbIE pecypcehl Axanemus Bopnaxumic Poccus

https://worldskillsacademy.ru/#/programs IP: 82.146.50.206

3.3.3. /lonoJiHUTEIbHbIE HCTOYHUKH

1. Jlx. C. Maxun, Men Maxnun Baenpenue, yrpapieHne U MoaIepiKa CeTeBoil
uHdpactpykrypsr MicrosoftWindowsServer 2016. Yueonsrit kypc MCSA/MCSE/Tlep. ¢ anri. -
M., 2015;

2. KommnbrorepHbie cetr. [IpHHIUIEI, TEXHOIOTHH, TPOTOKOMBL. 3-¢ u3a./ B. T
Omudep, H. A. Omudep. — CII6.: ITurep, 2016. - 958 c.;
3. A. B. ©@poos, I'. B. ®ponos. JIokajbHbIE CETH IEPCOHAIBHBIX KOMIIBIOTEPOB. -

M.: dunamor-MH®U.
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4. KOHTPOJIb U OIEHKA PE3Y/JIbTATOB OCBOEHHA

IIPO®ECCHOHAJIBHOI' O MOAYJIAIIM.02 OPTAHU3ALIHA CETEBOI' O
AAMHHUCTPHPOBAHHUA

Kon u HaumeHoBaHue
npogeccHOHATBHBIX U 00ILUX
KOMIIeTeHIUi, opMHUpYyeMBbIX

B paMKax MOAYJIsi

Kputepuu onenku

MeToabl olleHKH

IIK.2.1. AnMUHHCTPHPOBATH
JIOKaJIbHbIe BBIYNCINTENbHbIE
ceTH M NPUHHMATH MepbI MO
yCTpaHeHUIo BO3MOKHBIX
cOoeB.

Ouenka
TEXHUYECKOe
NpOaHaIM3UPOBAHO,
paspabortaHy, COOTBETCTBYET
TEXHUYECKOMY 3aJJaHuI0 u
opOpMJICH B COOTBETCTBHU CO
CTaHJapTamMu,  MOSICHEHBI  €ro
OCHOBHBIE CTPYKTYPBI.

OLeHKa «XOpOLIO»  -aITOPHTM
pa3paboraH, oopmIiieH B
COOTBETCTBHH CO CTaHAApTaAMH M
COOTBETCTBYET 3aJ1aHUIO,
TIOSICHEHBI OCHOBHBIE
CTPYKTYpBL

OueHka «yHOBJIETBOPHTEJIBHO» —
AITOPUTM pa3paboran "
COOTBETCTBYET 3aJIaHHIO.

COTJIHYHO» -
3a7[aHne
aJrOPUTM

€ro

Ok3ameHn/3ayer B ¢dopme
cobeceroBaHMS: MIPaKTHYECKOe
3aJaHue M0 MOCTPOCHHIO aJrOPHTMA B
COOTBETCTBHHU c TEXHUYECKUM
3aJlaHHeM

3ammTa OTYETOB IO NPAKTHYECKUM H
nmabopaTopHBIM paboTaMm.

IIK.2.2. AIMUHHCTPUPOBATH
ceTeBble pecypcesl B
nH(OPMAIMOHHBIX CHCTEMAX.

OreHka
TEXHUYECKOEe
IPOaHAIM3UPOBAHO,
pa3pabotaH,
TEXHUYECKOMY

COTJIHYHO» -
3a/laHue
aNropuT™M
COOTBETCTBYET
3aJIaHUI0 u
ohOpMJICH B COOTBETCTBHH CO
CTaHJapTaMd,  MOSICHEHBI  €ro
OCHOBHBIE CTPYKTYPBI.
OneHka  «XOpoOWIO»  -aJrOPUTM
paspabortaH, odopmiteH B
COOTBETCTBHH CO CTaHAApTAMU M
COOTBETCTBYET 3aJIaHHUIO,
TIOSICHEHBI OCHOBHBIE
CTPYKTYpBL
OueHka «yHOBJIETBOPHTEJIBHO» —
AITOPUTM pa3paboran "
COOTBETCTBYET 33J[AHUIO.

€ro

Ok3amen/3ayer B ¢dopme
cobeceToBaHMsI: NpaKTHYeCKOe
3aJaHue MO MOCTPOCHHIO aJrOPHTMA B
COOTBETCTBHHU c TEXHUYECKUM
3aaHUEM.

3ammTa OTYETOB IO NPAKTHYECKUM H
1a00paTopHBIM padoTam.

IIK.2.3. O6ecneunBaTh CcHOP
AAHHBIX st aHaJIn3a
HCTOJIb30BAHMS u
(pyHKUHOHUPOBAHMSI
NMPOrpPaMMHO-TEeXHHYECKHX
cpencTB KOMITBIOTEPHBIX
ceTei.

OreHka
TEXHUYECKOEe
MPOaHAIN3UPOBAHO,
paspaboray, COOTBETCTBYET
TEXHUYECKOMY 3a7]aHHI0 U
oopMIIEeH B COOTBETCTBHH CO
CTaHIapTaM{,  MOSCHEHBl  €ro
OCHOBHBIE CTPYKTYPBI.

OneHka «XOpoOWIO»  -aJITOPUTM
pa3pabortaH, odopMiicH B
COOTBETCTBUH CO CTaHAApPTAMH U
COOTBETCTBYET 3aJJaHHIO,
TMOSICHEHBI OCHOBHBIE
CTPYKTYPBL

OueHKa «yJAOBJIETBOPHTEIBHO» —
AIITOPUTM pa3paboraH U
COOTBETCTBYET 3aJIaHUIO.

«OTJUYHO» -
3aJlaHue
aNrOpUT™M

€ro

Ok3amen/3a4er B bopme
cobece0BaHM: HPAKTUYECKOE
3a7aHUe MO MOCTPOCHHIO aJrOpHTMA B
COOTBETCTBUHU C TEXHUYCCKUM
3a7aHueM

3ammra OTYETOB MO MPAKTUYCCKUM H
nabopaTOpHBIM padoTaMm.
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IIK.2.4. B3anMojaeiicTBOBATH
CO CIeHHAJINCTAMH CMEKHOIo

npopuiss mnpu  pa3padoTke
MeTO/10B, cpeaAcTB u
TEXHOJIOTuii NpUMeHeHHsI

00bEKTOB MPOo(eccCHOHATBHOI
JAeSITeJIbHOCTH.

«OTIIHYHO» -
3aJaHue
ANTOpUTM

Ouenka
TEXHUYIECKOE
MPOAHATU3UPOBAHO,
pa3pabotaH, COOTBETCTBYET
TEXHUIECKOMY 3aJ]aHUI0 u
opopMIeH B COOTBETCTBHH CO
CTaHJapTamMH,  TOSCHEHbI  €ro
OCHOBHBIE CTPYKTYPBI.

OleHKa  «XOpOWIIO»  -alTOPHUTM
pa3paboraH, odopmiicH B
COOTBETCTBUH CO CTaHAApPTAMH H
COOTBETCTBYET 3aJaHHIO,
HOSICHEHBI OCHOBHBIE
CTPYKTYPBIL.

OlLieHKa «yJIOBJIETBOPHTEIBHO» —
AITOPUTM pa3paboran u
COOTBETCTBYET 3aJIaHUIO.

€ro

Dk3amen/3a4er B bopme
cobeceoBaHMs: [PaKTHIECKOe
3aJlaHHe M0 MOCTPOCHHIO AJrOpHTMA B
COOTBETCTBHH c TEXHHYIECKUM
3aaHHueM.

3amura OTYETOB IO MPAKTHYECKHUM U
J1a060paTOPHBIM padoTaMm.

OK 01. BeioupaTh criocoobl

000CHOBAaHHOCTh TOCTAHOBKH CIiu,
BBI60pa U TNPUMCHCHHA MCETOAOB U

peleHus 3aga4 | Croco0oB perIeHus
npogeccuoHaNbHOMI npodeccoHaNbHBIX 3a1a4;
AeATENBLHOCTH, aJleKBaTHasi OLEHKAa M CaMOOLICHKA
NMPUMEHUTETbHO K | 3pdexkTuBHOCTH u KadecTBa
Pa3IMYHbIM KOHTEKCTAM. BBHINIOJIHEHUS ~ IPO(ECCHOHATBHBIX
3a1a4
(0)11 02.0cyuecTBIaSITH
HCIIONB30BaHUE Pa3IHYHBIX
MOUCK, aHAJIN3 u
HCTOYHHKOB, BKJIIOYas JICKTPOHHBIE
HHTEePIPETALHUIO
.. | pecypcsr, MeHUapecypesl,
uH(popMaLuH, HeodX0AUMOIi
HHTepHEeT-pecypChl, MEPHOIMICCKIE
Asl  BBITOJHEHHUs1  3a1a4
N U3MAHUSI 10 CIHEIHATbHOCTH IS
npodeccuoHATbHOI
petieHns npodheCCHOHATBHBIX 3a1a4
AesSITEILHOCTH.
OK 03. InaHupoBaTh M | AEMOHCTpalys OTBETCTBEHHOCTH 3a
peaJn30BBIBATH MPHHATBIC PELICHUS
co0CTBeHHOE 00OCHOBaHHOCTh CaMOaHAIN3a M
npodeccuoHaTbHOE U | Koppexuus pe3yabTaTOB
JIMYHOCTHOE Pa3BUTHE. COOCTBEHHO! paboTHI,
B3aUMOJICHCTBHE C O0YYarOLIUMHUCS
OK 04. PaGoratp B i '
NpernojaBaTesIMH U MacTepaMd B
KOLTCKTHBE M KOMANAC, | 1o obydeHus, OBOJIUTEISIMA
3¢ heKTUBHO oy » ¢ PYK N
. y4eOHOW H  NPOM3BOJCTBCHHOM
B3aMMO/I€iiCTBOBATD c

KOJIJIeTaMH, PYKOBOICTBOM,
KJIHMEHTAMHU.

NPaKTHK;
00OCHOBAaHHOCTh aHAJHM3a PabOTHI
YJICHOB KOMaHbI (II0OYMHEHHBIX)

OK 05 OcyuecTBiasith
YCTHYI0 M  NHCbMEHHYI0 . N
rPaMOTHOCTh YCTHOM M THChMEHHOM
KOMMYHHKALHIO wa | o
rocy/IapCTBEHHOM SI3bIKE C PEHH,
_ | SICHOCTh (dbopMynHpoBaHUs u
y4eToM ocobeHHoOCTEl ¢
W3JI0)KEHHSI MBICTICH
CONMAJILHOT O u
KYJbTYPHOT0 KOHTEKCTA.
OK 06. posiBasThL
TPaKIaHCKO-
L COOJIIOJICHUE HOPM TIIOBEICHUS BO
MATPHOTHYECKYH) TO3HIINIO, .
BpeMs  Y4YCOHBIX  3aHATHH W
JTE€MOHCTPHPOBATH .
MIPOX OXKJICHUS y4eOHOM u
OCO3HAHHOE TOBeJeHHEe HAa .
MIPOU3BOJICTBCHHON MPAKTHK,
OCHOBE 001IeYe/I0BeYeCKUX
IIEHHOCTEH.
OK 07. ConeiictBoBarh | 3dpdexTuBHOCTD BBINIOJTHEHHUSI

COXPAHEHMIO OKPY:KAKOINEi

npaBw1 Th Bo Bpemst ydeOHBIX

WnTtepnperanus pe3yNbTaToB
HaOJII0IeHUH 3a JIEATENLHOCTBIO
oOyuaromierocss B IPOLECCE OCBOCHUSA
00pa3oBaTeIbHOM MPOrPaMMEI

DKcIepTHOE HAONIONICHNE W OIICHKa Ha

1abopaTopHO - TIPAKTHYECKNX
3aHATHAX, NPU BBHIOJHEHHH PaboT 110
yaeOHOI u TIPOM3BOJICTBEHHOM
IpaKTUKaM

DK3aMeH JeMOHCTPAIOHHBII
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cpenpl,
pecypcocdepeskeHHIo,

3¢} (peKTUBHO AelicTBOBATH B
Ype3BbIYAHBIX CUTYALHSAX.

3aHATHUH, pH MIPOXOKACHUU
yaeOHOI W  TIPOM3BOACTBEHHOM
TIPAKTHK;

3HaHHE u HCTIONb30BaHNE

pecypcocOeperamnux  TeXHOIOTHit
B 00JIACTH TEIICKOMMYHHKAIHI

OK 08. Hcnoab3oBarh
cpeacTBa $usznyeckoi
KYJIbTYPbI [1JIsl COXPaHEHUS
U YKpeIUIeHHsI 310pPOBbSl B

3¢ pekTUBHO UCIIOJIb30BaTh
cpeactBa  (GU3MYECKOH  KYJIBTYPHI

JUISL COXpaHEHUS M  YKpEIUICHUs
npouecce
. 3J10pOBbs B nporecce
npodgeccHoOHATbHOI .
npo(heCCHOHANTBHO IeSITENEHOCTH U
HesiTeJIbHOCTH u
HOoAJIepKaHue HE00X0AMMOro
nojep:KaHue N
YPOBHS bu3nyeckoit
Heo0X0UMOro YPOBHA
. TIOATOTOBJIEHHOCTH.
(uznyeckoi
TOATOTOBJEHHOCTH.
3 PEKTUBHOCTH UCIIOJIb30BaHUs
OK 09. MHcnoan3oBarh | MHHOPMAIIIOHHO-
uH¢opMaOHHbIE KOMM YHUKAIIMOHHBIX TEXHOJOTHH B
TEeXHOJIOTHHU B | MpodecCHOHATBHON  JEATEILHOCTH
npodeccHoOHATbHOI COITacHO (hOPMHUPYEMBIM YMEHHSAM
AesiTeJIbHOCTH. U TONydaeMOMYy HpPaKTHIECKOMY
OTIBITY,
OK 10. TMoaws3oBarbesi | 3PPEKTHBHOCTH HCHONB30BAHUS B
npogeccuoHaNbHOMI Mpo(eCCHOHANBHON  AESITENbHOCTH
JOKyMeHTaluei Ha | HEOOXOIMMOM TEXHUYECKOU
rocyAapcTBeHHOM U | JOKyMEHTalMd, B TOM 4YHCIE Ha

HHOCTPAHHOM sI3bIKeE.

AHTIIMHCKOM SI3BIKE.

OK.11. IlnanupoBath
NpeANPUHIMATEIbCKYI0
AeATeTbHOCTh B

npogeccuoHaIbHOcepe

3¢ PeKTUBHO TUIAHUPOBATh
TPEANPUHIMATEITBCKYTO

JCATENBHOCTh B MPO(ECCHOHAIBHON
cepe mpu mpoBeneHHH paboOT MO
KOHCTPYHPOBaHUIO CeTeBoit

UH(PacTPyKTypbI
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